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Preface

This volume continues the tradition established in 2001 of publishing the con-
tributions presented at the Cryptographers’ Track (CT-RSA) of the yearly RSA
Security Conference in Springer-Verlag’s Lecture Notes in Computer Science
series.

With 14 parallel tracks and many thousands of participants, the RSA Se-
curity Conference is the largest e-security and cryptography conference. In this
setting, the Cryptographers’ Track presents the latest scientific developments.

The program committee considered 49 papers and selected 20 for presenta-
tion. One paper was withdrawn by the authors. The program also included two
invited talks by Ron Rivest (“Micropayments Revisited” — joint work with Silvio
Micali) and by Victor Shoup (“The Bumpy Road from Cryptographic Theory
to Practice”).

Each paper was reviewed by at least three program committee members;
papers written by program committee members received six reviews. The authors
of accepted papers made a substantial e [ant to take into account the comments
in the version submitted to these proceedings. In a limited number of cases, these
revisions were checked by members of the program committee.

I would like to thank the 20 members of the program committee who helped
to maintain the rigorous scientific standards to which the Cryptographers’ Track
aims to adhere. They wrote thoughtful reviews and contributed to long discus-
sions; more than 400 Kbyte of comments were accumulated. Many of them at-
tended the program committee meeting, while they could have been enjoying
the sunny beaches of Santa Barbara.

I gratefully acknowledge the help of a large number of colleagues who re-
viewed submissions in their area of expertise: Masayuki Abe, N. Asokan, Tonnes
Brekne, Emmanuel Bresson, Eric Brier, Jan Camenisch, Christian Collberg, Don
Coppersmith, Jean-Sébastien Coron, Serge Fehr, Marc Fischlin, Matthias Fitzi,
Pierre-Alain Fouque, Anwar Hasan, Clemens Holenstein, Kamal Jain, Marc
Joye, Darko Kirovski, Lars Knudsen, Neal Koblitz, Anna Lysyanskaya, Lennart
Meier, David M’Raihi, Phong Nguyen, Pascal Paillier, Adrian Perrig, David
Pointcheval, Tal Rabin, Tomas Sander, Berk Sunar, Michael Szydlo, Christophe
Tymen, Frederik Vercauteren, Colin Walter, Andre Weimerskirch, and Susanne
Wetzel. | apologize for any inadvertent omissions.

Electronic submissions were made possible by a collection of PHP scripts
originally written by Chanathip Namprempre and some perl scripts written by
Sam Rebelsky and SIGACT’s Electronic Publishing Board. For the review pro-
cedure, web-based software was used which | designed for Eurocrypt 2000; the
code was written by Wim Moreau and Joris Claessens.

I would like to thank Wim Moreau for helping with the electronic processing
of the submissions and final versions, Ari Juels and Burt Kaliski for interfacing
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with the RSA Security Conference, and Alfred Hofmann and his colleagues at
Springer-Verlag for the timely production of this volume.

Finally, I wish to thank all the authors who submitted papers and the authors
of accepted papers for the smooth cooperation which enabled us to process these
proceedings as a single LaTeX document.

We hope that in the coming years the Cryptographers’ Track will continue
to be a forum for dialogue between researchers and practitioners in information
security.

November 2001 Bart Preneel
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On Hash Function Firewalls
In Signature Schemes

Burton S. Kaliski Jr.

RSA Laboratories
20 Crosby Drive, Bedford, MA 01730, USA
bkaliski@rsasecurity.com

Abstract. The security of many signature schemes depends on the ver-
ifier’s assurance that the same hash function is applied during signature
verification as during signature generation. Several schemes provide this
assurance by appending a hash function identifier to the hash value. We
show that such “hash function firewalls” do not necessarily prevent an
opponent from forging signatures with a weak hash function and we give
“weak hash function” attacks on several signature schemes that employ
such firewalls. We also describe a new signature forgery attack on PKCS
#1 v1.5 signatures, possible even with a strong hash function, based on
choosing a new (and suspicious-looking) hash function identifier as part
of the attack.

1 Introduction

Nearly all digital signature schemes in practice combine a hash function with
other cryptographic operations. In a typical scheme, a signer applies the hash
function to the message, then applies a signature primitive to the signer’s private
key and the hash function output to obtain a signature. The verifier likewise
computes a hash value, then applies a verification primitive to the signer’s public
key, the hash value, and the signature to determine whether the signature is
valid. In many schemes, some formatting is applied to the hash value prior to
the signature primitive, and in some schemes part or all of the message is included
in the input to the signature primitive and can be recovered from the signature.

The security of a signature scheme clearly depends on the security of the hash
function. Just as importantly, the security depends on the verifier’s assurance
that the correct hash function is applied during signature verification. Otherwise,
an opponent may be able to take advantage of hash function weaknesses to obtain
a forged signature. Suppose that the signer has selected a strong hash function
Hash and has signed messages My, ..., My, producing signatures oy, . .., Ok. Sup-
pose further that the opponent knows a weak hash function WeakHash and can
cause the verifier to apply the weak hash function rather than the strong one. If
the opponent can find another message M Ssuch that WeakHash(M 5 = Hash(M;)
for some message M; then the opponent can present M™and o; to the verifier,
specifying that the weak hash function is to be applied, and they will be accepted.

The verifier’s willingness to accept hash functions other than the one the
signer has selected is often in the interest of interoperability. A typical verifier
may interact with many signers and thus may need to support a large set of hash

B. Preneel (Ed.): CT-RSA 2002, LNCS 2271, pp. 1-I6] 2002.
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2 Burton S. Kaliski Jr.

functions, even if each individual signer only supports a few hash functions. The
verifier may not know which hash functions are acceptable for a given signer, nor
whether a weakness has been found in a hash function. (By “weakness,” here
and elsewhere, we mean the ability for an opponent to invert the hash function
e [ciehtly for a significant fraction of hash values.)

Clearly, it is desirable to limit the set of hash functions that a verifier accepts
for a given signer. One approach is to permit only a small set of well trusted hash
functions in a given domain. The Digital Signature Standard [17], for instance,
allows only the SHA-1 hash function [16]; ANSI X9.31 [I] and ANSI X9.62
[2] likewise allow only “ANSl-approved” hash functions. Another approach is
to convey the set of permitted hash functions as an attribute of the signer’s
public key, for instance in a public-key certificate or as part of policy for a
certificate domain. In this way, signers can select dilerent hash functions but
are not a[edted by one another’s choices.

Each of the methods just mentioned has some drawbacks. Limiting the set
of hash functions precludes new hash functions that may be faster or otherwise
more attractive; conveying the set as an attribute of a public key may rely on
more complex certificate management infrastructure than is conveniently avail-
able. Note that identifying the hash function in the message itself is not enough;
it is likely as easy for an opponent to control the identifier as any other part of
a message when forging a signature.

As a result of these concerns, the hash function is often identified within the
formatting that is applied to the hash value. This identifier might be an index to
a registry of hash functions, such as IS 10118-3:1998 [10], or it might be based
on an OSI object identifier (see [23]), which can be assigned by any organization.
The signature primitive is then relied upon to bind the hash function identifier
securely to the hash value. In this way the hash function identifier serves as a
firewall between diLerent hash functions.

A hash function firewall prevents an opponent from causing a verifier to
verify a signature with a dilerknt hash function than the signer intended. But
this protection is only for existing signatures; a separate question is whether an
opponent can obtain new signatures that exploit a weak hash function. In this
paper, we answer that question, o[ering the following new contributions:

1. We present new weak hash function attacks against the signature schemes in
IS 9796-2:1997 [9], IS 14888-2:1999 [11], and IS 9796-3:2000 [12]. Each scheme
includes an optional hash function firewall and claims that the firewall o [erk
some level of protection against attack. We show that such claims are incor-
rect, and that if any registered hash function were found to be weak and a
verifier supports it, it may be possible to forge a signature. Significantly, our
attacks are possible without the signer’s participation.

2. We show that the signature schemes in ANSI X9.31 [I] and PKCS #1 v1.5
[23], which also include hash function firewalls, appear to protect against
weak hash function attacks. However, in the case of PKCS #1 v1.5 signa-
tures, we show that if the opponent is allowed to register a new hash function
identifier for a given hash function, it is possible to forge signatures even if
the hash function is strong. Moreover, the forged signatures are valid for a
wide range of public keys, not just for one signer.



On Hash Function Firewalls in Signature Schemes 3

3. We observe that the RSA-PSS construction in IEEE P1363a [8] olerk an
implicit hash function firewall — without an explicit hash function identifier
— under reasonable assumptions on the hash function involved (i.e., it is not
‘concocted’ purely for the purpose of forging a signature), and provided a
certain amount of padding is present.

We emphasize that as long as the verifier accepts only strong hash functions
for these signature schemes (and, in the case of PKCS #1 v1.5, the verifier
is careful about accepting new, suspicious-looking hash function identifiers), the
schemes mentioned here remain secure. Moreover, we are not aware of any weak-
nesses in the normal hash functions employed with these schemes that would be
su [cieht to enable an attack.

1.1 Related Work

The concept of a hash function firewall appears to have been introduced by
Linn in the design of Privacy-Enhanced Mail in 1990 [14]. Referring to the then-
contemplated support for the MD2 and MD4 hash functions, Linn wrote,

“I observe that any accomodation [sic] of MD4 in addition to MD2 should
incorporate some form of a signed algorithm identifier, perhaps in the
high-order [...] bits of the input block to the public-key signature oper-
ation, to provide firewalling for the benefit of users of one algorithm in
the event that flaws are found in the other algorithm after placing that
other algorithm into use on PEM messages.” (emphasis added)

Motivated by Linn’s recommendation, the PKCS #1 specification for RSA sig-
natures [23], first published in 1991, adopted a hash function firewall, and a
firewall has become standard in most implementations of RSA signatures since
that time.

IBM’s Transaction Security System [15], also developed in the early 1990s,
employed a hash function firewall as well. In TSS, the identifier is called a “hash
rule” (see the definition of the Crypto Facility System Signature Record in [15]).

The concept of a hash function firewall was subsequently adopted in several
ISO/IEC standards, addressing factoring-based schemes (e.g., RSA) as well as
discrete logarithm / elliptic curve-based schemes. The standards also give gen-
eral guidance on hash function identification. 1S 9796-3:2000 [1Z], for instance,
presents four “options for binding signature mechanism and hash-function ... in
order of increasing risk’:

— “a) Require a particular hash-function ...”

— “b) Allow a set of hash-functions and explicitly indicate in every signature
the hash-function in use by a hash-function identifier included as part of the
signature calculation ...” (i.e., a firewall)

— “c) Allow a set of hash-functions and explicitly indicate the hash-function
in use in the certificate domain parameters.”

— “d) Allow a set of hash-functions and indicate the hash-function in use by
some other method, e.g., an indication in the message or a bilateral agree-
ment.”
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The standard states that “[w]ithout such a binding, an adversary may claim
the use of a weak hash-function (and not the actual one) and thereby forge the
signature.”

Most of the literature on signature schemes focuses on the security properties
under the assumption that the underlying hash function is strong, and generally
assumes there is only one underlying hash function. We are not aware of any
formal analysis of the properties of signature schemes that allow multiple hash
functions, nor of hash function firewalls in particular.

Additional analysis on several of the signature schemes presented here can
be found in a paper by Coron et al. [4]. Their work focuses on the security of the
schemes with strong hash functions and does not address weak hash function
attacks. Brown and Johnson [3] consider a type of weak-hash function attack in
their security analysis of the Pintsov-Vanstone signature scheme [20], but they
do not consider hash function firewalls.

1.2 Organization of This Paper

Section [2 defines terminology and notation. In Section[3 we give weak hash func-
tion attacks on three signature schemes in 1SO standards. Section [ discusses the
firewalls in other signature schemes. Finally, Section[5 draws several conclusions.

An appendix shows why an extension to DSA that includes a hash function
firewall, as suggested by at least one author, must be done carefully.

2 Preliminaries

Throughout this paper, we denote a generic instance of a hash function, whether
strong or weak, by Hash, and a specific instance of a weak hash function by
WeakHash. HashlD and WeakHashID denote one-byte identifiers for the corre-
sponding hash functions. In the various ISO/IEC standards, the one-byte iden-
tifiers are taken from one of the IS 10118 registries such as 1S 10118-3 [10]. How-
ever, the specific one-byte identifier values do not a[edt our results. HashiDLong
denotes a variable-length identifier value.
Other notation is as follows:

Lihsh length in bits of the output of Hash

cc hexadecimal value

QY (resp. 1Y) bit string consisting of u ‘0’ (resp. ‘1’) bits
X.Y concatenation of strings X and Y

X [Y1 bit-wise exclusive-or

X length in bits of X

In a string expression, [X[refers to the 64-bit representation of the length
of X, most significant bit first.
We denote conversion between an integer and a bit string as

m LT M

[bits
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where m is an integer, M is the corresponding bit string, and “[Bits” indicates
the length of the bit string. Conversion is most significant bit first.

A signature scheme consists of a signature operation and a verification oper-
ation. In a signature scheme with appendix, the signature operation generates
a signature o given a message and a private key, and the verification operation
verifies g given M and the corresponding public key. In a signature scheme giv-
ing message recovery, a message is considered in two parts: a recoverable part
M; and a non-recoverable part M,. The signature operation generates a signa-
ture o given M1, M, and the private key; the verification operation verifies the
sighature ¢ and recovers M; given the M, and the public key.

As noted in Section [T} a signature scheme may allow a choice of hash func-
tions. For such a scheme, let > [Hash] denote the set of all signatures that can
be generated by the scheme with hash function Hash under private key K. We
say that the scheme has a hash function firewall with respect to a set of hash
functions H if for all Hash,, Hash, [CH, for all private keys K, >k [Hash;] and
> k [Hash;] are distinct.

A common way to build a hash function firewall is to append a hash function
identifier to the output of the hash function. The resulting value is called a hash-
token in the ISO/IEC standards. We say that a hash function firewall is explicit
if it is based on a hash function identifier, and implicit otherwise.

A hash function firewall protects signatures generated with a strong hash
function from weaknesses in other hash functions. However, it does not neces-
sarily prevent an opponent from exploiting weaknesses in a hash function (i.e.,
the ability to invert the hash function) to obtain a di[erknt signature. We say
that a signature scheme has a weak hash function firewall if it is vulnerable to
such forgery, and we term the attack that obtains such a forgery a weak hash
function attack.

3 Signature Schemes with Weak Firewalls

We now consider three signature schemes that have hash function firewalls and
show that for each one the firewall does not protect against weak hash function
attacks.

The attacks all follow a common approach, exploiting a type of existential
forgery in terms of the hash-token. Although it is (presumably) di Ccult to obtain
a valid signature on a predetermined hash-token for any of the schemes, for all
three it is easy to produce a valid (hash-token, signature) pair. If the hash-token
identifies a weak hash function, the opponent needs only to invert the weak hash
function to forge a signature. The cost of the attack thus consists of the amount
of time to produce the (hash-token, signature pair), plus the amount of time to
invert the hash function.

In the attacks, part of the input to the hash function is predetermined but
the opponent has full control over the rest, which gives considerable flexibility
in the choice of message for the forged signature. In the attacks on the schemes
giving message recovery, the opponent has no direct control over the recoverable
message part, which is e [edtively random. This may make the forged signatures
produced by the attack less plausible, depending on how the recoverable part is
interpreted.
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3.1 RSA/RW Signatures in IS 9796-2:1997

We first consider the signature scheme giving message recovery in 1S 9796-2:1997
[9], which can be based on either the RSA [22] or Rabin-Williams [21] [24] cryp-
tosystem. The scheme has been shown previously to be vulnerable to signature
forgery with a strong hash function in certain cases [4]. Our focus here is on
vulnerabilities with a weak hash function. We present the RSA version of the
scheme, but similar results apply to the Rabin-Williams version.

Let n be a composite modulus and let e be an odd integer relatively prime
to A(n) where e > 1. We only need to consider the public key, which consists of
the pair (n,e). Let [1= [dg, n[# 1 be the length in bits of the modulus n.

We focus on the specification of the scheme in the situation that a hash
function identifier is included and that the non-recoverable message part is not
empty, as needed by the attack. In this case, the recoverable message part is
between [1— [ghsh — 27 and [pl— Cghsh — 20 bits long.

The scheme employs two predetermined sets of strings for padding and mask-
ing (see the standards document for the specific values):

— {Pady, ...,Padi1}, a prefix-free set where for each u, [Pad, (= u, and where
the leftmost bit of each string is 0;
— {Masky, ..., Mask;1}, a set where for each u, Mask,, (= [{l— Lhsh — U — 16.

An 1S 9796-2:1997 signature on a recoverable message part M; and a non-
recoverable message part My, for the conditions just mentioned, is a value s
where 0 < s < n/2 such that

(%s® mod n) EEI?E]HU.(Ml EMh%).H.HashID.c?:I

[l bits

for some u such that 4 < u < 11 where H = Hash(M1.M,). (The “£” indicates
that the correspondence must hold for either s mod n or (n —s®) mod n.)
The attack is as follows:

1. Generate s uniformly at random in {0,...,(n —1)/2}.

Let t =s® mod n.

3.1ft=12 (mod16), thenlet m = t; if t = n— 12 (mod 16), then let
m = n —t. Otherwise, go to step 1.

N

4. Let T be the [Ltbit string corresponding to m.

5. If T is formatted correctly as T = Pad,.M{H.HashID.cc for some u such
that 4 < u < 11, then parse T to obtain M, H and HashID. If not, go to
step 1.

6. If HashID & WeakHashID, go to step 1.

7. Let My = M [CMhsk,,.

8. Find M, such that WeakHash(M;.M) = H.

9. Output M1, M, and s.

The probability that step 3 succeeds is about 1/8. Since each possible value
of m in step 3 corresponds to a dilerknt and unique value of s and the value
of s in step 1 is uniformly distributed in {1,...,(n — 1)/2}, the value of m in
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step 3 is uniformly distributed in the subset of {1,...,n — 1} congruent to 12
modulo 16.

For steps 5 and 6 to succeed, the string T in step 5 must begin with one of the
eight padding strings and end with WeakHashID.cc. Since for each u, [Phd, [ u
and the leftmost bit of Pad,, is 0, the probability that T begins with Pad,, is at
least 27Y. The probability that T begins with one of the eight padding strings
is thus at least

S L |

27U =

| =

u=4

The probability that T ends with WeakHashID.cc, given thatm =12 (mod 16),
is about 2712, Thus, the probability that an iteration of steps 1-7 succeeds is at
least about (1/8)(1/8)271% = 2718 so the expected number of iterations is at
most about 218, The cost of the attack is thus about 28 exponentiations, plus
the time to invert the weak hash function.

3.2 GQ Signatures in IS 14888-2:1999

We next consider the signature scheme with appendix in IS 14888-2:1999 [11],
which is based on the Guillou-Quisquater (GQ) identification scheme [g].

Let n be a composite modulus and let v be an integer relatively prime to
®(n) where v > 1. The public key is an integer y [{1,...,n—1}. In IS 14888-2,
as in the original GQ scheme, the public key y is based on the identity of the
user, but this property is not relevant to our attack.

An IS 14888-2:1999 signature on a message M is a pair (r,s) where0<r <n
and 1 < s < n such that

r = H.HashID

where H = Hash(IN.M) and M = y"s¥ mod n.
The attack is as follows:

. Select any s [{1,...,n— 1}, and any hash value H.
. Format r as r = H.WeakHashID.

. Find M such that WeakHash(I1||M) = H.

. Output M and (r, s).

B~ WN -

In contrast to the other attacks in this section that involve multiple iterations,
one iteration is su [cieht.

In this attack, the opponent has total control over the hash value H. Thus it
may be possible to forge signatures if the hash function is weak only for certain
hash values H, even if it is still strong for random hash values.

3.3 Nyberg-Rueppel Signatures in IS 9796-3:2000

We finally consider the signature scheme giving message recovery in IS 9796-
3:2000 [1Z], which is based on the Nyberg-Rueppel signature scheme [19]. We
present the discrete logarithm version of the scheme, but similar results apply
to the elliptic curve version.
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Let p and g be odd primes where q|(p—1) and let g be an element of Z%lth
multiplicative order q. The public key is an element y IZZE}Vhere y =g* mod p
for some x [HR,...,q — 1} . Let [(1= 0Odg, qF 1 be the length in bits of
the prime . In this scheme, the bit length of the hash value, [hsh, must be a
multiple of 8.

As in Section B, we focus on the situation that a hash function identifier
is included and that the non-recoverable message part is not empty, in which
case the recoverable message part is [(I]— 1)/8[F [4hsn/8 — 1 bytes long. Let
u = (([g}— 1) mod 8) + 1.

An 1S 9796-3:2000 signature on a recoverable message part M; and a non-
recoverable message part My, for the conditions just mentioned, is a pair (r,s)
where 1 <r <q and 0 <s < g such that

((r=T1) mod q) EE(EIE%D.MD

[glbits

where H = Hash([M; [.IIM, [LM1.M,.IMT) and M = g5y" mod p.
The attack is as follows:

. Generate r [{1,...,q—1} and s [{0,...,q — 1} uniformly at random.

. Let M =g°y" mod p.

Let m = (r— 1) modq.

. Let T be the [g3bit string corresponding to m.

. If T is formatted correctly as T = 0".H.HashID.M3, then parse T to obtain
H, HashID and M;. If not, go to step 1.

. If HashID & WeakHashID, go to step 1.

. Find M such that WeakHash(M;.M;) = H

8. Output M, M, and (r,s).

agrwWN R

~N o

For steps 5 and 6 to succeed, the string T in step 5 must begin with 0% and
end with WeakHashID. Assuming that m in step 3 is uniformly distributed in
{0,...,q— 1}, the probability that T has the correct format is at least 2~ (u+8),
Thus the expected number of iterations of steps 1-6 at most 24*8, which is at
most 216,

4 Other Signature Schemes with Firewalls

We now consider additional signature schemes with hash function firewalls and
discuss the applicability of weak hash function attacks to each one.

4.1 RSA/RW Signatures in ANSI X9.31

We first consider the signature scheme with appendix in ANSI X9.31 [1], which,
like the scheme in IS 9796-2, can be based on either the RSA or the Rabin-
Williams cryptosystem. As before, we will focus on the RSA version.

Let the notation be as in Section [3.1], except that only one padding string is
defined, Pad, where u = [41— [glsn — 16, a string of bit length u with leftmost



On Hash Function Firewalls in Signature Schemes 9

bit 0. Let v = [51— u. (Actually, ANSI X9.31 employs a di[erent padding string
if M is the empty string, but this di[erknce does not aledt the result.)
The ANSI X9.31 signature is a value s where 0 < s < n/2 such that

(%s® mod n) EE@U.H.HqghID.ct'

L4l bits

where H = Hash(M).

One approach to a weak hash function attack is to generate s at random
until the equation is satisfied. This will take at most about 2Y**° iterations.
However, with the parameters in ANSI X9.31 — a 160-bit hash value and at least
a 1024-bit modulus — u is at least 848, so the attack is infeasible.

Another approach, relevant when e is small (say, e = 3 for RSA or e = 2
for RW) is to take integer eth roots. Let a be the integer corresponding to the
string Pad,. Considering only the “+” case, the verification equation requires,
among other conditions, that

a2¥ =s® < (a+1)2Y.

To ensure that there is at least one integer s satisfying this inequality, a should
be no more than about c2¥/¢~1 where ¢ = e®®~Y/¢, This means that u should
be no more than about [ /e, so again the attack is infeasible for the parameters
in ANSI X9.31. Simple extensions of this attack, such as considering the “—”
case or adding multiples of n to the target, o [erlat best a linear improvement in
the probability of success. Thus, it appears that the firewall in the ANSI X9.31
signature scheme is strong for typical parameter choices, although we have no
proof that this is the case.

4.2 RSA Signatures in PKCS #1 v1.5

We next consider the signature scheme with appendix in PKCS #1 v1.5 [23]
(supported in subsequent versions), which is based on the RSA cryptosystem.
Again, let the notation be as in Section [3I] except that padding strings are
defined only for u = 88 where u =0 (mod 8). Let HashIDLong, a byte string,
be a variable-length hash function identifier and let [iksnipLong denote its length
in bits.
The signature is a value s where 0 < s < n such that

s® mod n EIZI;IE]HU.HasHP]Long.I—b

[al bits

where u = [al— [hkshibLong — Lebsh and H = Hash(M).

As above, it is not feasible to attack the scheme for typical parameter choices
by generating s at random or by taking integer eth roots, since typical
HashIDLong values are relatively short (e.g., 15-19 bytes). Thus, it again ap-
pears that the firewall is strong for typical parameter choices and [ghshipLong
values, although again we have no proof.

For the purposes of attack, however, there is no reason we must match an
existing [ghshipLong Value. This is true as well in the other attacks, but in those
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attacks we only had up to 256 choices, all the same length. Here, we have an
essentially unlimited number of choices of variable length. Moreover, as discussed
further below, except for a short header, a prefix identifying the organization
assigning the identifier, and a short trailer, the identifiers can be mostly random.

This leads to the following basic attack, which is a variant of the one in
Section BT

1. Generate s uniformly at random in {0, ..., [(h — 1)*/3 [}

2. Let m = s®. (This is over the integers.)

3. Let T be the [xtbit string corresponding to m.

4. If T is formatted correctly as T = Pad,.NewHashIDLong.H for some u such
that u = 88 and u =0 (mod 8), where NewHashIDLong is a syntactically
correct (and potentially new) hash function identifier, then parse T to obtain
NewHashIDLong and H. If not, go to step 1.

5. Find M such that WeakHash(M) = H.

6. Output M, s and NewHashIDLong.

The expected number of iterations of steps 1-4 depends on the probability
that T has the correct structure in step 4. Given that u = 88, the probability
will be fairly small. However, the attack can readily be improved by generating
s near the eth root of a2¥ where a is the integer corresponding to Pad, and
v = [51— u, for some u. As in Section .1, u should be no more than about
Ye. If e = 3, this means that NewHashIDLong will need to be somewhat less
than two thirds the length of the modulus. As an additional improvement, one
can include the hash function identifier’s header and prefix in a. The resulting
attack will then require only a small number of iterations.

We can extend this line of attack by restricting attention to values of s such
that s = B (mod 2™esn), where B is the integer corresponding to a predeter-
mined hash value. If e is odd, this involves an eth root modulo 2%sh | which is
easy to compute, and we have s = B¢ (mod 2™sh). Because H is predeter-
mined, an opponent can apply this attack against a strong hash function.

Such forgeries are easy to obtain, and we o [erlan example based on the SHA-
256 hash function [18] with a 2048-bit RSA modulus (the particular modulus
doesn’t matter, only its length) and public exponent e = 3. Let

M = *abc”
H = Hash(M) = ba7816bf 8f01lcfea 414140de 5dae2223
b00361a3 96177a9c b410£f£f61 £20015ad

In PKCS #1 v1.5, we have
Padgg = 0001ffff ffffffff £F££00

so we want to find a signature s such that

s® [T Haflss.NewHashiDLong.H

[ql bits

for some hash function identifier. The hash function identifier in our example
will be 2048 — 88 — 256 = 1704 bits long, and will have the following form:

NewHashlDLong = 360p1£230 ¢4£d0601 cg-Prefix.Z. 95009420

header trailer
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For the example, we will choose the prefix employed by RSA Security Inc. when
registering hash functions:

Prefix = 22864886 £70d402,

although any other valid prefix would do just as well. The intermediate string Z
is restricted only in that the leftmost bit of its rightmost byte should be 0.

Let a and B be the integers corresponding to the high and low ends of the
target value:

o LT dobiffff ffffffff ££££0030 01£23001 cd0601c8 2a864886 £70d02
B [CI_d5D00420 ba7816bf 8f01lcfea 414140de 5dae2223 b00361a3
96177a9¢c b410££61 £20015ad

To find the signature, we compute sp and s; as

So = Bl/3 (mOd 2288)
s1 = [02°%%) ]
and let s = s;2288 + s45. With high probability, m = s® will have the correct

format. If not, we can replace s; by s; +1 and try again. In our example, we
obtained the following solution:

s [T 32tkbfd4a 7adc7905 583d74e5 2cal423a ££0270e9 10024eae
2460604c c64061aa 40fe53ab 5356533e 51cd254a a365b7e9
6eb980df 10cb219c 0£9d889d 849b95£8 d1bad59d adb8c65e
873681eb d71b33e9 1db2bed4 95

The resulting, valid but rather suspicious hash function identifier is

NewHashIDLong = 3001£230 01cd0601 c82a8648 86£70d402 00000000
00000000 00000000 00000000 00000000 00000030
4775b412 25df67cf 96248910 8£7b5f9d 077c8bc2
£3c981ed Ocfeb67fa 8d63abda b8d081c9 €9¢c3d417
cf96035d cf7ef23d 08b10670 587dffe4 55edbd8f
3a666ccc 251ddf71 2b44db81 2fb2061f c233£06d
cflec019 cbbe364d 4e9d2070 254bd041 219f3c66
9¢cb696£f3 d8bf37bc 136b3c45 a9alalal3d 6e163beb
cdfalae7 c394114b 321ab520 bb25a558 95db62bc
ecd007c3 €629030e 203bd6dc 13893d30 2bebaa90
c36d82e9 cOb5168c 4£050004 20

These attacks have the very interesting property that they depend only on
the length of the modulus and the public exponent — not on the modulus itself.

Thus a forged signature works with any public key of appropriate modulus length
and public exponent; no particular signer needs to be targeted. However, if the
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hash function is strong, the attack will yield a signature on only one message for
each new hash function identifier.

To eledt these “chosen-hash-identifier” attacks, the opponent must propa-
gate NewHashIDLong as a new hash function identifier, for instance in standards
documents. Because most identifiers are short and structured, the opponent may
need to explain the length and randomness of the value. Also, presumably, the
hash function will already be fairly widely implemented. Thus, the opponent will
need to explain why a new hash function identifier is needed. One story: “Be-
fore this hash function’s o [cial identifier was published, we generated a random
one to avoid collisions with other identifiers. Some of our software supports the
random one. Please use it for interoperability.”

4.3 RSA/RW-PSS Signatures in IEEE P1363a

We finally consider the RSA/RW-PSS signature schemes, which are based on a
general construction that supports signatures with message recovery and with
appendix. The construction is included in the current draft of IEEE P1363a [8].
As usual, we will focus on the RSA version.

Let the notation be as in Section B.1], and let [l denote the length of the
salt value associated with the scheme (typically, either 0 or [4hgh). Let G(H, D1
denote a mask generation function mapping a hash value H to a bit string of
length [J

For convenience, we will consider the signature scheme with appendix as a
special case of the general construction where the recoverable message part M;
is the empty string.

We focus initially on the specification of the scheme in the situation that a
hash function identifier is included. In this case, the recoverable message part
can be up to [l— [RI— [O4hsh — 18 bits long, independent of the length of the
non-recoverable message part M.

The signature is a value s where 0 < s < n such that

(£s° mod n) CIT{ED.H.HashlD.ce

[al bits

where

D = G(H, [3l— [ghsh — 17) [(@F.11.M1.R),
H = Hash([M; [LM;.Hash(M,).R),

u= [I— [g— M = Gy — 18, and R is an [g-bit stringﬂ (The “£” term is
optional; a verifier may accept only the “+” case.)

If there is no lower bound on u, this scheme is vulnerable to a weak hash
function attack similar to the one in Section 31} the expected number of it-
erations at most about 26, However, compared to 1S 9796-2:1997, the length
of the recoverable message part can vary over a wider range when the non-
recoverable message is present. Thus, an implementation that is concerned about

L In the actual scheme, the output of G is processed slightly di [erently for implemen-
tation convenience: an integral multiple of 8 bits is generated, and the leading bits
are removed. This does not aledt our results.
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weak hash function attacks can impose a lower maximum on the length of My,
say [M; [ []— [Rl— [4hsh — 82, so that the minimum value of u is 64 and the
expected number of iterations is at least about 28°.

In the signature scheme with appendix, [M; [ 0, so u is large for typical
parameters, and an attack is infeasible.

The scheme as just described has an explicit hash function firewall. We now
argue that even without a hash function identifier, the scheme olerk an im-
plicit, probabilistic firewall if the mask generation function depends on the hash
function and [M; ik bounded. In this variant, the right side of the signature
equation is 01.D.H.bc, and D is eight bits longer.

Let GweakHash b€ @ mask generation function based on a predetermined hash
function WeakHash. Let s be an existing signature generated with a strong hash
function under private key K. We want to show that it is unlikely that s 1
> k[WeakHash]. Let D be the value computed in the signature equation for s
with the strong hash function. If the length of the hash value is the same for
the weak hash function as for the strong one, then in order for s to be a valid
signature for WeakHash, we need

Gweaktasn(H) = D [(0F .11.MIRY

for some ut] M{’and R Since D is from a signature generated with a strong
hash function, it is presumably random. If u is su Lciehtly larger than [glg, it is
unlikely that GweaxHash (H) has the correct output, as can be shown by a simple
counting argument. This holds even though the hash function is weak, as long
as the hash function is selected before the signature. (Similar analysis applies if
the lengths of the hash values are di[erknt.)

If the hash function is specified after the signature, it is possible that an
opponent can ‘concoct’ the hash function so that Gweaknash(H) matches the
required output, but if we allow opponents to introduce completely new hash
functions, many more serious attacks become possible.

5 Conclusions

We have shown that a hash function firewall, while protecting existing signatures,
does not necessarily prevent an opponent from producing new signatures with a
weak hash function.

Our results are primarily theoretical, since the hash functions typically em-
ployed do not have any weaknesses su Lcieht to enable an attack. Furthermore,
the forged signatures produced by our attacks are generally easy to detect (ex-
cept for the IS 14888-2:1999 scheme), since something will appear suspicious,
whether the recoverable message part (too random), the signature (too short),
or the hash function identifier (too strange).

We believe that the ISO/IEC standards should be revised. For instance, IS
14888-2 states,

“The hash-function identifier shall be included in the hash-token unless
the hash-function is uniquely determined by the signature mechanism or
by the domain parameters” (Clause 7.3, emphasis added).
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Given these results, the statement should be reversed:

“The hash-function shall be uniquely determined by the signature mech-
anism or by the domain parameters even if the hash-function identifier
is included in the hash-function.”

Similarly, 1S 9796-3’s list of options (see Section [L.1)) should be reordered, as
option b) carries more risk than option c). The revised version of IS 9796-2 [13]
provides a more accurate discussion.

The import of our results is a challenge to the false sense of security that
may have been associated with hash function firewalls. Hash function firewalls
were first proposed in a context where existential forgery of (hash-token, sig-
nature) pairs is di [cullt, due to the formatting of the hash-token. The firewalls
were subsequently adopted in other contexts where existential forgery is easy,
thus leading to the attack. The lack of any formal model around hash function
firewalls has also contributed to the situation.

Hash function identification is one example of the decisions that must be
made when interpreting a digital signature. An even more important decision is
which signature scheme to apply, and this is not necessarily implied by the type
of public key alone. Furthermore, the verifier must decide on how to interpret the
message, since di Lerknt messages may have the same byte string representation
and only the byte string is signed by the underlying digital signature scheme.
Message interpretation and the choice of signature scheme both especially de-
pend on infrastructure protection, and we believe that the determination of hash
function is better left to the infrastructure as well.
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A DSA Signatures with a Hash ID

In the Digital Signature Standard [17], the Digital Signature Algorithm (DSA)
is combined only with the Secure Hash Algorithm 1 (SHA-1), so hash function
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identification is not an issue. Other specifications based on DSA, such as IEEE
Std 1363-2000 [7], allow alternate hash functions but do not include a hash
function identifier.

In a February 1992 letter to NIST commenting on the then-proposed Digital
Signature Standard, this author suggested adding a hash function firewall to
DSA, but with only a preliminary security analysis. We show here why such an
extension would need to be done carefully. Our results also apply to ECDSA [2].

Let the notation be as in Section

We consider an extension to DSA where the hash function identifier is ap-
pended to the hash value. A similar analysis could be applied to a scheme where
the identifier is prepended.

We assume that the hash values for all the hash functions supported by
the signer and verifier are the same length, t bits long, so that the value m is
in {0,...,2%*8 — 1}. To have a firewall among all 28 possible identified hash
functions, we need q = 2'*8; otherwise, hash values corresponding to di [erent
hash functions might yield the same hash-token modulo g.

In our extension to DSA, a signature on a message M is a pair (r,s) where
0<r<gand1l=<s<qsuch that

r = (gy® mod p) mod q

where a=ms~! mod g, b = rs™! mod g, and

m CERHEEN

(t+8) bits

where H = Hash(M).

The attack is as follows (this is modeled after the existential forgery presented
by EIGamal on the EIGamal signature scheme [5]):

Generate a [{0,...,q—1} and b [{1,...,q — 1} uniformly at random.
Let r = (y2g” mod p) mod q.

Lets=rb~ !t modg. If s=0, go to step 1.

Let m = as mod q.

Let T be the (t+ 8)-bit string corresponding to m. If If m = 28 go to step
1.

Parse T as T = H.HashiID.

If HashID & WeakHashID, go to step 1.

Find M such that WeakHash(M) = H.

Output M and (r, s).

Assuming that m in step 5 is uniformly distributed in {0,...,q — 1}, the
probability that m < 28 in step 5 is 2t*8/q. The value of m in step 7 is thus
uniformly distributed in {0,...,2%*® — 1}, so the probability that HashiID =
WeakHashID in step 7 is 278. The probability that an iteration of steps 1-7
succeeds is thus 2t/q, so the expected number of iterations is q/2t. (We ignore
the rare event that s = 0 in step 3.)

To avoid the attack, q should be at least about 23%2 so that the number of
iterations is about 2¥2, which is comparable to finding collisions in the hash
function. Of course, such a large g will mean more computation for the signer
and the verifier.

ghwNE
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Abstract. In this paper we show that, paradoxically, what looks like
a “universal improvement” or a “straight-forward improvement” which
enables better security and better reliability on a theoretical level, may
in fact, within certain operational contexts, introduce new exposures
and attacks, resulting in a weaker operational cryptosystem. We demon-
strate a number of such dangerous “improvements”. This implies that
careful considerations should be given to the fact that an implemented
cryptosystem exists within certain operational environments (which may
enable certain types of tampering and other observed information chan-
nels via faults, side-channel attacks or behavior of system operators).
We use our case studies to draw conclusions about certain investigations
required in studying implementations and suggested improvements of
cryptosystems; looking at them in the context of their operating envi-
ronments (combined with their potential adversarial settings). We call
these investigations observability analysis.

Keywords: Security analysis, observability, cryptanalysis, implement-
ations, side-channel attacks, fault analysis, robustness, cryptosystems.

1 Introduction

The aim of this paper is to highlight that, contrary to the common belief, some
popular measures which were suggested to enhance the reliability and security
of a basic cryptosystem introduce new attacks, often more insidious (and thus
more di Ccullt to identify). These enhancements, paradoxically, result in a pos-
sibly weaker operational system. The attacks are applicable within a working
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environment and an attack model. In particular, we consider adversaries which
may inject faults (as was first suggested in [8]), but ones with “limited-feedback
channel”. Namely, adversaries which receive only a limited feedback from the
system (e.g., an indication about the case of fault, which may be observed due
to change of behavior of components or parties within the system). The adver-
saries do not get actual outputs of the decryption device. We also employ such
adversaries which introduce faults into ciphertexts (as in [5]), and ones which
perform power analysis [21].

Our test case is the RSA system. In fact, RSA is undoubtedly the most widely
used and accepted public-key cryptosystem. Owing to this popularity, it is also
perhaps the most cryptanalyzed system [7]. Furthermore, many optimizations
and improvement measures are known for it. Therefore, exposures resulting from
improper use of RSA seem nowadays to be minimal, which contrast with our
results. We note that we have chosen the RSA system for concreteness, the same
conclusion may remain valid for various other cryptosystems, as well. We believe
that our examples are quite basic yet demonstrative and educational.

We note that we do not attempt to claim that we are the first to notice that
improvements of an aspect of a system may actually cause problems when the
system is analyzed from another angle. In addition, what we call ”a paradox” in
the sequel, may not always be viewed as a paradox by experienced readers. Yet,
we feel that reporting on systematic failures of seemingly universal improvements
which, in fact, introduce problems (in certain adversarial settings) is important,
regardless of the exact terminology used to describe the phenomena.

Notations. Throughout the paper, the public RSA modulus will be denoted by
n = pq for two secret primes p and g; the public encryption key (resp. secret
decryption key) will denoted by e (resp. d).

Organization of the Paper. In the next section, we review a simple precaution
suggested to avoid the leakage of secrets due to faults in the context of RSA. We
then show that this method (or any other method with similar logic behind it, in
particular the one suggested for CRT-based RSA) which protects against such
leakages, paradoxically, may also be used to recover some secret information.
Section [3 illustrates that the optimal asymmetric encryption padding (OAEP)
proposed by Bellare and Rogaway, which is certainly one of the best methods
currently available to encrypt with RSA (chosen-ciphertext secure in the random
oracle model), paradoxically, is susceptible to some attacks (in some settings)
which do not apply to the plain RSA encryption (i.e., the RSA primitive). In
Section @, we show that the same conclusion holds for the so-called ‘RSA for
paranoids’, a stronger variant of RSA. Namely, using the stronger RSA version
(in conjunction with some provably secure padding) introduces new exposures.
Finally, we would like to resolve the “seemingly paradox phenomenon” and in-
deed we conclude in Section B where we explain the underlying issues behind
the “paradoxes” where certain exposures which may be observable are in fact a
result of an “improved” operational decryption mechanism. (This conclusion is,
in fact, independent of and more important than whether the reader will con-
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sider our case studies to be really paradoxical or merely “seemingly paradoxical”
examples!). We suggest a way to view and analyze possible implementations in
light of observable events which may lead to activating possible countermeasures.

2 The Case of Added Reliability:
RSA Enhanced with Fault Analysis Prevention

2.1 How to Implement the RSA?

RSA in Standard Mode. The decryption process in the (plain) RSA goes as
follows. Given a ciphertext c = m® mod n, one recovers the plaintext as m =
¢ mod n.

Suppose that an error occurs during the computation of m = ¢4 mod n;
more precisely, suppose that one bit of d, say bit dj, has flipped (let d“denote
the corrupted value of d). It is then very easy to recover the flipped bit and its
value [3/8[17].. The decryption process will yield m-= c¢d"'mod n instead of m.

Letd = —; d;2' denote the binary expansion of d. Since

o xR _ )
d"= d; 2'+dj 24 :d+(dj —dj)ZJ
i=0

(Q=1))
it follows that
1
(m5e = ce@i—d2? = ce? ~ (modn) ifd; =0, (1)
c 1/¢®? (mod n) ifd; =1.

Therefore if an adversary can get access to the value of m% she can recover
the bit d; by exhaustively testing whether (m%¢/c = c*¢2" (mod n) for some
0 = j = k — 1. This attack readily extends to the case where several bits of
secret exponent d have flipped. As noted by Kaliski [19], such an attack is easily
defeated by checking whether the decrypted message, mQ satisfies (m¢ = ¢
(mod n) and outputting the plaintext message m = m"if and only if the com-
parison is successful.

RSA in CRT Mode. The RSA decryption can be speeded up by a factor of 4
using Chinese remaindering (CRT) [25]. From ¢ = m® mod n, the corresponding
plaintext m is recovered as

m = mp + plp~* (Mg — Mp) mod q] @

where m, = ¢% mod p, mq = ¢% mod g, d, = d mod (p — 1), and dq = d mod
(q—1).

An error within the CRT mode of operation has much more devastating
consequences than within the standard mode. Suppose that the computation
modulo p is corrupted (we let mpD denote the corrupted value) while the com-
putation modulo g is not. Then from Eq. (), the CRT recombination will yield
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m"= my'+ p[p~*(myq — my) mod q] instead of m. Since m & m"(mod p) and
m = mY(mod q), it follows that the gcd(m™ — ¢ (mod n),n) gives the secret
factor g [15], whereas the original fault analysis idea is presented in [8]. Note that
this attack is stronger than the previous one: there is no particular assumption
on the kind of (induced) errors; the attack is successful as soon as there is an
error (any error) during the exponentiation modulo one prime factor. Note also
that this attack can be used by an adversary to break the system only if she can
get access to the value of mt

An elegant method to protect against such kind of failure models was sug-
gested by Shamir at the rump session of EUROCRYPT ’97, see Adi Shamir’s
patent [29] and [30] (see also [16]). From a randomly chosen small integer r, the
decryption algorithm first computes my, = ¢4 mod rp and Mpq = cdra mod rq
(where drp = d mod @(rp) and drq = d mod @(rq)). Then if my, & myq (mod r),
an error has occurred and the system outputs an error message; otherwise the
computations are supposed correct and the plaintext m is recovered by applying
Chinese remaindering on mp = my, mod p and myq = myq mod q (see Eq. @)).
The probability that an error is undetected is equal to 1/r. For example, if r is
a 20-bit integer, this probability is already smaller than 10~8. The advantage of
Shamir’s countermeasure resides in its universality: it is applicable even when
the value of e is not available.

2.2 First Paradox

From the above discussion, it appears that the right way to implement the RSA
primitive is to use Chinese remaindering (for e [ciehcy) along with Shamir coun-
termeasure (for security in the induced-fault model). However, as we will see,
the conclusion is not so straight-forward. The introduction of Shamir’s counter-
measure, or more generally of any other method for detecting errors, makes the
system irregular: it now behaves di Lerently depending on whether the computa-
tions are error-free or not, namely it outputs the correct decryption or an error
message, respectively. The system may thus be used as an oracle to try to col-
lect some secret information. The next paragraph sketches a possible method to
devise such an oracle for many existing implementations of the RSA primitive.
See [32] for details and further discussions.

The adversarial setting is the induced-fault model with limited-feedback chan-
nel. We assume that an adversary is merely an observer who only knows whether
a ciphertext decrypts correctly or not, and that she has no access to the corre-
sponding plaintext m (or mY. This assumption is much weaker than in the case
of an attacker who chooses plaintexts and ciphertexts and such weaker attack is
more likely to occur, making the system more vulnerable. We will next outline
an attack which in this situation will demonstrate that:

“A more reliable system (i.e., designed to detect faults) may, in fact, be
weaker”.

1 Remark that if the decryption algorithm attempts to recompute the answer, this will
take a longer time to complete the computation and will be revealed by a timing
analysis.
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Input: c,d = (dx—1,.-., do)2, n Input: A= (At—1,--., Ap)ow,B,n
Output: A = ¢ mod n Output: R = AB mod n

al A-1,B ~c b.l R0

a.2 for i from 0 to k—1 b.2 for j from t—1 downto O
a.3 if (dj = 1) then A —« AB modn b.3 R « (R2®° +AjB) mod n
a.4 B — BZmodn b.4  endfor

a.5 endfor

(b) Interleaved multiplication.
(a) Square-and-multiply.

Fig. 1. RSA exponentiation.

Let us, next, review the attack. RSA exponentiation is usually implemented
with the square-and-multiply technique (Fig.[Ik) where multiplication and mod-
ular reduction are interleaved to fit the word-size Q = 2% (Fig.[Ib) (e.g., see [20]).
Imagine that an adversary wants to guess the value of the it bit d; of the decryp-
tion exponent df. Suppose that d; = 1, the interleaved multiplication AB mod n
(Line a.3, Fig.[I)) is thus performed at iteration i. Suppose furthermore that one
or several bits of error are introduced into the more significant positions of reg-
ister A, or more precisely into some words A; for j > j; where j; represents
the current value of counter j (Line b.2, Fig.[Q) when the faulty bits are intro-
duced. Since the words containing the errors are no longer required for the next
iterations (i.e., for j = j¢,jr —1,...,0, Line b.2, Fig.[), the computation of
R = AB mod n will be correct. Moreover, since R is restored into register A,
A <« AB mod n (Line a.3, Fig.[), the error located in register A will be cleared
and the final result ¢4 mod n will be correct, too. Conversely, if the value of bit
di was 0, then the interleaved multiplication (Line a.3, Fig.[) is bypassed at
iteration i and the errors induced into register A will not be cleared, resulting
in an incorrect value for the final result ¢ mod n. Remember that we made the
explicit assumption that the adversary knows whether a ciphertext decrypts cor-
rectly or not. So, by inducing faulty bits as previously described, she knows the
value of bit d;j according to whether the decryption algorithm returns an error
message or not.

Let us emphasize again that if Shamir’s countermeasure (or any other means
to detect errors) was not implemented, then the adversary would not be able to
guess the correct value of d; because, due to the limited feedback she is allowed
to have, she does not know whether a ciphertext decrypts correctly or not. In
this case, the only way for her to recover the value of d; is to raise the value of
¢d mod n returned by the decryption algorithm o the e and compare it with the
original value of c; if they match then d; = 1, otherwise d; = 0. However, this
supposes a much stronger assumption. Namely that (besides inducing faults) the
adversary has access to the (raw) decrypted values of many ciphertexts, which,
in most cases, is quite unrealistic.

2 Here d has to be understood as the secret exponent involved in the exponentiation.
It stands for the decryption key d in standard mode and for dp = d mod (p — 1) (or
dq = dmod (g — 1)) in CRT mode.
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3 The Case of Added Robustness to Stronger Attacks:
Optimal Asymmetric Encryption Padding

In this section we will again consider the induced-fault attack model and the
same passive attacker who is an observer of the system’s reaction.

3.1 How to Encrypt with RSA?

Recall that there is a big di [erknce between the RSA primitive also called plain
RSA encryption (that is, the modular exponentiation function f : x B f(x) =
x® mod n) and an RSA encryption scheme (that is, a particular way to use the
RSA primitive to encrypt a message). Plain RSA encryption is definitively not
a reasonable way to encrypt with RSA: as observed by Goldwasser and Micali
[14], an encryption scheme had better be probabilistic. This stems from the fact
that a deterministic scheme does not oLler in essence, the desired property of
indistinguishability. Informally, indistinguishability is defined as the adversary’s
inability to make the dilerence between the encryptions of bits ‘0’ and ‘1’, or
more generally, given a challenge ciphertext, to learn any information about the
corresponding plaintext. This does not imply that the converse is necessarily
true: Bleichenbacher [5] has shown that the (probabilistic) encryption standard
RSA PKCS#1 v1.5 does not achieve indistinguishability and exploited this fail-
ure to mount a chosen ciphertext attack on some interactive key establishment
protocols (e.g., SSL) constructed from it. Other problems of plain schemes are
presented in [9]. The commonly recommended way to encrypt with RSA is the
Optimal Asymmetric Encryption Padding (OAEP) by Bellare and Rogaway [4]
(which was claimed to achieve chosen-ciphertext security [26J. This method was
supported by the RSA standardization process [6] following the Bleichenbacher
attack. It was then published as RSA PKCS#1 v2.0, which will be followed by
the IEEE and ANSI X9 standards.

A simplified version of OAEP (called basic embedding scheme in [4]) goes as
follows. Let k = [dg,(n) [JA message m < 2K~ko is encrypted as

1 ]
c= m LGIr) Iﬂ?n CGIr) IJ_E?_lmod n (©)

for a (public) “generator” function G : {0,1}%c — {0,1} ko, a (public) hash
function H : {0,1}* ko _, {0,1}*° and where r is a random integer uniformly
chosen in {0, 1}%o. To decrypt the ciphertext c, the decryption algorithm com-
putes x := ¢ mod n. Then setting X, to the kg least significant bits of x and x1
to the remaining bits of x (i.e., X = x1 [X}), it computes r“= xq [CHKX1) and
returns x; CG(rY as the plaintext message corresponding to c.

OAEP dilers from the above in that some extra bits are padded: they
are used to check the integrity of the message. In particular, OAEP achieves

3 Recently, Shoup [31] has shown that the original proof was enough to claim only
security against a non-adaptive adversary [23], and a new proof of security was
constructed [12].
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plaintext-awareness, that is, informally, the impossibility of producing a cipher-
text without the knowledge of the corresponding plaintext, a random oracle
property which implies chosen-ciphertext security. Let again k = [dg,(n)[ITo
encrypt a message m < 2Kk—ko=ki choose a random integer r in {0,1}*° and
compute
= = -
c= m{0}* CGI(r) [CHI m{0}** [CG(r) modn O]

for G : {0,1}ke _ {0,1}*7ko and H : {0,1}<"ko _, {0,1}*°. Then, given c,
the decryption algorithm computes x = ¢ mod n and sets Xg to the ko least
significant bits of x and x; to the the remaining bits of x (i.e., X = X1 [X}).
Next, it computes r= xo [CHKx1) and y = x; CGIr", and sets yq to the k;
least significant bits of y and y; to the remaining bits of y (i.e., y = y1 [yd). If
yo = {0} then it returns y; as plaintext; otherwise it returns an error message.

3.2 Second Paradox

Here too, we see that the decryption algorithm acts as an oracle. Hence as
in Section [Z, we suppose that the RSA exponentiation is carried out with an
algorithm such as the one depicted in Fig.[, then by introducing some errors,
an adversary is able to recover the value of the bits d; of the secret decryption
key d according to the decryption is possible or not. It is worth remarking that
the “basic embedding scheme” (see Eq. (3)) or even the plain RSA encryption
are not susceptible to this attack because they do not check the integrit)E]. In
those two cases, the adversary must have access to the decrypted value, encrypt
it and finally compare it to the initial ciphertext to guess the value of d;; with
OAEP, the value of d; is deduced from the only knowledge that an error message
is returned or not, the knowledge of the decrypted value is not necessary. We
thus have a second paradox:

“A more robust implementation (i.e., secure against active attacks) may,
in fact, be weaker.”

3.3 Setting-Dependent Robustness in Another Case

The attacks described in this section (and in Section Zand the subsequent para-
doxes) assume some variants of the induced-fault model of [8]. However, the
idea that improving a system to increase its robustness in one sense may not
su [ceTor other considerations can be widely applicable (regardless of the specific
model). In fact, we can draw exactly this conclusion by considering a model where
the decryption is carried out by a device which is really tamper-proof (and no
faults are possible). Our attack follows the recent attack by Manger [22] against
(some implementations of) RSA PKCS #1 v2.0 combined with the power analy-
sis of [21]. RSA PKCS #1 v2.0 [1] is a slight variation of OAEP where the most

4 Note, however, that we do not suggest to use a weaker form of encryption for many
other reasons.



24 Marc Joye et al.

significant byte (MSB) of the encoded message, rh, being encrypted is forced to
00h to ensure that the resulting padding is always smaller than modulus n.

Current implementations of the decryption operation decrypt ¢ to get rh &
¢ mod n, check whether the first byte of fiiils zero and if so, check the OAEP
integrity of a_1f both verifications are successful, the plaintext message m corre-
sponding to Mk output; otherwise, there is an error message. If we can distin-
guish between an error resulting from a too large message (i.e., MSB(ri) 12 00h)
and an error resulting from an incorrect decoding, then a chosen ciphertext at-
tack similar in spirit to that of Bleichenbacher [5] can be mounted (see [22] for
details).

The trivial solution consists of course in making the two error messages iden-
tical, as already recommended in the PKCS#1 v2.0 standard (cf. [1, §7.1.2]).
The last PKCS#1 v2.1 draft [2] explicitly requests to made the two kinds of
error indistinguishable; in particular, it insists that the execution time of the
decryption operation (timing channel) must not reveal whether the first byte is
00h or not. So, it is suggested that, in the case of MSB(rh)I& 00h, to proceed to
the OAEP integrity check by setting i tb a string of zero octants. However, such
an “improved” solution is not satisfactory in all respects, since it is very likely
that power analysis (power consumption channel) will reveal information as the
power consumption is related to the manipulated data, making it easy to dis-
tinguish between the zero string (when MSB(ri)J& 00h) and a random-looking

string m_(when MSB(rfi)}= 00h).

4 The Case of Increased Security Parameter:
Unbalanced RSA

We now return to investigate a seemingly paradoxical situation. Actually, this
section shows that a seemingly improved variant of RSA is subject to somewhat
stronger attacks in the physical sense, since they can be mounted remotely.
Namely, we increase the attacker’s power to choose ciphertexts, which she can
“transmit only remotely” (with or without errors) to the device; at the same time
we limit the adversary’s device tampering power as before to be an observer of
the error messages (and not allowing it access to decrypted values).

4.1 RSA for Paranoids

The security of the RSA system is based on the di Cculity of factoring large inte-
gers. Therefore, a larger modulus o Lerk further security, at the expense, however,
of a larger computational e [oft. A good compromise is to use an unbalanced RSA
modulus [28], that is, a modulus n = pg where p, g are primes and q [p_(e.g.,
|p] = 500 bits and |q] = 4500 bits). The best factorization algorithms [24] cannot
take advantage of these special moduli and they thus seem as secure as mod-
uli constructed from the product of two 2500-bit primes. Shamir [28] observed
that if the plaintext m being encrypted is smaller than p, then, from the cor-
responding ciphertext ¢ = m® mod n, it can be recovered as m = c¢% mod p
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(where d, = d mod (p — 1)). This follows immediately from Eq. (2) by noting
that m = m mod p = m,. The resulting system is called RSA for paranoids.

4.2 Third Paradox

Is the name ‘RSA for paranoids’ really justified? If a plaintext m larger than p
is encrypted (let c”= me mod n denote the corresponding ciphertext), then the
decryption gives mt= ¢ mod p = m mod p & m. Consequently, gcd(m—m5'n)
gives the secret prime p and the system is broken [13]. Note that this can only
be turned into an active attack if the adversary can get access to the value of mf
which, as in the previous sections, may be considered an unrealistic assumption
in many cases.

The usual way to prevent such an attack is to enhance the purely algebraic
“plain” scheme and add redundancy and randomness to the plaintext prior to en-
cryption. The redundancy enables one to check the integrity of the plaintext and
the randomness serves to avoid many drawbacks inherent to any deterministic
encryption algorithm (cf. Section B). We thus assume that the system is im-
plemented using an appropriate embedding of the kind of OAEPH (or any other
applicable variant thereof); the main point being that the decryption system “in-
ternally” checks the integrity of the plaintexts (and assures message awareness
even against active attacks).

Thus, as before, we now make the weaker assumption that the adversary
only knows whether a ciphertext can be decrypted or not, but in no way, can she
get access to a decrypted value. However, we allow her to choose ciphertexts.
The attack demonstrates our principle of observing behavior under an oracle.
Technically, it follows the basic properties shown in [13] (see also [18]).

Since the plaintexts being encrypted must be smaller than p, we set k =
[dg, (p) Cih the OAEP description given by Eq. (@):

_ . 0O .
OAEP(m) = m{0}: FGIr) Il FHI m{o}* E(r)lzI

k — Ko bits ko bits

for a message m [0, 1}k Ko~k and a random r [0, 1}*°, where G : {0, 1} _,
{0,1}k ko and H : {0, 1}k~ko _, {0,1}*0. The adversary can fix the value of the
(k+1—ko — k1) most significant bits of OAEP(m) by an appropriate choice for
message m: if she wants that these bits represent a chosen value T, she simply
sets m = T CI@(r)]< o~k where [G(r)]< ko—* denotes the (k — ko — k1)
most significant bits of G(r). Futhermore, the adversary is not restricted to
probe with valid messages; she can choose an m out of the prescribed range
(i.e., m = 2k=*o=k1) 50 that OAEP(m) will be a (k + 1)-bit number or more.
Consequently, the adversary has a total control on all the bits of OAEP(m)
except the (ko + ki) least significant ones. From this observation, we will now

5 Remark that OAEP, as is, does not apply to ‘RSA for paranoids’ since its usage is
limited to permutations. One has to use, for example, the more general construction
of [11].
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explain how she can recover the (k + 1 — kg — ki) most significant bits of the
secret prime p. The remaining bits of p may be found by appropriate choices for
r, exhaustion or more elaborated techniques (e.g., [10]).
I:lI(AS thg-value of k is public, the adversary knows that p lies in the interval I =
2K, 2*1" Then she chooses an m so that its OAEP embedding xo := OAEP(m)
belongs to lIo and computes the corresponding ciphertext ¢ = Xo® mod n. If
co can be decryptedd then she knows that xo < p; otherwise (i.e., if an error
message is returnegh);she knpyys that p. She then reiterates the process with
the interval 1, = Xq,2%*1 or I, = 2K xo , respectively, with a new message
each time. And so on...until the (k + 1 — ko — k;) most significant bits of p are
disclosed. Note that this attack does not make sense in the standard RSA,; that
is, when the decryption is computed modulo n = pg. So, in this view, the RSA
for paranoids with a 5000-bit RSA modulus (|p| = 500 bits and |q| = 4500 bits)
is weaker than the standard RSA using a 1000-bit modulus where |p| = |gq] = 500
bits. Hence, the paradox:

“A stronger system with increased length parameters (which possibly
make the underlying problem harder) may, in fact, be weaker.”

5 Conclusions

What we saw are three improvements that actually in some operational setting
induce exposures (vulnerabilities). In each of the three cases, we show that there
are implementation environments where:

1. Increasing Reliability may weaken the system;

2. Improving Security and Robustness to attacks (OAEP) may weaken the
system;

3. Improving certain security parameters (especially if the growth is not uni-
form in all parameters) may weaken the system.

The thesis put forth and demonstrated in this paper is that a system exists
within certain operational environment which may enable adversaries to tamper
and perform other (somewhat limited) observations regarding the system’s op-
erations. Paradoxically, what looks like a “universal improvement” or “straight-
forward improvement” which enables better security and better reliability, may
in fact, within these specific operational contexts, introduce new exposures and
attacks.

Where do the paradoxes come from? Given the attack, one notices that the
improved “more secure and reliable system” takes additional computational mea-
sures to improve itself. However, these measures may increase the observability
of the system w.r.t. certain (possibly newly) introduced “events”. Under certain
allowed attack scenarios (interaction with the implemented environment) this
increased observability in fact makes the systems less smooth in the sense that

5 The attack supposes that the decryption algorithm does not check, implicitly or
explicitly, that the decrypted m is < 2%~ko=k1 (see [I8, Section 3]).



Observability Analysis 27

the events (reported by the oracle) reveal the inner workings. The adversary in
the less smooth operation mode can play with or observe the increased set of
possible events. This, in turn, may enable her to break the system. On the other
hand, the system without the improvement may operate more smoothly and
produce less noticeable di [erknces in reported events, thus not enabling attacks
as above. It is expected that as cryptography becomes very strong, future adver-
saries will concentrate on exploiting observable events and information emitted
by the working environment. The basic rule which may resolve the paradoxes
can (informally) be stated as follows:

“A stronger system whose operation, however, is less smooth than a
weaker counterpart (namely where its interaction with the adversarial
environment enables enhanced “observability” of events which reflect on
its inner workings), may, in fact, be weaker.”

In conclusion, the natural belief that obvious straight-forward security im-
provements are always good (namely, are universal) is a fallacy. In fact, security
measures are context sensitive, especially when we consider the full cycle of a
cryptographic system (design, implementation, and operation). The interplay of
the basic design with the implementation and operational environment and the
potential adversaries in each stage should be considered very carefully in the
deployment of actual working systems. While the above issue may have been
implicitly noticed earlier, our examples demonstrate it on quite modern state-
of-the-art constructions. We feel that the notion of “event observability” and its
implied exposures and weaknesses have to be taken into consideration when ana-
lyzing the security of a working cryptosystem. Our investigation points out that
one should conduct what may be called “observability analysis” of the working
environment, analyzing events under an expected or reasonable (well modeled)
set of exposures. It should then be made sure that the potentially observable
events are not made available to the possible adversary (by either technical,
physical or operational measures).
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Abstract. An optimal upper bound for the number of iterations and
precise bounds for the output are established for the version of Mont-
gomery Modular Multiplication from which conditional statements have
been eliminated. The removal of such statements is done to avoid timing
attacks on embedded cryptosystems but it can mean greater execution
time. Unfortunately, this ine Cciehcy is close to its maximal for standard
RSA key lengths such as 512 or 1024 bits. Certain such keys are then
potentially subject to attack using di Lerential power analysis. These keys
are identified, but they are rare and the danger is minimal. The improved
bounds, however, lead to consequent savings in hardware.

Key words: Cryptography, RSA cryptosystem, Montgomery modular
multiplication, diCerkntial power analysis, DPA.

1 Introduction

Modular multiplication forms the basis of RSA encryption [11], EI-Gamal en-
cryption [9], and Di Ce=Hellman key exchange [Z] as well as many other crypto-
graphic functions. One algorithm which is particularly e [Ccieht for such multi-
plication is that of Peter Montgomery [9]. Since the algorithm makes modular
adjustments unrelated to the magnitude of the accumulating partial product,
precise bounds on its output are of interest in order to determine how much
space is required for operands and also how many iterations of its main loop
need to be performed.

If M is the modulus in question, it is easy to show that the main loop of
Montgomery’s algorithm will generate an output less than 2M if the inputs sat-
isfy that same condition and enough iterations are done [3]. Thus exponentiation
can be performed more simply by omitting the final conditional subtraction of
M from each multiplication until the last one. However, with standard choices of
RSA key length, such as 512 or 1024 bits, 2M usually exceeds the word length by
just 1 bit. Hence, for e [ciehcy reasons, the conditional subtractions are usually
included.

But, recent studies of embedded cryptographic systems have revealed the
importance of eliminating conditional statements from code because they may

B. Preneel (Ed.): CT-RSA 2002, LNCS 2271, pp. 30-839] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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enable timing attacks to be mounted [7]. For example, the conditional subtrac-
tion of M occurs with di [erent probability during an exponentiation depending
on whether the operation being performed is a square or a multiplication [13].
This can lead to the recovery of the secret key. So, in [12] it was shown that
all conditional statements, even the very last one, can be removed from expo-
nentiation code using Montgomery modular multiplication if su [ciehtly many
iterations are performed. Hachez and Quisquater [6] subsequently showed that
the su Lcieht conditions given in [12] can lead to an excessive number of itera-
tions. In fact, the problem only arises close to word boundaries.

The main purpose of this paper is to improve further on the e [ciehcy issues
which arise from [6] and [12]. Specifically, we establish the precise conditions for
avoiding unnecessary iterations, and for selecting optimal hardware for certain
common modulus lengths. Unfortunately, ine Cciehcy turns out to be close to its
maximum for standard RSA key lengths such as 512 or 1024 bits. For such key
lengths the normal 2M bound yields a topmost “overflow” digit of either 0 or 1.
Because of the dilerknt power used during multiplication by zero and non-zero
words, this could lead to an attack on the cryptosystem using di Cerkntial power
analysis (DPA) [8], [14]. A secondary aim of this paper is therefore to identify
the moduli for which this is a risk and assess the danger. The very fortunate
conclusion is that almost all standard keys are safe from this form of DPA attack,
and for those which are vulnerable the risk is extremely small. As a by-product,
we show that hardware savings are possible for all standard RSA moduli by
ensuring that the output has the same number of digits as the modulus.

2 Montgomery Modular Multiplication (MMM)

For the notation, suppose the crypto-system is supported by a multiplier that
performs k-bit x k-bit multiplications. Let r = 2K, E'I:ﬁﬁlst digit of A in base
r will be written A[i] and so the value of Ais A= 7, A[i]r® if it has n digits.
Then the appropriate form of the MMM algorithm is as below. It excludes the
usual final conditional statement:

If P >= M then P <- P-M
which would be applied when the inputs A and B are less than M.

MONTGOMERY’S MODULAR MULTIPLICATION ALGORITHM (MMM)

{ Pre-conditions: A has n digits base r, each in the range 0 to r—1,
and M is primetor. }
P <- 0 ;
For i <- 0 to n-1 do
Begin
q <= (-M1(P+A[iIB)) mod r ;
P <- (P + A[i]B + gM) div r ;
{Invariant 0=P <M +B }
End
{ Post-conditions: Pr" = AxB mod M, ABr—"=P < M+ABr—"}
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Here M1 denotes the multiplicative inverse modulo r. The computation of q is
done with the multiplier using the lowest digits of M, P and B, and provides
a result in the range 0 to r—1. The choice ensures exact divisibility by r in the
second line of the loop. So the MMM procedure computes AxXB mod M with
some shift, which is readily seen to be r" because there are n iterations. Clearly
P < M+B is a loop invariant because it holds initially and, assuming it holds
at the end of one iteration, it must hold at the end of the next iteration because

(P+A[iB+qM) divr < ((M+B)+(r-1)B+(r-1)M)/r = M +B

In particular, it must also hold on termination.

To achieve an output bound of 2M when A and B are bounded above by
2M, it may be necessary to perform extra iterations, i.e. to increase n. Thus, if n
is big enough that A[n—1] < (r—2)/2 then, with working as above, the bound on
the final output becomes M+B/2, which is at most 2M. But, for standard RSA
key lengths, many of the inputs A can be expected to have the same number
of bits as M, and hence the top non-zero digit of A is often likely to equal or
exceed r/2. It therefore seems that an additional iteration with a zero digit of
A is necessary to achieve the usual output bound of 2M.

However, a mﬁﬁﬁrecise output bound is claimed in the above code for MMM.
Thus, let a; = - A[j]P~". Then, by induction, ai+1 = (ai+Ali])/r < 1 for
all i. We will now prove that the loop invariant

a+1B = P < M+0i+1B

holds at the end of the iteration involving A[i]. Let Pj.1 denote the value of P
at this point and let g; be the value of g set during the iteration. Prior to the
loop commencement, the property agB = 0 =Py < M = M+ayB holds. This
starts the proof by induction. For the inductive step,

ai+1B = (aiB + A[ilB)/r
= (Pi +AJiB +qiM)/r
= (Pi +AfiIB+qgM)divr
= Pin1
and
Piv1 = (Pi+AJ[ilB+qgiM) divr

(Pi + AfiIB +qgiM)/r
((M+0a;B) + A[i]B + (r—=1)M)/r
M + ai+1B

Al

At the end of the last iteration, a, = Ar~", and so the loop invariant provides:
Theorem 1. ABr—" <P < M+ABr~" is a post-condition of MMM.

An alternative derivation of this can be obtained via the partial quotient
formew the successive values of the digit q. Using the same notation, define
Vi=  j=oi rI~'. Then it is easy to see that the invariant

Pi = 0ixB + y;xM
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holds at the start of the loop iteration [4]. As in the case of aj, y; satisifes
0 < vy; <1 for all i. Therefore taking i = n for the invariant at the end of the
final iteration yields Theorem .

The theorem improves on 0 < P < M+B because Ar " < 1, and it is
substantially better if A has zero or non-maximal top digits. It is also the best
possible bound in the sense that it places the output in an interval of length
M, which is the smallest interval containing a member of each residue class.
Indeed, it determines the output P uniquely up to its residue class. Without
some knowledge of the residue class of AB and hence of the digits g, this could
not be improved.

Notice that the digits of A are processed from least to most significant. So, if
it is initially in redundant form, A can be converted on-line to the non-redundant
form required. Also, we could represent B and M with radix 2' rather than 2%
and use a kxI-bit multiplier for computing the new value for P. Then the bits
of B and M are consumed | bits at a time, propagating carries, and yielding a
non-redundant output. Usually dedicated hardware does either that or uses 2k
full length digit-parallel additions to compute P in a single clock cycle giving a
redundant output.

3 Stability

In the context of exponentiation, the output needs to satisfy the same upper
bounds as are required for the inputs so that it can be fed straight back in as
another input. Under such conditions, the output will remain bounded. Let this
bound be (1+A)M. Then P < M+ABr—" < (1+A)M delivers the requirement
for stability, namely M + (1+A)?M?r—" < (1+A)M, i.e.

A+N)2Mr™" = A @)
Solving for A we obtain
4 v _ v
27r"(1— 1-4Mr—") = (I+A)M = 27 r"(1+ 1—-4Mr—") 2

In particular, this needs to have real roots, i.e. 4M =< r". But this su [ced for
the existence of a suitable A and so for the stability of its use in exponentiation.
Hence

Theorem 2. MMM preserves an input bound (1+A)M at output whenever 4M
< r" and A satisfies (1).

This theorem therefore determines the minimal number of iterations n which
MMM must perform in order to obtain a stable exponentiation process, namely
the least value of n which satisfies the given inequality. Thus, assuming an initial
input less than M,

— Exponentiation using MMM will converge if MMM consumes at least two
more bits of A than there are bits in M.

' Incidentally, if M; is chosen such that MiM = 1 mod r' then yir' = ((—air')x

B>x<M;) mod r'.
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Now it is clear that if the top of M is not close to a word boundary (i.e. at least
2 bits away from the next one) then the extra iteration with a zero digit of A,
which was applied in [1IZ], is unnecessary. Specifically, the condition used there
was 2M < r"~1, That condition was improved in [6] to M < r"~! when r = 4.
The new bound represents an improvement on both: on [I2] when r > 2, and on
[6] when r = 4.

Typically r = 28, 216 or 232, In the last case, with a standard 512-bit RSA
modulus, 17 iterations are performed on 17 digit numbers, whereas with a 510-
bit modulus only 16 iterations would be performed on 16-digit numbers. In both
cases, the intermediate calculations actually involve 17 digit numbers, but one
might still question whether the extra 2 bits in the modulus to achieve a standard
key length are worth the probable extra 6%% (= 17/16—1) processing time. The
most e [Cieht cases of MMM occur when the key length has two fewer bits than
a multiple of the word or digit size because an extra iteration is not required.

A standard RSA configuration has a modulus which satisfies %r”_l <M<
r"~1. Prior to concerns about DPA, MMM for this case would have been term-
inated after n—1 iterations and, if the output had P[n—1] & 0, a subtraction
of M would be performed. Consequently, inputs bounded above by r"~! would
generate outputs also bounded above by r"~! because of the loop invariant
P < M+B. We will show that, although the extra iteration is still necessary
in order to remove the conditional subtraction and the extra digit is needed for
intermediate calculations, at least the extra digit can be avoided in the output.

4 Partial Product Bounds

The extreme values for the 1/0 bound (1+A)M may be of interest i) for designing
hardware and ii) for determining allowable input for the multiplier. Assume M
satisfies the inequality of Theorem 2. It is readily verified from (1) that A=1is
always an acceptable value, so that if A and B are bounded by 2M then so will
be the output P. This viewpoint, using A, provides a very tight bound on the
number of bits required for P in terms of those used in M. In a similar vein, it
is easy to check that if A and B are bounded by %r” then the associated value
of A satisfies (1) and so the output P is also bounded by %r”. This alternative
viewpoint provides bounds on the number of digits required for P. Since the
extreme values of A in (2) coincide for 4M = r" at A = 1 where (1+A)M = 3r",
these values are in some sense the only ones which will work for every acceptable
modulus satisfying the condition of Theorem 2.

Intermediate values of P are bounded by M +q;B, and hence by M+B and
therefore by (2+A)M. So,

Theorem 3. Suppose the modulus M in MMM satisfies 4M < r". If inputs
A and B are bounded above by 2M (resp. %r”), then the output P is simi-

larly bounded above by 2M (resp. %r”). Moreover, intermediate values of P are
bounded above by 2r".

For n satisfying the condition given in the theorem, this determines n as
the maximum number of digits needed to represent the various numbers. If n
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is also the number of digits in M then n is the exact number of digits required
for intermediate and final values of P in MMM. Otherwise, the computations
require one more digit than M has. So M lies between %r”_l and r"~1, This is
the case which usually arises for standard RSA key lengths. In the next section
we consider inter alia whether the extra nth digit is really necessary in such
cases. The answer is surprising.

5 Dilerkential Power Analysis Attacks

Cryptosystems may be vulnerable to timing or dilerential power attacks [8].
Having eliminated any conditional statements from MMM, it is now necessary
to consider transition cases where digits might acquire particular values with
frequencies which are measurable using power variations. When the value of
n has had to be increased because 4M has just exceeded a power of r, a large
proportion of very small top digit values can be expected to occur in intermediate
results and in final products. These might usefully be partitioned into zero and
non-zero values as a basis for an attack. Of particular interest are the cases
of standard key sizes, such as 512, 768 or 1024 bits when, as usual, they are
multiples of the word length k. Since 2M is a bound on the output, we find that
the top digit is either 0 or 1. This might well provide exactly the handle that an
attacker needs to break the cryptosystem.

Using the same method as described in [14], power or EMR traces from a
number of digit-by-digit products can be combined from the same long integer
multiplication in order to determine whether or not the leading digit of either
input is zero. Alternatively, the Hamming weight of the digit might be measured
as it travels along the bus to or from memory. The frequencies of zero and non-
zero top digits might then be obtained for each long integer multiplication in an
exponentiation. The theory presented by Walter & Thompson in [L3] shows that
the frequency of a zero top digit will be di Cerknt for squares and multiplications.
(Integrating over the probability density functions for the values of the inputs
provides a coe Lcieht 2x1 = % in the case of a multiplication, and a coe Lcieht
% for a square.) This enables squares and multiplications to be distinguished and
hence secret key bits to be read from the frequency chart if a su [ciehtly naive
implementation of exponentiation is used, even if Rivest’s method is applied
to blinding the input text [1/10]. However, this attack depends on non-zero top
digits appearing with su [cieht frequency for this di [erknce to be easily measured
and for the result to be very reliable for each decision.

Software was constructed for MMM in order to check the theory and gauge
the quantity of data that might leak if very small top digit values could be
detected. In particular, the frequency of the top digit being non-zero was of
interest when M satisfied the most common situation, namely M < r"~1 < 2M.
This revealed that the top digit does not behave as if the distribution of outputs
were fairly uniform in the range [0..2M], as one might have expected from the
usual 2M bound on 1/0. Indeed, we will now show that

— in such standard circumstances the top output digit from MMM is non-zero
only very exceptionally.
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In fact, the final iteration, which was only just necessary, performs in e [edt an
extra shift down of the AB term in the upper bound M+ABr~", making it much
smaller than the M component. Thus, from the property P < M+ABr—" <
M+4M?2r~" of inputs less than 2M, one can deduce that the output satisfies P <
r"=1if M+4M?2r—" < r"~1, Using the Taylor series expansion for (1+16r—1)/?
shows that this condition is satisfied when M < r"~%(1—4r~1). So,

Theorem 4. For inputs less than 2M and n satisfying the condition of Theorem
2, the property M < r"~1(1—4r1) guarantees that the output of MMM satisfies
P<rl

Of course, for M close to this upper bound, outputs re-used as inputs satisfy a
better bound than 2M. So it makes sense to see under what conditions (n—1)-
digit inputs will provide (n—1)-digit outputs. In this case, with similar working
to that just given, the condition that needs to be satisfied is M+r"—2 < r"—1,
Hence,

Theorem 5. For inputs of n—1 digits and M satisfying the property M <
r"~1(1—r=1) the output of MMM also has at most n—1 digits.

For standard configurations using recommended RSA key lengths and typical
o [=the-shelf multipliers, n satisfies r"™* < M < r"™%, giving the most signifi-
cant non-zero digit of M in the interval [%r, r—1]. So the condition in Theorem 5
will hold almost always because the exception requires the top digit of M to be
r—1 and the probability of this is only 1 in 2k=1. This is certainly unlikely for 16-
or 32- bit digits, though occasionally the case if only 8-bit words are employed.

Hence, under standard conditions, a DPA attack which attacks “overflow”
output digits in the way described above is unlikely to succeed because the top
non-zero digit of M will usually have an unsuitable value. Of course, the same
cannot be claimed if M occupies n digits and its topmost digit is just 1. As
in the standard case, 2M is a poor upper bound for the inputs and outputs
during an RSA exponentiation. The width of the interval in inequality (2) is still
reasonably large, enabling A to be chosen fairly small. This will again provide an
upper bound only marginally larger than M and average output values close to
M/2 so that in the region of half the outputs will be expected to have a non-zero
top digit. Hence the DPA attack might become feasible.

Between these two situations, consider the exceptional case with r"~1(1—r—1)
<M < "1, Thisis, in fact, the only case for which the inputs and outputs will
have a di [erknt number of digits from the modulus M. By taking the maximum
lower bound for (1+@)M given in inequality (1), namely when M = r"~1, we
know that 271r"(1— 1—4r~1) is an upper bound which will hald for the output
if it holds for the inputs. Using the Taylor series expansion for  1—x, we obtain
rN= 142423454 4+14r" "5+ .. as a suitable bound on inputs which is
preserved. Since the residues mod M are expected to be uniformly distributed,
we can expect at most r—1+2r=2+5r—3+14r—4+_.. of the outputs to be greater
than r"~1, i.e. to have a non-zero nth digit. Probably less than half this number

will occur because such outputs duplicate residues mod M which are less than
rn—1,
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So, for an 8-bit multiplier, r = 256 would enable such non-zero digits to be
detected with su [cieht frequency for squares and multiplications to be distin-
guished only if at least several thousand exponentiations were performed. Even
then, for a given multiplicative operation in the exponentiation scheme, only
several tens of top digits will be non-zero over the whole sample. The natu-
ral variance will mean that the frequency of these non-zero digits will not be
su [ciehtly stable to distinguish reliably between squares and multiplies in the
exponentiation. Hence it will be very hard to determine the bits of the secret ex-
ponent unless other data is available. For a 12-bit or larger multiplier, a standard
lifetime bound of 10k exponentiations would certainly make such distinctions im-
possible. In such cases, one could a [and to re-introduce a conditional subtraction
to keep the result of modular multiplication less than r"—*:

If M[n-1] = 0 and P[n-1] B 0 then P <- P-M

Although this leads to rare timing variations, little is lost if power or EMR
variations reveal these cases anyway. Of course, if the modulus is known to the
attacker and is seen to be one of these exceptional cases, and the input text is
not blinded and individual conditional subtractions can be observed, then the
attacker simply has to simulate the exponentiation, determine whether a square
or a multiplication would generate an observed subtraction and progressively
reconstruct the exponent from this information. Hence, as a matter of course,
the input should be blinded by, for example, multiplying it by a random number
before the exponentiation and performing an appropriate division afterwards
[10].

One can conclude that, in general, key lengths which are multiples of the
multiplier word length are close to the least e [cieht as far as Montgomery mul-
tiplication is concerned, but that they are usually no less safe. Potentially unsafe
moduli have been identified, but any lack of security should only aledt poorly
designed implementations with very small multipliers, such as 8-bit multipliers.
If these exceptional moduli are excluded or an appropriate conditional subtrac-
tion included for them, then hardware savings can be made by not implementing
the digit of index n for the output register.

6 Exponentiation

A consequence of the extra, unwanted factor r—" in the MMM output is that
every exponentiation has to perform pre- and post- processing. A pre-computed
value for r>" mod M is Montgomery-multiplied with the initial text T requiring
exponentiation. This introduces an extra factor of r" mod M to the result
of every subsequent multiplication compared to the result obtained if classical
modular multiplication were performed instead. To remove this extra factor, a
final Montgomery multiplication by 1 is performed. In [12] it was observed that
taking A = 1 in the version of MMM there produced a result less than M, which
therefore needed no further conditional subtraction.

Here, taking A = 1 gives a bound P < M+Br~" which, when combined
with B < 2M < %r”, yields P < M, as before, because P is an integer. Of
course, P = M means the initial text T must have satisfied T = 0 mod M. In
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the context of cryptography, T must be less than M. Undoubtedly it should not
equal 0, but if it were, then every intermediate result would also be 0, giving 0
as the final output. So here also, with the better value for n than [12] or [6],

Theorem 6. For inputs less than 2M and n satisfying the condition of Theorem
2, a conditional final subtraction to obtain a result in the interval [0, M—1] is
unnecessary in exponentiation using the above version of the MMM algorithm
with the usual pre- and post- processing.

7 Conclusion

By obtaining the best possible bounds on the output, we have shown exactly how
many iterations are necessary in an implementation of Montgomery’s modular
multiplication algorithm in order to avoid the conditional statements which may
be subject to timing attacks in cryptographic hardware. This includes eliminat-
ing the final conditional subtraction from an exponentiation in which the usual
pre- and post- processing of the Montgomery constant r” mod M occurs.

The investigation suggested that it might be both cryptanalytically unsafe
and ine [cieht to use certain moduli which have standard key lengths, as these
are normally equal to a multiple of the multiplier word length. However, the
potentially weak moduli have been identified as a very small set and the weakness
shown to be very slight: the security of these weaker moduli is only in question
from DPA attacks where a small multiplier is used in an implementation without
input blinding.

For standard RSA configurations, the conditional statements are avoided by a
single extra iteration of the multiplication algorithm. If the weaker moduli can be
avoided completely then the output has the same number of digits as the modulus
and some hardware savings can be made. But, if the weaker moduli cannot be
avoided then, in combination with input blinding, a conditional statement can
be safely re-introduced to keep the output to the same number of digits as the
modulus so that the hardware savings can still be made.
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Abstract. This work describes a fully scalable hardware architecture for
modular multiplication which is e [Ccieht for an arbitrary bit length. This
solution uses a systolic array implementation and can be used for arbitary
precision without any modification. This notion of scalability includes
both, freedom in choice of operand precision as well as adaptability to
any desired gate complexity. We present modular exponentiation based
on Montgomery’s method without any modular reduction achieving the
best possible bound according to C. Walter. Even more, this tight bound
appeared to be practical in our architecture. The described systolic array
architecture is unique, being scalable in several parameters and resulting
in a class of exponentiation engines. The data provided in the figures
and tables are believed to be new, providing a practical dimension of
this work.

Keywords: Montgomery multiplication, modular exponentiation, sys-
tolic array, performance model, scalability

1 Introduction

In 1985 Peter Montgomery introduced a new method for modular multiplication
(IZ7]). This operation is widely used in most cryptographic protocols (public and
private key cryptography). Modular multiplication is also the basis of modular
exponentiation, which is used in RSA protocols. The approach of Montgomery
avoids the time consuming trial division that is a common bottleneck of other
algorithms. His method proved to be very e [cieht and is the basis of many
implementations of modular multiplication, both in software and hardware. In
this paper we look at a hardware implementation.

RSA is the most popular public key cryptosystem nowadays. However, one
cannot deny the attractiveness of Elliptic Curve Cryptography (ECC) when
compared to other public-key cryptosystems. ECC allows shorter certificates
and higher speed and appears to be less vulnerable to side-channel attacks than
RSA cryptosystem. For these and many other reasons a vast amount of research
is focused on more e [cieht and more secure implementation of modular multi-
plication in hardware.

B. Preneel (Ed.): CT-RSA 2002, LNCS 2271, pp. 40-52] 2002.
€_Springer-Verlag Berlin Heidelberg 2002
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E [cieht implementation in hardware was considered by many authors such
as [10], [2], [5] and [18]. A systolic array architecture is one possibility of doing
public key cryptography in hardware. Various solutions for systolic arrays were
proposed in the past ten years, for example [22], [4], [10], [24] and [20], but no
implementations have been reported to our knowledge (see also [3]).

Our contribution is in combining a systolic array architecture, which is as-
sumed to be the best choice for hardware on current ICs, with a Montgomery
based RSA implementation, achieving the same notion of scalability as intro-
duced in [2]. Namely, the architecture presented here, when compared with [2]
is scalable in both design and implementation. In practice this means that even
a once fixed architecture always remains with completely flexible precision. Fur-
thermore, the design explained in [2] is not purely a systolic array, which makes
this architecture unique.

Nevertheless, unlike most of the previously mentioned work we are also pre-
senting a missing chain between theory and practice. The data provided in Sec-
tion 6 present actual state of art in the scalable systolic array architecture doing
Montgomery Method. This design has proven to be a widely applicable and
secure cryptographic device.

The remainder of this paper is organized as follows. Section 2 gives a sur-
vey of previous work on systolic arrays and Montgomery based operations in
hardware. In Section 3, we introduce the architecture of the targeted platform.
Section 4 gives the underlying methods invented by Peter Montgomery in detail
and some comments on the bound condition for avoiding subtraction at the end
of every exponentiation step introduced by C. Walter ([23]). Section 5 describes a
performance model and explains some trade-o [Sbetween area and performance.
In Section 6 we illustrate the theory with practical results by providing per-
formance figures. These data stand in favour of this new notion of scalability,
introduced in this work. Remarks on security are given in Section 7. Conclusions
and benchmarks for future work conclude the paper.

2 Previous Work

This section reviews some of the most relevant previous contributions in this
area. Hardware for implementing the Modular Multiplication Method (MMM)
is presented in [4] and [14]. The authors have shown how to use hardware much
more e [cieht in order to perform this operation relevant for most cryptographic
algorithms. However, the work of lwamura et al. ([8], [9]) are the first ones
to our knowledge presenting the systolic array which can execute a modular
exponentiation operation using Montgomery modular multiplication. The same
authors were also first to introduce the idea of a scalable architecture. They did
not name this idea scalability, but they suggest the design’s ability to cope with
various precision in bits.

The first definition of scalability is given in [2]. The authors introduced a
pipelined Montgomery multiplier, which has the ability to work on any given
operand precision and is adjustable to any chip area. The first feature they
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call scalability and treat as unique in comparison to other designs. Apparently,
the architecture described in that work is not purely systolic and has a fla-
vor of serial-parallel implementation ([18]). On the other hand, the architecture
presented here is the first purely systolic and scalable design for Montgomery
multiplication. In [5] the same design methodology is used to obtain a dual-field
mulitplier without compromising scalability. That multiplier would have obvi-
ous benefits for vast applications of public key cryptography. In our architecture
various lengths in operands are all e [cieht in practice. This means that ECC
as well as RSA can be performed very fast on the same piece of hardware. \We
provide data to support this claim in tables and figures of Section 6.

Iwamura et al. [10] considered the usual bottleneck for hardware implement-
ations of Montgomery’s algorithm, i.e. the fact that the number of output bits
may exceed the number of input bits. They derived the bound R > 2"*2 for
R = 2" and concluded that r = n + 2, is the minimum possible value for which
the examination of the size of the output each time the Montgomery method
is executed, may be omitted. Here, n is the maximal number of bits for N, so
N < 2". This bound can be further improved to the condition R > 4N, which
is according to work presented in [23], assumed to be the best possible bound in
practice. In Section 4 this will be explained in detail. The idea of splitting both
input numbers X and Y into digits is also from [I0]. The work of C. Walter o [erk
many useful results for Montgomery’s techniques. In [2I], which is further im-
proved in [23], he showed that the Montgomery exponentiation method requires
no final subtraction, which is very important for fast implementation. Another
benefit is that conditional statements, which may be subject to side-channel at-
tacks such as timing attack, power analysis attack etc. may be omitted. Some
other results considering constant time implementations which is presumed a
first step towards secure hardware solutions are proposed in [7]. However, the
result presented in [23] is the best achieved for the bound issue. In this work we
prove that it is also practical.

3 Systolic Array and Scalability

As an example of this architecture we introduce the PCC-ISES ([15], [I]) as an
integrated circuit with a design which is very suitable for modular multiplication.
This design contains two identical Large Number Arithmetic Units (LNAU),
each designed as a systolic array. This array is one-dimensional and consists of
a fixed number of Processing Elements (PEs). In the remainder of this paper P
denotes the number of PEs. For the sake of completeness a short description of
this platform is given.

3.1 32-Bit Platform: PCC-ISES

PCC-ISES (Figure[]) has the following characteristics: Embedded Cryptographic
Accelerators with 2 LNAU’s (Figure ) capable of performing up to 2048-bit
modular arithmetic, Embedded microprocessor ARM7, 128 KB embedded RAM,
and other features required for various cryptographic applications.
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Fig. 1. Architecture of PCC-ISES.

It is well known that modular multiplication in a large prime field is the most
time consuming operation in RSA and elliptic curve arithmetic. The two LNAUSs
of the PCC-ISES provide extremely fast modular exponentiation. Specific com-
mands are defined for modular multiplication and exponentiation, which can be
used by the ARM7 processor to access the modular exponentiator. This hard-
ware accelerator can perform two modular multiplication operations at the same
time, which provides the possibility of implementing RSA algorithms in parallel.
The same holds for ECC.

In addition, PCC-ISES has a true random number generator (TRNG) and
SHA-1, which are necessary components for implementing various cryptographic
algorithms such as ECDSA, DSA and RSA signature. TRNG, SHA-1, and the
modular multiplication are implemented in separate hardware modules, so the
ARMY processor is also fully available for embedded application software.

3.2 Systolic Array

For modular multiplication Montgomery’s method is chosen and the notation is
as follows:
Mont(X,Y)=XYR™! mod N
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Fig. 2. Large Number Arithmetic Unit of the PCC-ISES.

For the remainder of the paper we call this product the Montgomery function
with arguments X and Y. The systolic array consists of a fixed humber of PEs
(Figure ). A FIFO memory is added to the design for scalability. A PE contains
some adders and multipliers that can process a bits of X and B bits of Y (a
and (3 are not necessarily of the same length) in one clock cycle. So, in one
clock cycle a number of additions and multiplications can be performed which
diLers from relevant work of other authors. More precisely, in each PE, within
this architecture, one loop of the multiplication algorithm is performed in one
cycle. Each PE calculates Tﬁx'é’%"\" in each clock cycle (Algorithm 1). Other
authors usually consider one addition or multiplication in one cycle.

3.3 Scalability

An arithmetic unit is scalable if: ”the unit can be reused or replicated in order to
generate long-precision results independly of the data path precision for which
the unit was originally designed” (|2]). In further work the authors maintain this
definition of scalability.

Our architecture is also scalable according to the previous definition. If the
operands are too large” to fit in the available number of PEs the intermediate
result of the last PE is fed into the first PE. These intermediate results are
temporarily stored in a FIFO memory, if necessary.

4 Montgomery Based Operations

Modular multiplication forms the basis of the RSA cryptosystems and also for
many other cryptographic protocols. For a word base b = 2% R has to be
chosen such that R = 2" = (2%)! > N. Then, there is a one-to-one corre-
spondence between each element x [Zk and its representation XR mod N. This
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Montgomery representation allows very e [cieht modular arithmetic especially
for multiplication. Montgomery’s method for multiplying two integers x and y
(called N -residues) modulo N, avoids division by N which is the most expen-
sive operation in hardware. The method requires conversion of x and y to an
N -residue domain and conversion of the calculation result back to the integer
domain. The procedure is as follows. To compute Z = xyR mod N, one first has
to compute the Montgomery function of x and R2 mod N to get Z"= xR mod N.
Mont(Z’, y) gives the desired result. When computing the Montgomery product
T = XY R 1modN, the following procedure is performed ([16]):

Algorithm 1. Montgomery modular multiplication
INPUT: Integers N (odd),x [JO,N — 1],y JO,N — 1], R = 2",
and NP"= —N~! mod 2¢
OUTPUT: xyR™! mod N
1. T < 0. (Notation T = (tjtj—1...tg)
2. For i from 0 to (1-1) do:
2.1 mj « (to + XiYo) N™ mod 2¢
22T « (T +xjy +mjN)/2°
3.If T=N,thenT « T—N
4. Return (T)

In the original notation of Montgomery after each multiplication a reduction
was needed (step 3 in the algorithm above). The input had the restriction X,Y <
N and the output T was bounded by T < 2N. The result of this is that in the
case T = N , N must be subtracted so that the output can be used as input of
the next multiplication. To avoid this subtraction a bound for R is known ([23])
such that for inputs X,Y < 2N also the output is bounded by T < 2N.

In [23] the need of avoiding reduction after each multiplication is addressed.
In practice this means that the output of the multiplication can be directly used
as an input of the next Montgomery multiplication. We want to find a bound
on R such that with X,Y < 2N the output of the Montgomery multiplication
T < 2N. Write R = kN, then:

XY +mN XY m 4
=————=—+_-N<-N+N 1
R R R k @

where, m = (XY mod R)N™ mod R.

Hence, T < 2N for k = 4, implying: 4N < R. To guarantee the existence
of the modular inverse of R, R and N should be relatively prime. This excludes
AN = R.

T

Theorem 1. The result of a Montgomery multiplication XYR™ mod N <
2N when X,Y < 2N and R > 4N.

This is the same result as in [23]. The final round in the modular exponent-
iation is the conversion to the integer domain, i.e. calculating the Montgomery
function of the last result and 1. The same arguments as above prove that this
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final step remains within the following bound: Mont(T, 1) < N. In practice, AB
mod N = N will never occur since A E 0.

5 Performance Model

In the previous sections the building blocks of the PCC-ISES are given: the ar-
chitecture and the algorithms. The parameters of the architecture can be chosen
according to the targeted application. There is always a trade-o CHetween the
size of the IC and the performance. In this Section we define a performance model
and an area estimation, showing the influence of the di [erent parameters on these
criteria. The modular exponentiation is implemented as a repeated Montgomery
multiplication. The number of multiplications for the exponentiation and thus
the performance depends on the exponent. Re-coding of the exponent reduces
the number of multiplications but this number stays of order of the exponent
length [16]. Furthermore, the performance is determined by the performance of
a multiplication. The operands of the multiplication are divided into words, not
necessarily of the same length as described in Section 3. The words of X are
divided over the PEs. When there are not enough PEs more rounds are needed.
So the number of rounds is Egmmlvhere n' is the number of words X of length
a bits. In one round each word of Y has to pass all PEs. Each PE calculation
takes one clock-cycle. So, in P clock-cycles a word of Y passes all PEs in the
array. When the number of words of Y is larger than the number of PEs the
FIFO memory is used to store the intermediate results of the last PE. Now each
round costs max(P, n™ cycles, where n™is the number of words of Y of length
B bits. The performance (number of clock-cycles for one exponentiation) is now
modeled as:

i
B -max(P,nY ¢y - n
[ | 2
O I;H:Im] n @
nt= —  nT= =
a B

where n is the length of the modulus in bits and ¢ - n is the number of mul-
tiplications needed for the exponentiation. The value for c; is typically 1.5 for
the well known left to right square and multiply exponentiation method. When
using exponent re-coding the value of c; is usually estimated with 1.2. In both
estimations an exponent with a weight of approximately half of the length of the
exponent is considered. From (2) is easy to conclude that for modulus lengths
with n™'< P the performance is quadratic in n. For larger modulus sizes the
performance is cubic in the modulus length. The fixed word size of a and (3 bits
(the ceiling function in the model) causes jumps in the performance curve (see
Figure [3). The model shows that more PEs does not always lead to a better
performance. It is most e [cieht to have a minimum number of PEs for which
only one round is needed for a certain modulus length. As the number of PEs
is fixed and the input of the LNAU is not of a fixed size, the chosen number
of PEs cannot be optimal for all modulus lengths. Another restriction is that
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Fig. 3. Modular exponentiation performance curve for 23 PEs and its trendline.

usually the number of PEs is restricted because of a maximal implementation
complexity. The performance can be further improved by implementing more
than one LNAU. This is easy to achieve because each LNAU has a relatively
low power consumption. The LNAUs perform exponentiations separately, so the
performance is linear in the number of LNAUs. Hence the following model for
the area occupied by the exponentiation engine is obtained:

L-(cc-a-B-P+c3) ©)]

where L is the number of LNAUS, c; is the area of one PE, capable of processing
one bit of both X and Y, and cz denotes the area of the remaining components,
like the control module and the FIFO.

In both of the models the following parameters: a, 3, P, L are used. It can be
concluded that the values of a and 3 must be larger for a better performance but
also yield a larger area. Smaller a and 3 resume in a better overall performance.
A larger number of LNAUSs (L) improves the performance but does not change
the latency, i.e. the time needed for one modular exponentiation.

6 Performance Figures

Figure [Bshows the performance curve for a modular exponentiation on a LNAU
with 23 PEs and a = 3 = 16. The e[edt of the ceiling functions can be observed
as jumps in the graph.

Figure ] shows the performance as function of the number of PEs. In this
graph the peaks represent the extreme values of the ceiling function for the
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Fig. 4. Influence of the number of PEs

number of rounds. For example the maximal value between 5000 and 6000 en-
cryptions per second stands for the beginning of the interval in which, for the
given modulus size, only one round is needed. The second peak in the range of
5000-6000 marks the beginning of the interval for which 2 rounds are required.
The modulus lengths are smaller than 1024 bits (512 and 342 bits) because of a
computation which is using the Chinese Remainder Theorem (CRT). For exam-
ple Compag’s MultiP rime™ with three primes is using this type of calculation
([19]). This is an example of the RSA crypto-system for which this platform is
optimized. In this scheme instead of factors p,q of the composite N, three or
more factors can be used.

Similar behavior of the performance figures can be found in [2]. Jumps in
the graphs can be also observed. However, it is di [cullt to compare figures of
two completely di [Cerknt architectures. Figure[§ presents the performance figures
for various number of PEs. Here is shown that for di Cerent modulus lengths the
number of PEs can have a di[erknt optimal value.

In ([23]) and ([7]) a remark is made on the fact that a 510 bit modulus has a
more beneficial number of iterations than a 512 bit modulus. The assumption was
that the di[erknce in performance could go up to 13%. In our implementation
the di [erknce in performance between a 510 and 512 bit modulus is only 0.4%. In
Figure[3a jump of almost a factor of 2 can be observed between a modulus length
of 368 and 372. However, for other number of PEs the di [erence between the 368
and 372 bit modulus is only 1%. So one should always try to choose a number of
PEs for which the corresponding performance for the targeted modulus lengths
lies under the trendline.

Table 1 presents the timings of the ISES-core (2 LNAUSs) for modular expo-
nentiation for various key-lengths and with/without CRT. This includes all over-



Montgomery in Practice: How to Do It More E Lciehtly in Hardware 49

]
FEFFPPFT I PP IR PP I PSS PP I PP SIIPF GO

modulus longth

Fig. 5. Modular exponentiation for three di [erent number of PEs

Table 1. Timings on the PCC-ISES with 2 LNAUs and clock-frequency of 50 Mhz.

CRT (exp/s)|no CRT (exp/s)
512 bits 1879 1418
1024 bits 688 337
2048 bits 166 43

Table 2. Timing diLerences (in ps) between [5] and PCC-ISES for modular multipli-
cation (80 MHz)

precision || Tenca and Kog¢ ([5]) (us)|This architecture (us)|ratio
160 bits 4.1 451 0.9
192 bits 5.0 4.52 1.1
224 bits 5.9 4.54 1.3
256 bits 6.6 4.55 1.5
512 bits - 5.95 -

1024 bits 61 9.41 6.5
2048 bits - 26.55 -

head of the controller and pre-calculations for Montgomery, hence these timings
represent the real-time performance of ISES.

In [5] a table with timings for multiplications in GF(p) can be found. In
Table 2 we compare these timings with the timings on 1 LNAU, even with con-
troller overhead included, for modular multiplication. Improvement in timings
when comparing this design with [5] is evident, except for 160 bits, where the
performance is similar for both designs.



50 Lejla Batina and Geeke Muurling
7 Remarks on Security

When considering e [cieht implementation one has to focus on the side channel
attacks, first of all timing ([6]) and power analysis attacks ([L3]). Ever since P.
Kocher introduced a new type of attack ([12]), the so-called Dilerkntial Power
Analysis attack (DPA for short), reasonable amount of research has been done
on this subject. The same author published in 1996 ([11]) one of the relevant
papers on time-di[erence based attacks. Namely, computations performed in
non-constant time (usually because of performance optimisations) may leak se-
cret key information. This observation is the basis for timing attacks. On the
other hand, power analysis based attacks use the fact that the power consumed
at any particular time during a cryptographic operation is related to the function
being performed and (possibly sensitive) data being processed.

RSA appeared to be more vulnerable to side-channel attacks than ECC be-
cause it looks easier to protect ECC from these threats. However, as results of
several contributions, some recommendations have been given for both types of
public key cryptography, such as the benefit of using the method of Montgomery
for multiplication. One of the reasons for that is the following: a modular reduc-
tion step may also be vulnerable and in the case of MMM at most one modular
reduction is introduced for every multiplication or per step of exponentiation.
In our implementation even these reductions are excluded. The weaknesses in
the conditional statements of the algorithm (used for realization of the reduction
step) are time variations and therefore these should be omitted. By use of an
optimal upper bound the number of iterations required in the MMM can be re-
duced (J25]). More precisely, some savings in hardware that have been included
in our architecture avoid the conditional statements while performing the expo-
nentiation. In that way, our implementation of modular exponentiation operates
in constant time, which is presumed to significantly reduce the potential risk of
the timing attack.

When considering power analysis attacks, some precautions have also been
introduced. Exponent re-coding is more di Cculit to attack than standard square-
and-multiply and the fact that multiple LNAUSs operate in parallel make these
types of attacks far less likely to succeed.

8 Conclusions

We have described an e [cieht and scalable implementation of modular expo-
nentiation in a systolic array architecture. After a number of proposals for this
type of architecture in literature this is the first reported implementation, at our
knowledge. We use the methods of Montgomery, which where proven to be very
secure in hardware. Namely, the optimal bound is achieved which, with some sav-
ings in hardware, omits completely all reduction steps that are presumed to be
vulnerable to side-channel attacks. Nevertheless the presented implementation
has a world class performance in the sense of speed. Because of scalability, this
architecture can be further improved on the basis of any desired requirement.
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Abstract. The Mist algorithm generates randomly diCerent addition
chains for performing a particular exponentiation. This means that power
attacks which require averaging over a number of exponentiation power
traces becomes impossible. Moreover, attacks which are based on recog-
nising repeated use of the same pre-computed multipliers during an in-
dividual exponentiation are also infeasible. The algorithm is particularly
well suited to cryptographic functions which depend on exponentiation
and which are implemented in embedded systems such as smart cards.
It is more e [cieht than the normal square-and-multiply algorithm and
uses less memory than 4-ary exponentiation.

Key words: Mist exponentiation algorithm, division chains, addition
chains, power analysis, DPA, blinding, smart card.

1 Introduction

Recent progress in side channel attacks [4], [5] on embedded cryptographic sys-
tems has exposed the need for new algorithms which can be implemented in
more secure ways than those currently in use. This is particularly true for expo-
nentiation, which is a major process in many crypto-systems such as RSA and
Di Ce=Hellman. Timing attacks on modular multiplication can usually be avoided
easily by removing data-dependent conditional statements [12]. But, with tim-
ing variations removed, power attacks on exponentiation become easier. Initial
power attacks required averaging over a number of exponentiations [5]. Although
the necessary alignment of power traces can be made more di Ccult by the inser-
tion of obfuscating, random, non-data-dependent operations, the data transfers
between operations usually reveal the commencement of every long integer op-
eration very clearly. Fortunately, such attacks can be defeated by modifying the
exponent e to e+rg where r is a random number and g is the order of the (multi-
plicative) group in which the exponentiation is performed [4]. This results in a
di Lerent exponentiation being performed every time.

However, the author showed recently [11] that there were strong theoretical
grounds for believing that, given the right monitoring equipment [2], it would
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be possible to break the normal m-ary exponentiation method [3] and related
sliding windows techniques using a single exponentiation. This method relies on
being able to recognise the same multipliers being reused over and over, namely
the pre-computed powers of the initial text, and requires no knowledge of the
modulus, input text or output text. It renders useless the choice of e+rg as a
counter-measure, even for the case of m = 2, namely the standard square-and-
multiply algorithm.

In an embedded system, the re-use of the same multipliers is useful because
it reduces data movement. However, if such re-use is dangerous, other methods
must be employed. Performing square-and-multiply in the opposite direction,
namely consuming exponent bits from least to most significant, is the obvious
starting point. With a random variation in the exponent as a counter-measure,
this seems to defeat the attacks mentioned so far. Unfortunately, long integer
squares and multiplications are among the easiest operations to distinguish in
integer RSA [7]. Even the movement of data is di[erknt for the two operations.
Thus an exponentiation algorithm is required which does not reveal its exponent
through knowledge of the sequence of squares and multiplies.

A novel exponentiation algorithm is presented here which avoids all of the
above-mentioned pitfalls. It can also be combined with most other counter-
measures, such as using e+rg instead of e. It relies on the generation of random
addition chains [3] which determine the operations to be performed, and is based
on previous work by the author [9] for finding e [Cieht exponentiation schemes.
This earlier work required extensive computation to establish near optimal add-
ition chains, and so it is by no means obvious that the method can be used
on-the-fly without an impractical overhead. Clearly, such computation can be
performed in the factory prior to the production of an embedded crypto-system,
and then each individual item can be issued with a di[erent embedded addition
chain which, although e [cieht, must be re-used on each exponentiation and is
incompatible with the e+rg counter-measure [1].

Here we develop that algorithm to the point where it is possible to e Cciehtly
generate fresh, e [cieht addition chains for any exponent and every exponent-
iation. The main aim here, besides presentation of the algorithm itself, is to
establish that it has a time complexity better than square-and-multiply, and
to note that, as far as space is concerned, only three long integer registers are
required for executing the addition chain operations.

2 The MisT Algorithm

For notation, let us assume that M E has to be computed. D will always represent
a “divisor” in the sense of [9], and R a residue modulo D. A key ingredient of
this algorithm is that we can e [ciehtly compute both AR and AP from A using
a single addition chain. A set of divisors is chosen in advance, and an associated
table of these addition chains is stored in memory. Several variables are used in
the code below. There are three which contain powers of M, namely StartM,
TempM and ResultM. Rather than destroy the initial value of E, we also use a
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variable called RemE which represents the power to which StartM still has to
be raised before the exponentiation is complete. When the divisor set consists of
the single divisor 2, the algorithm simplifies to the following right-to-left binary
exponentiation algorithm, that is, to the standard version of square-and-multiply
in which the least significant exponent bit is processed first:

RIGHT-TO-LEFT SQUARE-AND-MULTIPLY EXPONENTIATION ALGORITHM

{ Pre-condition: E =0 }
RemE = E
StartM M
ResultM := 1 ;
While RemE > O do
Begin
If (RemE mod 2) = 1 then
ResultM := StartM><ResultM ;

StartM := StartM? ;

RemE := RemE div 2 ;

{ Loop invariant: ME = StartMR®ME xResultM }
End ;

{ Post-condition: ResultM = ME }

Thus StartM contains the initial value M raised to a power of 2, and it is the
starting point for each loop iteration. ResultM is the partial product which con-
tains M raised to the power of the processed su [X_df E and ends up containing
the required output.

Without the essential random feature made possible by a larger divisor set,
this is an insecure special case of Mi1sT. In fact, we are assuming that the attacker
can distinguish between squares and multiplies. Hence he can read o [the bits of
the exponent in the above from the sequence of long integer instructions which he
deduces. However, unlike the left-to-right version of square-and-multiply, both
arguments in the conditional product are now changed for every multiplication.
This, at least, makes an attack of the type [11] impractical.

Next is the generalisation of this, which is named “Mist” because of its
use in obscuring the exponent from side channel attacks. For convenience and
comparison, the processing of the exponent E is presented as being performed
within the main loop. In practice, it must be scheduled dilerkently. As will be
pointed out below, the illustrated processing order is insecure from the point of
di Cerkntial power analysis because it can reveal the random choice of the divisor
D, which must remain secret. In fact, the choices of divisors and computations
with the exponent must be done initially in a secure way, or at least interleaved
with the long integer operations in a more considered way. To be even more
precise, the complete schedule of long integer operations, i.e. the addition chain
which determines the exponentiation scheme, should be computed with great
care in order to hide the choice of divisors.
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THE MIST EXPONENTIATION ALGORITHM
{ before proper re-scheduling of addition chain choices }

{ Pre-condition: E =0 }
RemE = E
StartM M
ResultM := 1 ;
While RemE > 0 do
Begin

Choose a random “divisor” D ;

R := RemE mod D ;

If R B 0 then

ResultM := StartM?xResultM ;

StartM := StartM ;

RemE := RemE div D ;

{ Loop invariant: ME = StartMReME xResultM }
End ;

{ Post-condition: ResultM = ME }

Observe that there are no powers of M which are repeatedly re-used during
the exponentiation, so that the attack described in [11] on a single exponentiation
is inapplicable in its current form. Also, the random choice of divisors achieves
di Lerknt exponentiation schemes on successive runs and so makes impossible the
usual averaging process required for diLerkntial power analysis [5].

For the proof of correctness, it is immediate that the stated invariant

ME = StartMR*ME x ResultM

holds at the start of the first iteration of the loop. Because initial and final values
of RemE for one loop iteration satisfy

RemEjnitiai = D X RemEgina +R

it is easy to check that if the invariant holds at the start of an iteration then
it holds again at the end of the iteration. Consequently, the invariant holds at
the end of every iteration. In particular, at the end of the last iteration, we
have RemE = 0 and hence, by simplifying the invariant, ResultM = ME. So
ResultM yields the required result on termination. Needless to say, termination
is guaranteed because only divisors greater than 1 are allowed, and so RemE
decreases on every iteration.

The choices of divisor set and associated addition chains for each residue R
are made with security and e [ciehcy in mind. In particular, for e [ciehcy the
choice of addition chain for raising to the power D always includes R so that
the computation of StartMP provides StartMR en route at little or no extra
cost. Thus, these two power computations are not performed independently, as
might be implied by the code. They are to be implemented so that StartMP
uses all the work done already to compute StartMR. So, in the case of RSA, the
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main cost of a loop iteration is only the cost of computing StartMP plus the
conditional extra multiplication involving ResultM. In terms of space, an extra
long integer variable TempM is required to enable the addition chain operations
to be carried out. Its value is always a power of the value of StartM at the
beginning of the main loop above, but its value does not need to persist between
successive iterations of the loop. Of course, on the final iteration, once StartMR
has been computed there is no need to continue to compute the rest of StartMP.
Likewise, the initial multiplication of ResultM by 1 can be easily omitted.

For security reasons, some care is necessary in the initial choice of divisor
set and addition chains, and in how and when the divisors are chosen for each
exponentiation. The selection of the divisor and associated addition chain in-
structions can be performed by the CPU on-the-fly while the exponentiation is
performed in parallel by the co-processor, or it can be done in advance when
there is no co-processor. At any rate, these computations must be scheduled so
as not to reveal the end points of each iteration of the main loop. Otherwise, the
number and type of long integer operations during the loop iteration may leak
the values of D and R, enabling E to be reconstructed.

A typical safe set of divisors is {2,3,5}. If the exponent is represented using
a radix which is a multiple of every divisor (say 240 in this case if an 8-bit
processor is being used) then the divisions of the exponent by D become trivial.
So, over and above the operations for executing the addition chain, the cost of
the algorithm is little more than that for calling the random number generator
to select each D.

3 The Addition Sub-chains and Space Requirements

When divisor choices are made during pre-processing, the sequence of operations
to perform the exponentiation is stored as an addition chain [3]. For a safe
implementation, the pattern of squares and multiplies in this chain must not
reveal too much about the divisors and residues. However, for the complexity
considerations of this and the following section, we only need to look at the
subchain associated with a single divisor. Such subchains can be concatenated
to yield an addition chain for the whole exponentiation, if desired.

Let us choose the divisor set to be {2,3,5}. The full list of minimal addition
subchains can be represented as follows:

1+1=2 for divisor 2 with any residue R
1+1=2, 1+2=3 for divisor 3 with any residue R
1+1=2, 1+2=3, 2+3=5 for divisor 5 with any residue except 4
1+1=2, 2+2=4, 1+4=5 for divisor 5 with any residue except 3

The third case corresponds to using an initial M to compute M? with one
multiplication, then M2 with another multiplication, and finally M®> with a
third multiplication. The first three addition chains provide MR when R is 0,
1, 2 or 3; for 0 < R < D the chain already contains the value of R, while the
case R = 0 requires no multiplication and so 0 does not need to appear. The
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last addition chain can be used when R = 4. Minimal here means that any other
addition chains which give a power equal to the divisor are longer. The subchains
above are minimal. To achieve the fastest exponentiation, we will not include
longer chains. However, there may be extra cryptographic strength in extending
the choice in such a way.

There is no instruction which updates the value of ResultM in the above add-
ition subchains, but it can be represented explicitly using the following notation.
Suppose we number the registers 1 for StartM, 2 for TempM and 3 for ResultM.
Then the subchains can be stored as sequences of triples ijk [{1,2,3}3, where
ijk means read the contents from registers i and j, multiply them together, and
write the product into register k. In particular, ResultM will always be updated
using a triple of the form i33 and 3 will not appear in triples otherwise. Now,
adding in the instruction for updating ResultM yields the following as a possi-
ble list of subchains, with one representative for each divisor/residue pair [D, R].
Such a table requires only a few bytes of storage.

Table 3.1. A Choice for the Divisor Sub-Chains.

[2,0] (111)

[2,1] (112, 133)

[3,0] (112, 121)

[3,1] (112, 133, 121)
[3,2] (112, 233, 121)
[5,0] (112, 121, 121)
[5,1] (112, 133, 121, 121)
[5,2] (112, 233, 121, 121)
[5,3] (112, 121, 133, 121)
[5,4] (112, 222, 233, 121)

Many other choices are possible. In particular, we might prefer to preserve
the location of StartM to be in register 1 from one divisor to the next. This
could be achieved by choosing (133, 111) instead of (112, 133) for [2,1]. Then
subchains of triples ijk could be concatenated without modification to provide
the complete exponentiation scheme. However, for the given subchain, the new
value for StartM is in register 2 instead of register 1. Rather than waste time
copying, the computation should continue with 2 as the address for StartM, and
the next subchain then has to be updated with the register addresses 1 and 2
interchanged. However, as noted in the penultimate section, this apparently less
obvious choice for [2,1] makes the implementation more secure against di Lerkntial
power analysis.

Following this last remark, it is clear that we could provide an additional
source of randomness by writing the product into any register whose current
contents are no longer required [6]. Thus the purpose of each register can be
changed. If we include every possible minimal addition subchain with such vari-
ations, then we obtain 2, 6, 2, 6, 4, 4, 16, 8, 4 and 4 possibilities respectively for
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the 10 divisor/residue cases. The storage is still only a few bytes, but it provides
an extra source of randomness which may provide added security.

Thus the space order required for MisT is low. In the next section we turn to
the time complexity, which we measure in terms of the number of multiplications
in the exponentiation scheme.

4 The Time Complexity

The usual square-and-multiply algorithm uses 1.5x [Idg, E Crhultiplicative oper-

ations (including squarings) on average and a maximum of at most 2x [dg, E [
In this section almost the same upper bound will be established for MisT, and

an improved average. In practice the variance is very small. Consequently, if a

pre-computed scheme involved more than 1.5x [Idg, E Cinultiplications, say, it

could be abandoned and an alternative scheme computed.

Theorem 4.1 Assume minimal subchains are provided as above for the
divisor set {2,3,5} and E > 0, and unnecessary initial and final multipli-
cations have been omitted. Then the maximum number of operations in
an addition chain for E is at most 2 log, E with equality possible only
for E = 1.

Proof. We use a proof by descent: assuming E is a smallest counter-example,
we will construct a smaller counter-example E™for which the theorem fails. Such
a contradiction will prove the theorem.

First assume that at least two divisors are required to reduce the minimal
counter-example E to 0. We will consider the three choices for the first divisor
of E in turn.

Suppose the first divisor is 3. Then EF= E div 3 is the next value of RemE
after E and 3EM< E. Let m be the number of multiplications for E, and k the
number for this first divisor 3. Then k = 2 or 3, so that k < 2(log, 3) = 2x1.585.
By assumption, m = 2log, E. So m = 2log,(3EY = 2log,(EY + 2(log, 3) gives
m—k > m—2(log, 3) = 2log,(EY. But m—k is the number of multiplications
for EY Hence we obtain a smaller E for which the theorem does not hold. This
is a contradiction unless E”= 0. However, that is impossible as there is another
divisor in the exponentiation scheme.

Similarly, suppose the first divisor is 5 and E is the next value for RemE.
Then the associated subchain requires k = 3 or 4 multiplications, so that k <
2(log, 5) = 2%2.322. Thus, a similar argument yields a contradiction again.

Lastly, suppose the first divisor is 2 and Eis defined again as the next value
for RemE. If E is odd, then 2EP< E and the corresponding division requires
k = 2 = 2(log, 2) multiplications. By assumption, m = 2log, E > 2+2log, E"
So the number of multiplications used by Eis m—2 > 2log,(EY and Eis also
a failing instance unless E~= 0, which is a contradiction as there is still another
divisor to come. On the other hand, if E is even, then the corresponding division
requires k = 1 multiplication. By assumption, m = 2log, E = 2+2log, E"' So
the number of multiplications used by E"is m—1 > 2log,(EY and Eis also a
failing instance unless EM< 0, which, as before, is a contradiction.
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It remains to consider the cases of a single divisor reducing E to 0. For all
of these, the chosen divisor satisfies D > E since E div D =0 and so R = E.
The only multiplications are those which construct ME. For E =1, 2, 3, 4 the
number of multiplications are 0, 1, 2 and 2 respectively, all of which satisfy the
theorem. Hence, by the method of descent, there are no failing instances, and
the theorem holds.

It may be worth noting that removal of a divisor 3 or 5 at any point from the
addition chain for E (other than the last) yields a chain for which the bound in
the theorem is tighter. The same is true when the divisor is 2 and the residue 0.
Thus, the tightest bounds (i.e. the most multiplications for given E) will occur
when only divisor 2 is chosen and the residue is always 1. Then E = 2"—1 for
some n and E requires n—1 subchains of 2 operations to reduce RemE to 21—1,
leading to 2n—2 operations in all. So 2x[dg, E Cwould normally hold as an
upper bound. However, it requires more care to establish the exceptions for this
slightly better bound.

5 A Weighting for the Choice of Divisor

Suppose k is the number of multiplications required for the divisor/residue pair
(D,R). The result of picking divisor D is that RemE is reduced by a factor
which is very close to D, especially when RemE is large. So, we would expect
the total number of multiplications to be close to k logg E if (D, R) occurred for
every divisor. Consequently, the cost of using (D, R) is proportional to k/ log D.
We might use this to bias the choice of divisor in an attempt to decrease the
number of multiplications. However, this is not the best measure because the
eledt of larger divisors is longer lasting than that of smaller divisors. A small
divisor with many multiplications, which is expected to be followed by divisors
with an average number of multiplications, may be a better choice than picking
a larger divisor with a better, but poorer than average, ratio k/log D (see [9]).

Suppose a is the average number of multiplications required to reduce E
by a factor of 2. Then reducing E by a factor F will require alog, F multi-
plications, on average. For the usual square-and-multiply algorithm a = 1.5,
for 4-ary exponentiation a = 1.375, and for the sliding window version of 4-ary
exponentiation a = 1.333... Here we can manage just a little better than a = 1.4
with appropriate choices for the divisorst. Comparing (3,0) with (5,0) we find 3
multiplications will reduce E by a factor of 5 when (5,0) is chosen, whereas the
same factor of 5 takes 2+a log, (5/3) multiplications on average if (3,0) is chosen
instead. Equating these costs, 3 = 2+alog,(5/3), provides the cross-over point
o= 1/1log,(5/3) = 1.357 at which one becomes a better choice than the other.
Since aP< a, for speed we should choose (5,0) in preference to (3,0) although
the ratios k/ log D suggested the opposite preference. In a similar way, for the
expected range of a, (3,0) is preferred to (5,R) for R £ 0; (5,R) to (3,S) for R,

1 Choose D = 2 if the residue is 0, else D = 3 if the residue is 0, else D = 5 if the
residue is 0, else D = 2. However, the probabilities of these choices need reducing to
less than 1 in order to yield randomly di [erent exponentiation schemes.
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SB80; 3R)t(21) for R E0; and (5,R) to (2,1) for R & 0. This yields the
following order of desirability for the pairs (D, R):
2,00<(5,00<B,0<6,1)=5,2)=5,3)=5,4) < (3,1)=(3,2) < (2,1)
So (2,0) will lead to the shortest chains, and (2,1) to the longest.

Once more we caution that this is only a better approximation than the pre-
vious one. Successive divisors are not independent, so that the above argument
is not quite accurate. This is clear from an example. We consider the extreme
case where divisibility by a divisor always leads to the choice of that divisor. If 5
is chosen as the divisor and its residue is O then its residue mod 30 was 5 or 25.
Residue 5 mod 30 leads to the next residue mod 30 being 1, 7, 13, 19 or 25, and
residue 25 mod 30 leads to it being 5, 11, 17, 23 or 29. Hence 5 becomes the most
likely choice for the next divisor as divisibility by 2 or 3 cannot to occur. Indeed,
the dependence is inherited by the next residue beyond this as well, since these
residues favour 5 as the next divisor and so 5 or 25 as the following residue.

Choosing one of the three divisors with equal probability leads to an in-
e [cieht process. So we make a choice which is biased towards the better pairs
(D, R). For non-trivial reasons outlined in the penultimate section, it is less safe
cryptographically to make a deterministic choice of divisor even if the exponent
is modified randomly on every occasion. So 2 is not chosen whenever its residue
is 0. Instead, we might use code such as the following for choosing the divisor
non-deterministically. (Random returns a fresh random real in the range [0,1].)

D :=0 ;
If Random(x) < 7/8 then
If O = RemE mod 2 then D := 2 else

If O = RemE mod 5 then D := 5 else
If O = RemE mod 3 then D := 3 ;
If D = 0 then
Begin
p := Random(x) ;
If p < 6/8 then D := 2 else
If p < 7/8 then D := 3 else
D :=5 ;
End ;

The parameters, such as 6/8 and 7/8, are free for the implementor to choose,
and might even be adjusted dynamically. This is the code which will be used for
calculating the various parameters of interest in the rest of this article, such as
a, which turns out to be 1.4205 here. So a good implementation of MisT can be
expected to have a time e Cciehcy midway between the square-and-multiply and
4-ary exponentiation methods.

6 A Markov Process

As the successive residues of RemE mod 30 are not independent, we must study
them as forming a Markov process. By forming the probability matrix of output
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Table 6.1. The limit probabilities of residues mod 30.

0 0.02914032 1 0.03448691 2 0.01660770
3 0.05345146 4 0.01884630 5 0.03655590
6 0.02920902 7 0.04100675 8 0.02436897
9 0.04985984 10 0.02011853 11  0.04919923

12 0.02014301 13 0.04214864 14 0.03407472
15 0.03681055 16 0.01526795 17 0.03368564
18 0.03160194 19 0.03600811 20 0.03187408
21 0.04915191 22 0.02166433 23 0.04323007
24 0.03197409 25 0.02706484 26  0.03224476
27 0.04020936 28 0.02102305 29 0.04897205

Table 6.2. The limit probabilities pp,r of the divisor/residue pairs (D, R)

(D,R) 0 1 2 3 4
2 0.35012341  0.27101192 - -
3 0.18867464  0.02086851  0.02419582 - -
5  0.09792592  0.01202820  0.01060216  0.01227849  0.01229092

residues against input residues and iterating a number of times, it is possible to
obtain the limiting relative frequencies of the residues. These are given in Table
6.1, from which it is apparent that the residues do not occur with equal frequency,
and so, as one would expect, the probabilities of divisors and divisor/residue pairs
are also not what we might initially expect from the code above.

From this table the probability pp r of each divisor/residue pair (D, R) can
be obtained as well as the probability p (g9f selecting a divisor with a non-zero
residue and the probability pp of each divisor D:

7 Average Properties of the Addition Chain

The probabilities in the above tables are fairly accurate after only a small number
of divisors have been applied. So the following results hold very closely for any
exponents related to integer RSA decryption.

Theorem 7.1 The average subchain length is just under 1.89 operations
per divisor as E - oo,

Proof. With probability p,o = 0.35012341 the subchain has length 1, with
probability p3o+p21 = 0.45968656 the subchain has length 2, with probabil-
ity pso+ps,1+ps2 = 0.14299025 the subchain has length 3, and with probabil-
ity ps1+ps2+pss+psa = 0.04719977 the subchain has length 4. The average
length of a subchain is therefore 1(p2,0) + 2(p3.0+pP2,1) + 3(Ps0+pPs,1+P32) +
4(p5'1+p5,2+p5’3+p5’4) = 1.88726638.

Theorem 7.2 The average number of subchains in the addition chain
for E is approximately 0.75% log, E as E - oo.
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Table 6.3. The limit probability pp for each divisor D.

p2 = 0.62113534
ps = 0.23373897
ps = 0.14512570

Proof. Using the divisor probabilities listed in Table 6.3, the average decrease in
size of RemE due to a single subchain is by the factor 2P23P25Ps = 21{0.6211353x
log, 2 + 0.233739% log, 3 + 0.1451257x log, 5} = 21328574 Hence the average
number of subchains is about 109, ; 328574y E = 0.75268656 % log, E.

Theorem 7.3 The average number of operations in the addition chain
for E is approximately 1.42x log, E as E - oo. This is about 3% above
the 1.375 % log, E of the 4-ary method, and noticeably less than the
1.5x log, E of the square-and-multiply method.

Proof. Using the results of the last two theorems, the average number of oper-
ations for the whole addition chain is approximately

1.88726638 < 0.75268656 < log, E = 1.42052005% log, E

For small exponents E the approximations are slightly more inaccurate be-
cause modular division by the divisor produces a result which di[erk more from
rational division. However, each subchain reduces the exponent by at least the
divisor. Hence exact calculations here should yield an upper bound on the aver-
age.

Lastly, we note that the number of multiplications in the exponentiation
schemes for a given exponent E does vary between dilerent executions. The
variance is usually small but depends on the method of picking divisors. Typi-
cally, the choice of divisors is restricted, as here, in order to improve e LcCiehcy,
and this reduces the variance. Indeed, in the limit, deterministic choices lead to
zero variance for fixed E.

8 Data Leakage

Because of the di [Cculity of successfully hiding all the di[erknces between squar-
ing and non-squaring multiplications, the MisT algorithm has been created in
order to make it impossible to deduce the secret exponent E from leaked know-
ledge of the sequence of square or multiply instructions which perform an expo-
nentiation. A detailed exposition of how easy it is to reconstruct the exponent
from this and other related data is beyond the scope of this article. However, we
will outline some of the issues. Fuller details will be published elsewhere.
Standard power analysis attacks [5] average traces over a number of ex-
ponentiations in order to determine information such as which operations are
multiplications and which are squares. This requires the same exponentiation
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scheme to be used every time. However, assuming the choice of divisors does
vary from one exponentiation to the next (or at least changes with su Lcieht
frequency), such an averaging process cannot be carried out here.

Di[erknces between squaring and multiplying are so great that one should
assume that they can be correctly distinguished for a single exponentiation. In
the case of the standard square-and-multiply methods, such knowledge can be
translated immediately into the bit sequence for E. But here the equivalent
process requires first parsing the sequence of squares and multiplies into divisor
subchains in order to deduce each choice of divisor/residue pair. Then E is
reconstructed by working backwards from the final value of 0. However, the
subsequences are identical for various pairs, such as for [2,1] and [3,0], and
for [3,1], [3,2] and [5,0]. It is easy enough to verify that these ambiguities put
the number of possibilities for E far outside the limits of feasible computation,
making MisT secure against such an attack. This was one reason for choosing
the less obvious subchain for [2,1] given in Table 3.1.

The m-ary and sliding windows methods of exponentiation can be defeated
for a single exponentiation if the power attack described in [11] can be applied.
That attack depends on identifying the re-use of multiplicands. In particular,
whenever a digit i is encountered in the exponent, a multiplication is performed
using the pre-computed value M'. Then careful averaging of the power trace
subsections enables multiplications which involve the same power M to be iden-
tified, and this leads to recovery of the exponent E.

The same attack has an analogue here. Every multiplication here involves a
new power of M. More precisely, StartM and ResultM represent higher powers
of M every time they are updated. So the possibilities of two multiplications
sharing the same multiplicand are mostly limited to local considerations. If op-
erations which share a common argument can be identified, it usually becomes
possible to determine uniquely the subchains which correspond to each divisor.
Of course, a careless implementation of MisT might do this anyway: for exam-
ple, if the exponentiation is halted in every iteration of the main loop while
determination of the next divisor is made. However, although knowledge of arg-
ument sharing now distinguishes [3, 1], [3,2] and [5, 0], it does not distinguish
[2,1] from [3,0]. Thus it does not necessarily determine the divisor which was
chosen. A more careful estimate of the number of exponents E which satisfy all
the operand sharing requirements shows that such an attack is still infeasible.

Finally, it would be nice to make deterministic choices of the divisor. In part-
icular, one would like to pick [2, 0] when possible because of its higher e [ciehcy.
However, this is generally a bad idea, and was deliberately avoided in the code
suggested in Section 5. This is because when such choices are used to prune the
possible values of E which are deduced from knowledge of operand sharing, it
may become feasible to recover E.

The choices of the divisor set {2,3,5} and the addition subchains in Table
3.1 have been made with some care to ensure such attacks as the above leave
an infeasible number of values which E might be. Small divisors lead to short
addition subchains and hence more ambiguity over which divisor occurred, but
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large divisors may lead to characteristic patterns which identify conditions under
which the search tree for E can be pruned to a computationally feasible size.

9 Conclusion

An exponentiation algorithm “MisT” has been presented which has a variety
of features which make it much more resilient to attack by dilerential power
analysis than the normal m-ary or sliding window methods. MisT uses randomly
di [erent multiplication schemes on every run in order to avoid the averaging
which is normally required for power analysis attacks to succeed. It also avoids
re-using multiplicands within a single exponentiation, thereby defeating some of
the more recent power analysis attacks.

There are many dilerknt ways in which to program the random selection
of the so-called divisors of the algorithm. For the code presented here, about
1.42log, E multiplications are required for the exponent E, thereby making it
more e [cieht than square-and-multiply. Three read/write registers are required
for storing intermediate powers, together with somewhat less memory for storing
a pre-computed addition chain which determines the exponentiation scheme.
Otherwise there is little extra overhead in terms of either space or time. In a
processor/co-processor set-up, the additional minor computing associated with
the exponent can be carried out on the processor in parallel with, and without
holding up, the exponentiation on the co-processor.

As with all algorithms, poor implementation can lead to data leakage. The
main sources of such weakness have been identified. In particular, divisor sets
and addition subchains must be chosen carefully and a predictable choice of any
divisor must be avoided.

MisT is compatible with most other blinding techniques, and independent
of the methods used for other arithmetic operators. So, in conjunction with
existing methods, it o [erk a sound basis for high specification, tamper resistant
crypto-systems.
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Abstract. This article presents a hardware implementation of the S-
Boxes from the Advanced Encryption Standard (AES). The SBoxes sub-
stitute an 8-bit input for an 8-bit output and are based on arithmetic
operations in the finite field GF (28). We show that a calculation of this
function and its inverse can be done e [ciehtly wi