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Preface

This volume continues the tradition established in 2001 of publishing the con-
tributions presented at the Cryptographers’ Track (CT-RSA) of the yearly RSA
Security Conference in Springer-Verlag’s Lecture Notes in Computer Science
series.

With 14 parallel tracks and many thousands of participants, the RSA Se-
curity Conference is the largest e-security and cryptography conference. In this
setting, the Cryptographers’ Track presents the latest scientific developments.

The program committee considered 49 papers and selected 20 for presenta-
tion. One paper was withdrawn by the authors. The program also included two
invited talks by Ron Rivest (“Micropayments Revisited” – joint work with Silvio
Micali) and by Victor Shoup (“The Bumpy Road from Cryptographic Theory
to Practice”).

Each paper was reviewed by at least three program committee members;
papers written by program committee members received six reviews. The authors
of accepted papers made a substantial effort to take into account the comments
in the version submitted to these proceedings. In a limited number of cases, these
revisions were checked by members of the program committee.

I would like to thank the 20 members of the program committee who helped
to maintain the rigorous scientific standards to which the Cryptographers’ Track
aims to adhere. They wrote thoughtful reviews and contributed to long discus-
sions; more than 400 Kbyte of comments were accumulated. Many of them at-
tended the program committee meeting, while they could have been enjoying
the sunny beaches of Santa Barbara.

I gratefully acknowledge the help of a large number of colleagues who re-
viewed submissions in their area of expertise: Masayuki Abe, N. Asokan, Tonnes
Brekne, Emmanuel Bresson, Eric Brier, Jan Camenisch, Christian Collberg, Don
Coppersmith, Jean-Sébastien Coron, Serge Fehr, Marc Fischlin, Matthias Fitzi,
Pierre-Alain Fouque, Anwar Hasan, Clemens Holenstein, Kamal Jain, Marc
Joye, Darko Kirovski, Lars Knudsen, Neal Koblitz, Anna Lysyanskaya, Lennart
Meier, David M’Raihi, Phong Nguyen, Pascal Paillier, Adrian Perrig, David
Pointcheval, Tal Rabin, Tomas Sander, Berk Sunar, Michael Szydlo, Christophe
Tymen, Frederik Vercauteren, Colin Walter, Andre Weimerskirch, and Susanne
Wetzel. I apologize for any inadvertent omissions.

Electronic submissions were made possible by a collection of PHP scripts
originally written by Chanathip Namprempre and some perl scripts written by
Sam Rebelsky and SIGACT’s Electronic Publishing Board. For the review pro-
cedure, web-based software was used which I designed for Eurocrypt 2000; the
code was written by Wim Moreau and Joris Claessens.

I would like to thank Wim Moreau for helping with the electronic processing
of the submissions and final versions, Ari Juels and Burt Kaliski for interfacing
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with the RSA Security Conference, and Alfred Hofmann and his colleagues at
Springer-Verlag for the timely production of this volume.

Finally, I wish to thank all the authors who submitted papers and the authors
of accepted papers for the smooth cooperation which enabled us to process these
proceedings as a single LaTeX document.

We hope that in the coming years the Cryptographers’ Track will continue
to be a forum for dialogue between researchers and practitioners in information
security.

November 2001 Bart Preneel
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On Hash Function Firewalls
in Signature Schemes

Burton S. Kaliski Jr.

RSA Laboratories
20 Crosby Drive, Bedford, MA 01730, USA

bkaliski@rsasecurity.com

Abstract. The security of many signature schemes depends on the ver-
ifier’s assurance that the same hash function is applied during signature
verification as during signature generation. Several schemes provide this
assurance by appending a hash function identifier to the hash value. We
show that such “hash function firewalls” do not necessarily prevent an
opponent from forging signatures with a weak hash function and we give
“weak hash function” attacks on several signature schemes that employ
such firewalls. We also describe a new signature forgery attack on PKCS
#1 v1.5 signatures, possible even with a strong hash function, based on
choosing a new (and suspicious-looking) hash function identifier as part
of the attack.

1 Introduction

Nearly all digital signature schemes in practice combine a hash function with
other cryptographic operations. In a typical scheme, a signer applies the hash
function to the message, then applies a signature primitive to the signer’s private
key and the hash function output to obtain a signature. The verifier likewise
computes a hash value, then applies a verification primitive to the signer’s public
key, the hash value, and the signature to determine whether the signature is
valid. In many schemes, some formatting is applied to the hash value prior to
the signature primitive, and in some schemes part or all of the message is included
in the input to the signature primitive and can be recovered from the signature.

The security of a signature scheme clearly depends on the security of the hash
function. Just as importantly, the security depends on the verifier’s assurance
that the correct hash function is applied during signature verification. Otherwise,
an opponent may be able to take advantage of hash function weaknesses to obtain
a forged signature. Suppose that the signer has selected a strong hash function
Hash and has signed messages M1, . . . , Mk, producing signatures σ1, . . . , σk. Sup-
pose further that the opponent knows a weak hash function WeakHash and can
cause the verifier to apply the weak hash function rather than the strong one. If
the opponent can find another message M ′ such that WeakHash(M ′) = Hash(Mi)
for some message Mi then the opponent can present M ′ and σi to the verifier,
specifying that the weak hash function is to be applied, and they will be accepted.

The verifier’s willingness to accept hash functions other than the one the
signer has selected is often in the interest of interoperability. A typical verifier
may interact with many signers and thus may need to support a large set of hash

B. Preneel (Ed.): CT-RSA 2002, LNCS 2271, pp. 1–16, 2002.
c© Springer-Verlag Berlin Heidelberg 2002



2 Burton S. Kaliski Jr.

functions, even if each individual signer only supports a few hash functions. The
verifier may not know which hash functions are acceptable for a given signer, nor
whether a weakness has been found in a hash function. (By “weakness,” here
and elsewhere, we mean the ability for an opponent to invert the hash function
efficiently for a significant fraction of hash values.)

Clearly, it is desirable to limit the set of hash functions that a verifier accepts
for a given signer. One approach is to permit only a small set of well trusted hash
functions in a given domain. The Digital Signature Standard [17], for instance,
allows only the SHA-1 hash function [16]; ANSI X9.31 [1] and ANSI X9.62
[2] likewise allow only “ANSI-approved” hash functions. Another approach is
to convey the set of permitted hash functions as an attribute of the signer’s
public key, for instance in a public-key certificate or as part of policy for a
certificate domain. In this way, signers can select different hash functions but
are not affected by one another’s choices.

Each of the methods just mentioned has some drawbacks. Limiting the set
of hash functions precludes new hash functions that may be faster or otherwise
more attractive; conveying the set as an attribute of a public key may rely on
more complex certificate management infrastructure than is conveniently avail-
able. Note that identifying the hash function in the message itself is not enough;
it is likely as easy for an opponent to control the identifier as any other part of
a message when forging a signature.

As a result of these concerns, the hash function is often identified within the
formatting that is applied to the hash value. This identifier might be an index to
a registry of hash functions, such as IS 10118-3:1998 [10], or it might be based
on an OSI object identifier (see [23]), which can be assigned by any organization.
The signature primitive is then relied upon to bind the hash function identifier
securely to the hash value. In this way the hash function identifier serves as a
firewall between different hash functions.

A hash function firewall prevents an opponent from causing a verifier to
verify a signature with a different hash function than the signer intended. But
this protection is only for existing signatures; a separate question is whether an
opponent can obtain new signatures that exploit a weak hash function. In this
paper, we answer that question, offering the following new contributions:

1. We present new weak hash function attacks against the signature schemes in
IS 9796-2:1997 [9], IS 14888-2:1999 [11], and IS 9796-3:2000 [12]. Each scheme
includes an optional hash function firewall and claims that the firewall offers
some level of protection against attack. We show that such claims are incor-
rect, and that if any registered hash function were found to be weak and a
verifier supports it, it may be possible to forge a signature. Significantly, our
attacks are possible without the signer’s participation.

2. We show that the signature schemes in ANSI X9.31 [1] and PKCS #1 v1.5
[23], which also include hash function firewalls, appear to protect against
weak hash function attacks. However, in the case of PKCS #1 v1.5 signa-
tures, we show that if the opponent is allowed to register a new hash function
identifier for a given hash function, it is possible to forge signatures even if
the hash function is strong. Moreover, the forged signatures are valid for a
wide range of public keys, not just for one signer.
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3. We observe that the RSA-PSS construction in IEEE P1363a [8] offers an
implicit hash function firewall – without an explicit hash function identifier
– under reasonable assumptions on the hash function involved (i.e., it is not
‘concocted’ purely for the purpose of forging a signature), and provided a
certain amount of padding is present.

We emphasize that as long as the verifier accepts only strong hash functions
for these signature schemes (and, in the case of PKCS #1 v1.5, the verifier
is careful about accepting new, suspicious-looking hash function identifiers), the
schemes mentioned here remain secure. Moreover, we are not aware of any weak-
nesses in the normal hash functions employed with these schemes that would be
sufficient to enable an attack.

1.1 Related Work

The concept of a hash function firewall appears to have been introduced by
Linn in the design of Privacy-Enhanced Mail in 1990 [14]. Referring to the then-
contemplated support for the MD2 and MD4 hash functions, Linn wrote,

“I observe that any accomodation [sic] of MD4 in addition to MD2 should
incorporate some form of a signed algorithm identifier, perhaps in the
high-order [. . . ] bits of the input block to the public-key signature oper-
ation, to provide firewalling for the benefit of users of one algorithm in
the event that flaws are found in the other algorithm after placing that
other algorithm into use on PEM messages.” (emphasis added)

Motivated by Linn’s recommendation, the PKCS #1 specification for RSA sig-
natures [23], first published in 1991, adopted a hash function firewall, and a
firewall has become standard in most implementations of RSA signatures since
that time.

IBM’s Transaction Security System [15], also developed in the early 1990s,
employed a hash function firewall as well. In TSS, the identifier is called a “hash
rule” (see the definition of the Crypto Facility System Signature Record in [15]).

The concept of a hash function firewall was subsequently adopted in several
ISO/IEC standards, addressing factoring-based schemes (e.g., RSA) as well as
discrete logarithm / elliptic curve-based schemes. The standards also give gen-
eral guidance on hash function identification. IS 9796-3:2000 [12], for instance,
presents four “options for binding signature mechanism and hash-function . . . in
order of increasing risk”:

– “a) Require a particular hash-function . . . ”
– “b) Allow a set of hash-functions and explicitly indicate in every signature

the hash-function in use by a hash-function identifier included as part of the
signature calculation . . . ” (i.e., a firewall)

– “c) Allow a set of hash-functions and explicitly indicate the hash-function
in use in the certificate domain parameters.”

– “d) Allow a set of hash-functions and indicate the hash-function in use by
some other method, e.g., an indication in the message or a bilateral agree-
ment.”
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The standard states that “[w]ithout such a binding, an adversary may claim
the use of a weak hash-function (and not the actual one) and thereby forge the
signature.”

Most of the literature on signature schemes focuses on the security properties
under the assumption that the underlying hash function is strong, and generally
assumes there is only one underlying hash function. We are not aware of any
formal analysis of the properties of signature schemes that allow multiple hash
functions, nor of hash function firewalls in particular.

Additional analysis on several of the signature schemes presented here can
be found in a paper by Coron et al. [4]. Their work focuses on the security of the
schemes with strong hash functions and does not address weak hash function
attacks. Brown and Johnson [3] consider a type of weak-hash function attack in
their security analysis of the Pintsov-Vanstone signature scheme [20], but they
do not consider hash function firewalls.

1.2 Organization of This Paper

Section 2 defines terminology and notation. In Section 3 we give weak hash func-
tion attacks on three signature schemes in ISO standards. Section 4 discusses the
firewalls in other signature schemes. Finally, Section 5 draws several conclusions.

An appendix shows why an extension to DSA that includes a hash function
firewall, as suggested by at least one author, must be done carefully.

2 Preliminaries

Throughout this paper, we denote a generic instance of a hash function, whether
strong or weak, by Hash, and a specific instance of a weak hash function by
WeakHash. HashID and WeakHashID denote one-byte identifiers for the corre-
sponding hash functions. In the various ISO/IEC standards, the one-byte iden-
tifiers are taken from one of the IS 10118 registries such as IS 10118-3 [10]. How-
ever, the specific one-byte identifier values do not affect our results. HashIDLong
denotes a variable-length identifier value.

Other notation is as follows:

�Hash length in bits of the output of Hash
cc hexadecimal value
0u (resp. 1u) bit string consisting of u ‘0’ (resp. ‘1’) bits
X.Y concatenation of strings X and Y
X ⊕ Y bit-wise exclusive-or
‖X‖ length in bits of X

In a string expression, ‖X‖ refers to the 64-bit representation of the length
of X, most significant bit first.

We denote conversion between an integer and a bit string as

m ⇐⇒ M︸︷︷︸
� bits

,
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where m is an integer, M is the corresponding bit string, and “� bits” indicates
the length of the bit string. Conversion is most significant bit first.

A signature scheme consists of a signature operation and a verification oper-
ation. In a signature scheme with appendix, the signature operation generates
a signature σ given a message and a private key, and the verification operation
verifies σ given M and the corresponding public key. In a signature scheme giv-
ing message recovery, a message is considered in two parts: a recoverable part
M1 and a non-recoverable part M2. The signature operation generates a signa-
ture σ given M1, M2 and the private key; the verification operation verifies the
signature σ and recovers M1 given the M2 and the public key.

As noted in Section 1, a signature scheme may allow a choice of hash func-
tions. For such a scheme, let ΣK [Hash] denote the set of all signatures that can
be generated by the scheme with hash function Hash under private key K. We
say that the scheme has a hash function firewall with respect to a set of hash
functions H if for all Hash1, Hash2 ∈ H, for all private keys K, ΣK [Hash1] and
ΣK [Hash2] are distinct.

A common way to build a hash function firewall is to append a hash function
identifier to the output of the hash function. The resulting value is called a hash-
token in the ISO/IEC standards. We say that a hash function firewall is explicit
if it is based on a hash function identifier, and implicit otherwise.

A hash function firewall protects signatures generated with a strong hash
function from weaknesses in other hash functions. However, it does not neces-
sarily prevent an opponent from exploiting weaknesses in a hash function (i.e.,
the ability to invert the hash function) to obtain a different signature. We say
that a signature scheme has a weak hash function firewall if it is vulnerable to
such forgery, and we term the attack that obtains such a forgery a weak hash
function attack.

3 Signature Schemes with Weak Firewalls

We now consider three signature schemes that have hash function firewalls and
show that for each one the firewall does not protect against weak hash function
attacks.

The attacks all follow a common approach, exploiting a type of existential
forgery in terms of the hash-token. Although it is (presumably) difficult to obtain
a valid signature on a predetermined hash-token for any of the schemes, for all
three it is easy to produce a valid (hash-token, signature) pair. If the hash-token
identifies a weak hash function, the opponent needs only to invert the weak hash
function to forge a signature. The cost of the attack thus consists of the amount
of time to produce the (hash-token, signature pair), plus the amount of time to
invert the hash function.

In the attacks, part of the input to the hash function is predetermined but
the opponent has full control over the rest, which gives considerable flexibility
in the choice of message for the forged signature. In the attacks on the schemes
giving message recovery, the opponent has no direct control over the recoverable
message part, which is effectively random. This may make the forged signatures
produced by the attack less plausible, depending on how the recoverable part is
interpreted.



6 Burton S. Kaliski Jr.

3.1 RSA/RW Signatures in IS 9796-2:1997

We first consider the signature scheme giving message recovery in IS 9796-2:1997
[9], which can be based on either the RSA [22] or Rabin-Williams [21] [24] cryp-
tosystem. The scheme has been shown previously to be vulnerable to signature
forgery with a strong hash function in certain cases [4]. Our focus here is on
vulnerabilities with a weak hash function. We present the RSA version of the
scheme, but similar results apply to the Rabin-Williams version.

Let n be a composite modulus and let e be an odd integer relatively prime
to λ(n) where e > 1. We only need to consider the public key, which consists of
the pair (n, e). Let �n = �log2 n� + 1 be the length in bits of the modulus n.

We focus on the specification of the scheme in the situation that a hash
function identifier is included and that the non-recoverable message part is not
empty, as needed by the attack. In this case, the recoverable message part is
between �n − �Hash − 27 and �n − �Hash − 20 bits long.

The scheme employs two predetermined sets of strings for padding and mask-
ing (see the standards document for the specific values):

– {Pad4, . . . , Pad11}, a prefix-free set where for each u, ‖Padu‖ = u, and where
the leftmost bit of each string is 0;

– {Mask4, . . . , Mask11}, a set where for each u, ‖Masku‖ = �n − �Hash − u − 16.

An IS 9796-2:1997 signature on a recoverable message part M1 and a non-
recoverable message part M2, for the conditions just mentioned, is a value s
where 0 ≤ s < n/2 such that

(±se mod n) ⇐⇒ Padu.(M1 ⊕ Masku).H.HashID.cc︸ ︷︷ ︸
�n bits

for some u such that 4 ≤ u ≤ 11 where H = Hash(M1.M2). (The “±” indicates
that the correspondence must hold for either se mod n or (n − se) mod n.)

The attack is as follows:

1. Generate s uniformly at random in {0, . . . , (n − 1)/2}.
2. Let t = se mod n.
3. If t ≡ 12 (mod 16), then let m = t; if t ≡ n − 12 (mod 16), then let

m = n − t. Otherwise, go to step 1.
4. Let T be the �n-bit string corresponding to m.
5. If T is formatted correctly as T = Padu.M ′

1.H.HashID.cc for some u such
that 4 ≤ u < 11, then parse T to obtain M ′

1, H and HashID. If not, go to
step 1.

6. If HashID 
= WeakHashID, go to step 1.
7. Let M1 = M ′

1 ⊕ Masku.
8. Find M2 such that WeakHash(M1.M2) = H.
9. Output M1, M2 and s.

The probability that step 3 succeeds is about 1/8. Since each possible value
of m in step 3 corresponds to a different and unique value of s and the value
of s in step 1 is uniformly distributed in {1, . . . , (n − 1)/2}, the value of m in
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step 3 is uniformly distributed in the subset of {1, . . . , n − 1} congruent to 12
modulo 16.

For steps 5 and 6 to succeed, the string T in step 5 must begin with one of the
eight padding strings and end with WeakHashID.cc. Since for each u, ‖Padu‖ = u
and the leftmost bit of Padu is 0, the probability that T begins with Padu is at
least 2−u. The probability that T begins with one of the eight padding strings
is thus at least

11∑
u=4

2−u ≈ 1
8

.

The probability that T ends with WeakHashID.cc, given that m ≡ 12 (mod 16),
is about 2−12. Thus, the probability that an iteration of steps 1–7 succeeds is at
least about (1/8)(1/8)2−12 = 2−18, so the expected number of iterations is at
most about 218. The cost of the attack is thus about 218 exponentiations, plus
the time to invert the weak hash function.

3.2 GQ Signatures in IS 14888-2:1999

We next consider the signature scheme with appendix in IS 14888-2:1999 [11],
which is based on the Guillou-Quisquater (GQ) identification scheme [6].

Let n be a composite modulus and let v be an integer relatively prime to
Φ(n) where v > 1. The public key is an integer y ∈ {1, . . . , n − 1}. In IS 14888-2,
as in the original GQ scheme, the public key y is based on the identity of the
user, but this property is not relevant to our attack.

An IS 14888-2:1999 signature on a message M is a pair (r, s) where 0 ≤ r < n
and 1 ≤ s < n such that

r = H.HashID

where H = Hash(Π.M) and Π = yrsv mod n.
The attack is as follows:

1. Select any s ∈ {1, . . . , n − 1}, and any hash value H.
2. Format r as r = H.WeakHashID.
3. Find M such that WeakHash(Π||M) = H.
4. Output M and (r, s).

In contrast to the other attacks in this section that involve multiple iterations,
one iteration is sufficient.

In this attack, the opponent has total control over the hash value H. Thus it
may be possible to forge signatures if the hash function is weak only for certain
hash values H, even if it is still strong for random hash values.

3.3 Nyberg-Rueppel Signatures in IS 9796-3:2000

We finally consider the signature scheme giving message recovery in IS 9796-
3:2000 [12], which is based on the Nyberg-Rueppel signature scheme [19]. We
present the discrete logarithm version of the scheme, but similar results apply
to the elliptic curve version.
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Let p and q be odd primes where q|(p−1) and let g be an element of Z∗
p with

multiplicative order q. The public key is an element y ∈ Z∗
p where y = gx mod p

for some x ∈ {2, . . . , q − 1} . Let �q = �log2 q� + 1 be the length in bits of
the prime q. In this scheme, the bit length of the hash value, �Hash, must be a
multiple of 8.

As in Section 3.1, we focus on the situation that a hash function identifier
is included and that the non-recoverable message part is not empty, in which
case the recoverable message part is �(�q − 1)/8� − �Hash/8 − 1 bytes long. Let
u = ((�q − 1) mod 8) + 1.

An IS 9796-3:2000 signature on a recoverable message part M1 and a non-
recoverable message part M2, for the conditions just mentioned, is a pair (r, s)
where 1 ≤ r < q and 0 ≤ s < q such that

((r − Π) mod q) ⇐⇒ 0u.H.HashID.M1︸ ︷︷ ︸
�q bits

where H = Hash(‖M1‖.‖M2‖.M1.M2.Π) and Π = gsyr mod p.
The attack is as follows:

1. Generate r ∈ {1, . . . , q − 1} and s ∈ {0, . . . , q − 1} uniformly at random.
2. Let Π = gsyr mod p.
3. Let m = (r − Π) mod q.
4. Let T be the �q-bit string corresponding to m.
5. If T is formatted correctly as T = 0u.H.HashID.M1, then parse T to obtain

H, HashID and M1. If not, go to step 1.
6. If HashID 
= WeakHashID, go to step 1.
7. Find M2 such that WeakHash(M1.M2) = H.
8. Output M1, M2 and (r, s).

For steps 5 and 6 to succeed, the string T in step 5 must begin with 0u and
end with WeakHashID. Assuming that m in step 3 is uniformly distributed in
{0, . . . , q − 1}, the probability that T has the correct format is at least 2−(u+8).
Thus the expected number of iterations of steps 1–6 at most 2u+8, which is at
most 216.

4 Other Signature Schemes with Firewalls

We now consider additional signature schemes with hash function firewalls and
discuss the applicability of weak hash function attacks to each one.

4.1 RSA/RW Signatures in ANSI X9.31

We first consider the signature scheme with appendix in ANSI X9.31 [1], which,
like the scheme in IS 9796-2, can be based on either the RSA or the Rabin-
Williams cryptosystem. As before, we will focus on the RSA version.

Let the notation be as in Section 3.1, except that only one padding string is
defined, Padu where u = �n − �Hash − 16, a string of bit length u with leftmost
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bit 0. Let v = �n − u. (Actually, ANSI X9.31 employs a different padding string
if M is the empty string, but this difference does not affect the result.)

The ANSI X9.31 signature is a value s where 0 ≤ s < n/2 such that

(±se mod n) ⇐⇒ Padu.H.HashID.cc︸ ︷︷ ︸
�n bits

where H = Hash(M).
One approach to a weak hash function attack is to generate s at random

until the equation is satisfied. This will take at most about 2u+15 iterations.
However, with the parameters in ANSI X9.31 – a 160-bit hash value and at least
a 1024-bit modulus – u is at least 848, so the attack is infeasible.

Another approach, relevant when e is small (say, e = 3 for RSA or e = 2
for RW) is to take integer eth roots. Let α be the integer corresponding to the
string Padu. Considering only the “+” case, the verification equation requires,
among other conditions, that

α2v ≤ se < (α + 1)2v.

To ensure that there is at least one integer s satisfying this inequality, α should
be no more than about c2v/(e−1) where c = e(e−1)/e. This means that u should
be no more than about �n/e, so again the attack is infeasible for the parameters
in ANSI X9.31. Simple extensions of this attack, such as considering the “−”
case or adding multiples of n to the target, offer at best a linear improvement in
the probability of success. Thus, it appears that the firewall in the ANSI X9.31
signature scheme is strong for typical parameter choices, although we have no
proof that this is the case.

4.2 RSA Signatures in PKCS #1 v1.5

We next consider the signature scheme with appendix in PKCS #1 v1.5 [23]
(supported in subsequent versions), which is based on the RSA cryptosystem.

Again, let the notation be as in Section 3.1 except that padding strings are
defined only for u ≥ 88 where u ≡ 0 (mod 8). Let HashIDLong, a byte string,
be a variable-length hash function identifier and let �HashIDLong denote its length
in bits.

The signature is a value s where 0 ≤ s < n such that

se mod n ⇐⇒ Padu.HashIDLong.H︸ ︷︷ ︸
�n bits

where u = �n − �HashIDLong − �Hash and H = Hash(M).
As above, it is not feasible to attack the scheme for typical parameter choices

by generating s at random or by taking integer eth roots, since typical
HashIDLong values are relatively short (e.g., 15–19 bytes). Thus, it again ap-
pears that the firewall is strong for typical parameter choices and �HashIDLong
values, although again we have no proof.

For the purposes of attack, however, there is no reason we must match an
existing �HashIDLong value. This is true as well in the other attacks, but in those
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attacks we only had up to 256 choices, all the same length. Here, we have an
essentially unlimited number of choices of variable length. Moreover, as discussed
further below, except for a short header, a prefix identifying the organization
assigning the identifier, and a short trailer, the identifiers can be mostly random.

This leads to the following basic attack, which is a variant of the one in
Section 3.1:
1. Generate s uniformly at random in {0, . . . , �(n − 1)1/3�}.
2. Let m = se. (This is over the integers.)
3. Let T be the �n-bit string corresponding to m.
4. If T is formatted correctly as T = Padu.NewHashIDLong.H for some u such

that u ≥ 88 and u ≡ 0 (mod 8), where NewHashIDLong is a syntactically
correct (and potentially new) hash function identifier, then parse T to obtain
NewHashIDLong and H. If not, go to step 1.

5. Find M such that WeakHash(M) = H.
6. Output M , s and NewHashIDLong.

The expected number of iterations of steps 1–4 depends on the probability
that T has the correct structure in step 4. Given that u ≥ 88, the probability
will be fairly small. However, the attack can readily be improved by generating
s near the eth root of α2v where α is the integer corresponding to Padu and
v = �n − u, for some u. As in Section 4.1, u should be no more than about
�n/e. If e = 3, this means that NewHashIDLong will need to be somewhat less
than two thirds the length of the modulus. As an additional improvement, one
can include the hash function identifier’s header and prefix in α. The resulting
attack will then require only a small number of iterations.

We can extend this line of attack by restricting attention to values of s such
that se ≡ β (mod 2�Hash), where β is the integer corresponding to a predeter-
mined hash value. If e is odd, this involves an eth root modulo 2�Hash , which is
easy to compute, and we have s ≡ β1/e (mod 2�Hash). Because H is predeter-
mined, an opponent can apply this attack against a strong hash function.

Such forgeries are easy to obtain, and we offer an example based on the SHA-
256 hash function [18] with a 2048-bit RSA modulus (the particular modulus
doesn’t matter, only its length) and public exponent e = 3. Let

M = “abc”
H = Hash(M) = ba7816bf 8f01cfea 414140de 5dae2223

b00361a3 96177a9c b410ff61 f20015ad

In PKCS #1 v1.5, we have

Pad88 = 0001ffff ffffffff ffff00

so we want to find a signature s such that

s3 ⇐⇒ Pad88.NewHashIDLong.H︸ ︷︷ ︸
�n bits

for some hash function identifier. The hash function identifier in our example
will be 2048 − 88 − 256 = 1704 bits long, and will have the following form:

NewHashIDLong = 3001f230 01cd0601 c8︸ ︷︷ ︸
header

.Prefix.Z. 05000420︸ ︷︷ ︸
trailer



On Hash Function Firewalls in Signature Schemes 11

For the example, we will choose the prefix employed by RSA Security Inc. when
registering hash functions:

Prefix = 2a864886 f70d02,

although any other valid prefix would do just as well. The intermediate string Z
is restricted only in that the leftmost bit of its rightmost byte should be 0.

Let α and β be the integers corresponding to the high and low ends of the
target value:

α ⇐⇒ 0001ffff ffffffff ffff0030 01f23001 cd0601c8 2a864886 f70d02

β ⇐⇒ 05000420 ba7816bf 8f01cfea 414140de 5dae2223 b00361a3

96177a9c b410ff61 f20015ad

To find the signature, we compute s0 and s1 as

s0 ≡ β1/3 (mod 2288)
s1 = 
(α2968)�

and let s = s12288 + s0. With high probability, m = s3 will have the correct
format. If not, we can replace s1 by s1 + 1 and try again. In our example, we
obtained the following solution:

s ⇐⇒ 32cbfd4a 7adc7905 583d74e5 2ca1423a ff0270e9 10024eae

2460604c c64061aa 40fe53a5 5356533e 51cd254a a365b7e9

6eb980df 10cb219c 0f9d889d 849b95f8 d1bad59d adb8c65e

873681eb d71b33e9 1db2bed4 95

The resulting, valid but rather suspicious hash function identifier is

NewHashIDLong = 3001f230 01cd0601 c82a8648 86f70d02 00000000

00000000 00000000 00000000 00000000 00000030

4775b412 25df67cf 96248910 8f7b5f9d 077c8bc2

f3c981ed 0cfe67fa 8d63a5da b8d081c9 e9c3d417

cf96035d cf7ef23d 08b10670 587dffe4 55edbd8f

3a666ccc 251ddf71 2b44db81 2fb2061f c233f06d

cf1ec019 c55e364d 4e9d2070 254bd041 219f3c66

9cb696f3 d8bf37bc 136b3c45 a9a1a1a3 6e163be5

cdfa0ae7 c394114b 321ab520 bb25a558 95db62bc

ecd007c3 e629030e 203bd6dc 13893d30 2bebaa90

c36d82e9 c0b5168c 4f050004 20

These attacks have the very interesting property that they depend only on
the length of the modulus and the public exponent – not on the modulus itself.
Thus a forged signature works with any public key of appropriate modulus length
and public exponent; no particular signer needs to be targeted. However, if the
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hash function is strong, the attack will yield a signature on only one message for
each new hash function identifier.

To effect these “chosen-hash-identifier” attacks, the opponent must propa-
gate NewHashIDLong as a new hash function identifier, for instance in standards
documents. Because most identifiers are short and structured, the opponent may
need to explain the length and randomness of the value. Also, presumably, the
hash function will already be fairly widely implemented. Thus, the opponent will
need to explain why a new hash function identifier is needed. One story: “Be-
fore this hash function’s official identifier was published, we generated a random
one to avoid collisions with other identifiers. Some of our software supports the
random one. Please use it for interoperability.”

4.3 RSA/RW-PSS Signatures in IEEE P1363a

We finally consider the RSA/RW-PSS signature schemes, which are based on a
general construction that supports signatures with message recovery and with
appendix. The construction is included in the current draft of IEEE P1363a [8].
As usual, we will focus on the RSA version.

Let the notation be as in Section 3.1, and let �R denote the length of the
salt value associated with the scheme (typically, either 0 or �Hash). Let G(H, �)
denote a mask generation function mapping a hash value H to a bit string of
length �.

For convenience, we will consider the signature scheme with appendix as a
special case of the general construction where the recoverable message part M1
is the empty string.

We focus initially on the specification of the scheme in the situation that a
hash function identifier is included. In this case, the recoverable message part
can be up to �n − �R − �Hash − 18 bits long, independent of the length of the
non-recoverable message part M2.

The signature is a value s where 0 ≤ s < n such that

(±se mod n) ⇐⇒ 01.D.H.HashID.cc︸ ︷︷ ︸
�n bits

where

D = G(H, �n − �Hash − 17) ⊕ (0u.11.M1.R),
H = Hash(‖M1‖.M1.Hash(M2).R),

u = �n − �R − ‖M1‖ − �Hash − 18, and R is an �R-bit string1. (The “±” term is
optional; a verifier may accept only the “+” case.)

If there is no lower bound on u, this scheme is vulnerable to a weak hash
function attack similar to the one in Section 3.1; the expected number of it-
erations at most about 216. However, compared to IS 9796-2:1997, the length
of the recoverable message part can vary over a wider range when the non-
recoverable message is present. Thus, an implementation that is concerned about
1 In the actual scheme, the output of G is processed slightly differently for implemen-

tation convenience: an integral multiple of 8 bits is generated, and the leading bits
are removed. This does not affect our results.
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weak hash function attacks can impose a lower maximum on the length of M1,
say ‖M1‖ ≤ �n − �R − �Hash − 82, so that the minimum value of u is 64 and the
expected number of iterations is at least about 280.

In the signature scheme with appendix, ‖M1‖ = 0, so u is large for typical
parameters, and an attack is infeasible.

The scheme as just described has an explicit hash function firewall. We now
argue that even without a hash function identifier, the scheme offers an im-
plicit, probabilistic firewall if the mask generation function depends on the hash
function and ‖M1‖ is bounded. In this variant, the right side of the signature
equation is 01.D.H.bc, and D is eight bits longer.

Let GWeakHash be a mask generation function based on a predetermined hash
function WeakHash. Let s be an existing signature generated with a strong hash
function under private key K. We want to show that it is unlikely that s ∈
ΣK [WeakHash]. Let D be the value computed in the signature equation for s
with the strong hash function. If the length of the hash value is the same for
the weak hash function as for the strong one, then in order for s to be a valid
signature for WeakHash, we need

GWeakHash(H) = D ⊕ (0u′
.11.M ′

1.R′)

for some u′, M ′
1 and R′. Since D is from a signature generated with a strong

hash function, it is presumably random. If u is sufficiently larger than �Hash, it is
unlikely that GWeakHash(H) has the correct output, as can be shown by a simple
counting argument. This holds even though the hash function is weak, as long
as the hash function is selected before the signature. (Similar analysis applies if
the lengths of the hash values are different.)

If the hash function is specified after the signature, it is possible that an
opponent can ‘concoct’ the hash function so that GWeakHash(H) matches the
required output, but if we allow opponents to introduce completely new hash
functions, many more serious attacks become possible.

5 Conclusions

We have shown that a hash function firewall, while protecting existing signatures,
does not necessarily prevent an opponent from producing new signatures with a
weak hash function.

Our results are primarily theoretical, since the hash functions typically em-
ployed do not have any weaknesses sufficient to enable an attack. Furthermore,
the forged signatures produced by our attacks are generally easy to detect (ex-
cept for the IS 14888-2:1999 scheme), since something will appear suspicious,
whether the recoverable message part (too random), the signature (too short),
or the hash function identifier (too strange).

We believe that the ISO/IEC standards should be revised. For instance, IS
14888-2 states,

“The hash-function identifier shall be included in the hash-token unless
the hash-function is uniquely determined by the signature mechanism or
by the domain parameters” (Clause 7.3, emphasis added).
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Given these results, the statement should be reversed:

“The hash-function shall be uniquely determined by the signature mech-
anism or by the domain parameters even if the hash-function identifier
is included in the hash-function.”

Similarly, IS 9796-3’s list of options (see Section 1.1) should be reordered, as
option b) carries more risk than option c). The revised version of IS 9796-2 [13]
provides a more accurate discussion.

The import of our results is a challenge to the false sense of security that
may have been associated with hash function firewalls. Hash function firewalls
were first proposed in a context where existential forgery of (hash-token, sig-
nature) pairs is difficult, due to the formatting of the hash-token. The firewalls
were subsequently adopted in other contexts where existential forgery is easy,
thus leading to the attack. The lack of any formal model around hash function
firewalls has also contributed to the situation.

Hash function identification is one example of the decisions that must be
made when interpreting a digital signature. An even more important decision is
which signature scheme to apply, and this is not necessarily implied by the type
of public key alone. Furthermore, the verifier must decide on how to interpret the
message, since different messages may have the same byte string representation
and only the byte string is signed by the underlying digital signature scheme.
Message interpretation and the choice of signature scheme both especially de-
pend on infrastructure protection, and we believe that the determination of hash
function is better left to the infrastructure as well.
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A DSA Signatures with a Hash ID

In the Digital Signature Standard [17], the Digital Signature Algorithm (DSA)
is combined only with the Secure Hash Algorithm 1 (SHA-1), so hash function
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identification is not an issue. Other specifications based on DSA, such as IEEE
Std 1363-2000 [7], allow alternate hash functions but do not include a hash
function identifier.

In a February 1992 letter to NIST commenting on the then-proposed Digital
Signature Standard, this author suggested adding a hash function firewall to
DSA, but with only a preliminary security analysis. We show here why such an
extension would need to be done carefully. Our results also apply to ECDSA [2].

Let the notation be as in Section 3.3.
We consider an extension to DSA where the hash function identifier is ap-

pended to the hash value. A similar analysis could be applied to a scheme where
the identifier is prepended.

We assume that the hash values for all the hash functions supported by
the signer and verifier are the same length, t bits long, so that the value m is
in {0, . . . , 2t+8 − 1}. To have a firewall among all 28 possible identified hash
functions, we need q ≥ 2t+8; otherwise, hash values corresponding to different
hash functions might yield the same hash-token modulo q.

In our extension to DSA, a signature on a message M is a pair (r, s) where
0 ≤ r < q and 1 ≤ s < q such that

r = (gayb mod p) mod q

where a = ms−1 mod q, b = rs−1 mod q, and

m ⇐⇒ H.HashID︸ ︷︷ ︸
(t+8) bits

where H = Hash(M).
The attack is as follows (this is modeled after the existential forgery presented

by ElGamal on the ElGamal signature scheme [5]):
1. Generate a ∈ {0, . . . , q − 1} and b ∈ {1, . . . , q − 1} uniformly at random.
2. Let r = (yagb mod p) mod q.
3. Let s = rb−1 mod q. If s = 0, go to step 1.
4. Let m = as mod q.
5. Let T be the (t + 8)-bit string corresponding to m. If If m ≥ 2t+8, go to step

1.
6. Parse T as T = H.HashID.
7. If HashID 
= WeakHashID, go to step 1.
8. Find M such that WeakHash(M) = H.
9. Output M and (r, s).

Assuming that m in step 5 is uniformly distributed in {0, . . . , q − 1}, the
probability that m < 2t+8 in step 5 is 2t+8/q. The value of m in step 7 is thus
uniformly distributed in {0, . . . , 2t+8 − 1}, so the probability that HashID =
WeakHashID in step 7 is 2−8. The probability that an iteration of steps 1–7
succeeds is thus 2t/q, so the expected number of iterations is q/2t. (We ignore
the rare event that s = 0 in step 3.)

To avoid the attack, q should be at least about 23t/2 so that the number of
iterations is about 2t/2, which is comparable to finding collisions in the hash
function. Of course, such a large q will mean more computation for the signer
and the verifier.
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Abstract. In this paper we show that, paradoxically, what looks like
a “universal improvement” or a “straight-forward improvement” which
enables better security and better reliability on a theoretical level, may
in fact, within certain operational contexts, introduce new exposures
and attacks, resulting in a weaker operational cryptosystem. We demon-
strate a number of such dangerous “improvements”. This implies that
careful considerations should be given to the fact that an implemented
cryptosystem exists within certain operational environments (which may
enable certain types of tampering and other observed information chan-
nels via faults, side-channel attacks or behavior of system operators).
We use our case studies to draw conclusions about certain investigations
required in studying implementations and suggested improvements of
cryptosystems; looking at them in the context of their operating envi-
ronments (combined with their potential adversarial settings). We call
these investigations observability analysis.
Keywords: Security analysis, observability, cryptanalysis, implement-
ations, side-channel attacks, fault analysis, robustness, cryptosystems.

1 Introduction

The aim of this paper is to highlight that, contrary to the common belief, some
popular measures which were suggested to enhance the reliability and security
of a basic cryptosystem introduce new attacks, often more insidious (and thus
more difficult to identify). These enhancements, paradoxically, result in a pos-
sibly weaker operational system. The attacks are applicable within a working
� Supported in part by the Computer & Communication Research Laboratories, In-

dustrial Technology Research Institute, Republic of China.

B. Preneel (Ed.): CT-RSA 2002, LNCS 2271, pp. 17–29, 2002.
c© Springer-Verlag Berlin Heidelberg 2002



18 Marc Joye et al.

environment and an attack model. In particular, we consider adversaries which
may inject faults (as was first suggested in [8]), but ones with “limited-feedback
channel”. Namely, adversaries which receive only a limited feedback from the
system (e.g., an indication about the case of fault, which may be observed due
to change of behavior of components or parties within the system). The adver-
saries do not get actual outputs of the decryption device. We also employ such
adversaries which introduce faults into ciphertexts (as in [5]), and ones which
perform power analysis [21].

Our test case is the RSA system. In fact, RSA is undoubtedly the most widely
used and accepted public-key cryptosystem. Owing to this popularity, it is also
perhaps the most cryptanalyzed system [7]. Furthermore, many optimizations
and improvement measures are known for it. Therefore, exposures resulting from
improper use of RSA seem nowadays to be minimal, which contrast with our
results. We note that we have chosen the RSA system for concreteness, the same
conclusion may remain valid for various other cryptosystems, as well. We believe
that our examples are quite basic yet demonstrative and educational.

We note that we do not attempt to claim that we are the first to notice that
improvements of an aspect of a system may actually cause problems when the
system is analyzed from another angle. In addition, what we call ”a paradox” in
the sequel, may not always be viewed as a paradox by experienced readers. Yet,
we feel that reporting on systematic failures of seemingly universal improvements
which, in fact, introduce problems (in certain adversarial settings) is important,
regardless of the exact terminology used to describe the phenomena.

Notations. Throughout the paper, the public RSA modulus will be denoted by
n = pq for two secret primes p and q; the public encryption key (resp. secret
decryption key) will denoted by e (resp. d).

Organization of the Paper. In the next section, we review a simple precaution
suggested to avoid the leakage of secrets due to faults in the context of RSA. We
then show that this method (or any other method with similar logic behind it, in
particular the one suggested for CRT-based RSA) which protects against such
leakages, paradoxically, may also be used to recover some secret information.
Section 3 illustrates that the optimal asymmetric encryption padding (OAEP)
proposed by Bellare and Rogaway, which is certainly one of the best methods
currently available to encrypt with RSA (chosen-ciphertext secure in the random
oracle model), paradoxically, is susceptible to some attacks (in some settings)
which do not apply to the plain RSA encryption (i.e., the RSA primitive). In
Section 4, we show that the same conclusion holds for the so-called ‘RSA for
paranoids’, a stronger variant of RSA. Namely, using the stronger RSA version
(in conjunction with some provably secure padding) introduces new exposures.
Finally, we would like to resolve the “seemingly paradox phenomenon” and in-
deed we conclude in Section 5 where we explain the underlying issues behind
the “paradoxes” where certain exposures which may be observable are in fact a
result of an “improved” operational decryption mechanism. (This conclusion is,
in fact, independent of and more important than whether the reader will con-
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sider our case studies to be really paradoxical or merely “seemingly paradoxical”
examples!). We suggest a way to view and analyze possible implementations in
light of observable events which may lead to activating possible countermeasures.

2 The Case of Added Reliability:
RSA Enhanced with Fault Analysis Prevention

2.1 How to Implement the RSA?

RSA in Standard Mode. The decryption process in the (plain) RSA goes as
follows. Given a ciphertext c = me mod n, one recovers the plaintext as m =
cd mod n.

Suppose that an error occurs during the computation of m = cd mod n;
more precisely, suppose that one bit of d, say bit dj , has flipped (let d′ denote
the corrupted value of d). It is then very easy to recover the flipped bit and its
value [3,8,17]. The decryption process will yield m′ = cd′

mod n instead of m.
Let d =

∑k−1
i=0 di 2i denote the binary expansion of d. Since

d′ =
k−1∑

i=0
(i �=j)

di 2i + dj 2j = d + (dj − dj)2j

it follows that

(m′)e

c
≡ ce(dj−dj)2j ≡

{
ce 2j

(mod n) if dj = 0 ,
1/ce 2j

(mod n) if dj = 1 .
(1)

Therefore if an adversary can get access to the value of m′, she can recover
the bit dj by exhaustively testing whether (m′)e/c ≡ c±e 2j

(mod n) for some
0 ≤ j ≤ k − 1. This attack readily extends to the case where several bits of
secret exponent d have flipped. As noted by Kaliski [19], such an attack is easily
defeated by checking whether the decrypted message, m′, satisfies (m′)e ≡ c
(mod n) and outputting the plaintext message m = m′ if and only if the com-
parison is successful.

RSA in CRT Mode. The RSA decryption can be speeded up by a factor of 4
using Chinese remaindering (CRT) [25]. From c = me mod n, the corresponding
plaintext m is recovered as

m = mp + p[p−1(mq − mp) mod q] (2)

where mp = cdp mod p, mq = cdq mod q, dp = d mod (p − 1), and dq = d mod
(q − 1).

An error within the CRT mode of operation has much more devastating
consequences than within the standard mode. Suppose that the computation
modulo p is corrupted (we let m′

p denote the corrupted value) while the com-
putation modulo q is not. Then from Eq. (2), the CRT recombination will yield
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m′ = m′
p + p[p−1(mq − m′

p) mod q] instead of m. Since m �≡ m′ (mod p) and
m ≡ m′ (mod q), it follows that the gcd(m′ e − c (mod n), n) gives the secret
factor q [15], whereas the original fault analysis idea is presented in [8]. Note that
this attack is stronger than the previous one: there is no particular assumption
on the kind of (induced) errors; the attack is successful as soon as there is an
error (any error) during the exponentiation modulo one prime factor. Note also
that this attack can be used by an adversary to break the system only if she can
get access to the value of m′.

An elegant method to protect against such kind of failure models was sug-
gested by Shamir at the rump session of EUROCRYPT ’97, see Adi Shamir’s
patent [29] and [30] (see also [16]). From a randomly chosen small integer r, the
decryption algorithm first computes mrp = cdrp mod rp and mrq = cdrq mod rq
(where drp = d mod φ(rp) and drq = d mod φ(rq)). Then if mrp �≡ mrq (mod r),
an error has occurred and the system outputs an error message1; otherwise the
computations are supposed correct and the plaintext m is recovered by applying
Chinese remaindering on mp = mrp mod p and mq = mrq mod q (see Eq. (2)).
The probability that an error is undetected is equal to 1/r. For example, if r is
a 20-bit integer, this probability is already smaller than 10−6. The advantage of
Shamir’s countermeasure resides in its universality: it is applicable even when
the value of e is not available.

2.2 First Paradox

From the above discussion, it appears that the right way to implement the RSA
primitive is to use Chinese remaindering (for efficiency) along with Shamir coun-
termeasure (for security in the induced-fault model). However, as we will see,
the conclusion is not so straight-forward. The introduction of Shamir’s counter-
measure, or more generally of any other method for detecting errors, makes the
system irregular : it now behaves differently depending on whether the computa-
tions are error-free or not, namely it outputs the correct decryption or an error
message, respectively. The system may thus be used as an oracle to try to col-
lect some secret information. The next paragraph sketches a possible method to
devise such an oracle for many existing implementations of the RSA primitive.
See [32] for details and further discussions.

The adversarial setting is the induced-fault model with limited-feedback chan-
nel. We assume that an adversary is merely an observer who only knows whether
a ciphertext decrypts correctly or not, and that she has no access to the corre-
sponding plaintext m (or m′). This assumption is much weaker than in the case
of an attacker who chooses plaintexts and ciphertexts and such weaker attack is
more likely to occur, making the system more vulnerable. We will next outline
an attack which in this situation will demonstrate that:

“A more reliable system (i.e., designed to detect faults) may, in fact, be
weaker”.

1 Remark that if the decryption algorithm attempts to recompute the answer, this will
take a longer time to complete the computation and will be revealed by a timing
analysis.
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Input: c, d = (dk−1, . . . , d0)2, n

Output: A = cd mod n

a.1 A ← 1; B ← c
a.2 for i from 0 to k − 1
a.3 if (di = 1) then A ← A B mod n

a.4 B ← B2 mod n
a.5 endfor

(a) Square-and-multiply.

Input: A = (At−1, . . . , A0)2ω , B, n
Output: R = A B mod n

b.1 R ← 0
b.2 for j from t − 1 downto 0
b.3 R ← (R 2ω + AjB) mod n
b.4 endfor

(b) Interleaved multiplication.

Fig. 1. RSA exponentiation.

Let us, next, review the attack. RSA exponentiation is usually implemented
with the square-and-multiply technique (Fig. 1a) where multiplication and mod-
ular reduction are interleaved to fit the word-size Ω = 2ω (Fig. 1b) (e.g., see [20]).
Imagine that an adversary wants to guess the value of the ith bit di of the decryp-
tion exponent d 2. Suppose that di = 1, the interleaved multiplication A B mod n
(Line a.3, Fig. 1) is thus performed at iteration i. Suppose furthermore that one
or several bits of error are introduced into the more significant positions of reg-
ister A, or more precisely into some words Aj for j > jτ where jτ represents
the current value of counter j (Line b.2, Fig. 1) when the faulty bits are intro-
duced. Since the words containing the errors are no longer required for the next
iterations (i.e., for j = jτ , jτ − 1, . . . , 0, Line b.2, Fig. 1), the computation of
R = A B mod n will be correct. Moreover, since R is restored into register A,
A ← A B mod n (Line a.3, Fig. 1), the error located in register A will be cleared
and the final result cd mod n will be correct, too. Conversely, if the value of bit
di was 0, then the interleaved multiplication (Line a.3, Fig. 1) is bypassed at
iteration i and the errors induced into register A will not be cleared, resulting
in an incorrect value for the final result cd mod n. Remember that we made the
explicit assumption that the adversary knows whether a ciphertext decrypts cor-
rectly or not. So, by inducing faulty bits as previously described, she knows the
value of bit di according to whether the decryption algorithm returns an error
message or not.

Let us emphasize again that if Shamir’s countermeasure (or any other means
to detect errors) was not implemented, then the adversary would not be able to
guess the correct value of di because, due to the limited feedback she is allowed
to have, she does not know whether a ciphertext decrypts correctly or not. In
this case, the only way for her to recover the value of di is to raise the value of
cd mod n returned by the decryption algorithm o the e and compare it with the
original value of c; if they match then di = 1, otherwise di = 0. However, this
supposes a much stronger assumption. Namely that (besides inducing faults) the
adversary has access to the (raw) decrypted values of many ciphertexts, which,
in most cases, is quite unrealistic.

2 Here d has to be understood as the secret exponent involved in the exponentiation.
It stands for the decryption key d in standard mode and for dp = d mod (p − 1) (or
dq = d mod (q − 1)) in CRT mode.
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3 The Case of Added Robustness to Stronger Attacks:
Optimal Asymmetric Encryption Padding

In this section we will again consider the induced-fault attack model and the
same passive attacker who is an observer of the system’s reaction.

3.1 How to Encrypt with RSA?

Recall that there is a big difference between the RSA primitive also called plain
RSA encryption (that is, the modular exponentiation function f : x �→ f(x) =
xe mod n) and an RSA encryption scheme (that is, a particular way to use the
RSA primitive to encrypt a message). Plain RSA encryption is definitively not
a reasonable way to encrypt with RSA: as observed by Goldwasser and Micali
[14], an encryption scheme had better be probabilistic. This stems from the fact
that a deterministic scheme does not offer, in essence, the desired property of
indistinguishability. Informally, indistinguishability is defined as the adversary’s
inability to make the difference between the encryptions of bits ‘0’ and ‘1’, or
more generally, given a challenge ciphertext, to learn any information about the
corresponding plaintext. This does not imply that the converse is necessarily
true: Bleichenbacher [5] has shown that the (probabilistic) encryption standard
RSA PKCS #1 v1.5 does not achieve indistinguishability and exploited this fail-
ure to mount a chosen ciphertext attack on some interactive key establishment
protocols (e.g., SSL) constructed from it. Other problems of plain schemes are
presented in [9]. The commonly recommended way to encrypt with RSA is the
Optimal Asymmetric Encryption Padding (OAEP) by Bellare and Rogaway [4]
(which was claimed to achieve chosen-ciphertext security [26])3. This method was
supported by the RSA standardization process [6] following the Bleichenbacher
attack. It was then published as RSA PKCS #1 v2.0, which will be followed by
the IEEE and ANSI X9 standards.

A simplified version of OAEP (called basic embedding scheme in [4]) goes as
follows. Let k = �log2(n)�. A message m < 2k−k0 is encrypted as

c =
(

m ⊕ G(r)
∥∥∥ r ⊕ H

(
m ⊕ G(r)

))e

mod n (3)

for a (public) “generator” function G : {0, 1}k0 → {0, 1}k−k0 , a (public) hash
function H : {0, 1}k−k0 → {0, 1}k0 and where r is a random integer uniformly
chosen in {0, 1}k0 . To decrypt the ciphertext c, the decryption algorithm com-
putes x := cd mod n. Then setting x0 to the k0 least significant bits of x and x1
to the remaining bits of x (i.e., x = x1‖x0), it computes r′ = x0 ⊕ H(x1) and
returns x1 ⊕ G(r′) as the plaintext message corresponding to c.

OAEP differs from the above in that some extra bits are padded: they
are used to check the integrity of the message. In particular, OAEP achieves
3 Recently, Shoup [31] has shown that the original proof was enough to claim only

security against a non-adaptive adversary [23], and a new proof of security was
constructed [12].
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plaintext-awareness, that is, informally, the impossibility of producing a cipher-
text without the knowledge of the corresponding plaintext, a random oracle
property which implies chosen-ciphertext security. Let again k = �log2(n)�. To
encrypt a message m < 2k−k0−k1 , choose a random integer r in {0, 1}k0 and
compute

c =
(

m{0}k1 ⊕ G(r)
∥∥∥ r ⊕ H

(
m{0}k1 ⊕ G(r)

))e

mod n (4)

for G : {0, 1}k0 → {0, 1}k−k0 and H : {0, 1}k−k0 → {0, 1}k0 . Then, given c,
the decryption algorithm computes x = cd mod n and sets x0 to the k0 least
significant bits of x and x1 to the the remaining bits of x (i.e., x = x1‖x0).
Next, it computes r′ = x0 ⊕ H(x1) and y = x1 ⊕ G(r′), and sets y0 to the k1
least significant bits of y and y1 to the remaining bits of y (i.e., y = y1‖y0). If
y0 = {0}k1 then it returns y1 as plaintext; otherwise it returns an error message.

3.2 Second Paradox

Here too, we see that the decryption algorithm acts as an oracle. Hence as
in Section 2, we suppose that the RSA exponentiation is carried out with an
algorithm such as the one depicted in Fig. 1, then by introducing some errors,
an adversary is able to recover the value of the bits di of the secret decryption
key d according to the decryption is possible or not. It is worth remarking that
the “basic embedding scheme” (see Eq. (3)) or even the plain RSA encryption
are not susceptible to this attack because they do not check the integrity4. In
those two cases, the adversary must have access to the decrypted value, encrypt
it and finally compare it to the initial ciphertext to guess the value of di; with
OAEP, the value of di is deduced from the only knowledge that an error message
is returned or not, the knowledge of the decrypted value is not necessary. We
thus have a second paradox:

“A more robust implementation (i.e., secure against active attacks) may,
in fact, be weaker.”

3.3 Setting-Dependent Robustness in Another Case

The attacks described in this section (and in Section 2 and the subsequent para-
doxes) assume some variants of the induced-fault model of [8]. However, the
idea that improving a system to increase its robustness in one sense may not
suffice for other considerations can be widely applicable (regardless of the specific
model). In fact, we can draw exactly this conclusion by considering a model where
the decryption is carried out by a device which is really tamper-proof (and no
faults are possible). Our attack follows the recent attack by Manger [22] against
(some implementations of) RSA PKCS #1 v2.0 combined with the power analy-
sis of [21]. RSA PKCS #1 v2.0 [1] is a slight variation of OAEP where the most
4 Note, however, that we do not suggest to use a weaker form of encryption for many

other reasons.
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significant byte (MSB) of the encoded message, m̃, being encrypted is forced to
00h to ensure that the resulting padding is always smaller than modulus n.

Current implementations of the decryption operation decrypt c to get m̃ =
cd mod n, check whether the first byte of m̃ is zero and if so, check the OAEP
integrity of m̃. If both verifications are successful, the plaintext message m corre-
sponding to m̃ is output; otherwise, there is an error message. If we can distin-
guish between an error resulting from a too large message (i.e., MSB(m̃) �= 00h)
and an error resulting from an incorrect decoding, then a chosen ciphertext at-
tack similar in spirit to that of Bleichenbacher [5] can be mounted (see [22] for
details).

The trivial solution consists of course in making the two error messages iden-
tical, as already recommended in the PKCS #1 v2.0 standard (cf. [1, § 7.1.2]).
The last PKCS #1 v2.1 draft [2] explicitly requests to made the two kinds of
error indistinguishable; in particular, it insists that the execution time of the
decryption operation (timing channel) must not reveal whether the first byte is
00h or not. So, it is suggested that, in the case of MSB(m̃) �= 00h, to proceed to
the OAEP integrity check by setting m̃ to a string of zero octants. However, such
an “improved” solution is not satisfactory in all respects, since it is very likely
that power analysis (power consumption channel) will reveal information as the
power consumption is related to the manipulated data, making it easy to dis-
tinguish between the zero string (when MSB(m̃) �= 00h) and a random-looking
string m̃ (when MSB(m̃) = 00h).

4 The Case of Increased Security Parameter:
Unbalanced RSA

We now return to investigate a seemingly paradoxical situation. Actually, this
section shows that a seemingly improved variant of RSA is subject to somewhat
stronger attacks in the physical sense, since they can be mounted remotely.
Namely, we increase the attacker’s power to choose ciphertexts, which she can
“transmit only remotely” (with or without errors) to the device; at the same time
we limit the adversary’s device tampering power as before to be an observer of
the error messages (and not allowing it access to decrypted values).

4.1 RSA for Paranoids

The security of the RSA system is based on the difficulty of factoring large inte-
gers. Therefore, a larger modulus offers further security, at the expense, however,
of a larger computational effort. A good compromise is to use an unbalanced RSA
modulus [28], that is, a modulus n = pq where p, q are primes and q � p (e.g.,
|p| = 500 bits and |q| = 4500 bits). The best factorization algorithms [24] cannot
take advantage of these special moduli and they thus seem as secure as mod-
uli constructed from the product of two 2500-bit primes. Shamir [28] observed
that if the plaintext m being encrypted is smaller than p, then, from the cor-
responding ciphertext c = me mod n, it can be recovered as m = cdp mod p
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(where dp = d mod (p − 1)). This follows immediately from Eq. (2) by noting
that m = m mod p = mp. The resulting system is called RSA for paranoids.

4.2 Third Paradox

Is the name ‘RSA for paranoids’ really justified? If a plaintext m larger than p
is encrypted (let c′ = me mod n denote the corresponding ciphertext), then the
decryption gives m′ = c′dp mod p = m mod p �= m. Consequently, gcd(m−m′, n)
gives the secret prime p and the system is broken [13]. Note that this can only
be turned into an active attack if the adversary can get access to the value of m′,
which, as in the previous sections, may be considered an unrealistic assumption
in many cases.

The usual way to prevent such an attack is to enhance the purely algebraic
“plain” scheme and add redundancy and randomness to the plaintext prior to en-
cryption. The redundancy enables one to check the integrity of the plaintext and
the randomness serves to avoid many drawbacks inherent to any deterministic
encryption algorithm (cf. Section 3). We thus assume that the system is im-
plemented using an appropriate embedding of the kind of OAEP5 (or any other
applicable variant thereof); the main point being that the decryption system “in-
ternally” checks the integrity of the plaintexts (and assures message awareness
even against active attacks).

Thus, as before, we now make the weaker assumption that the adversary
only knows whether a ciphertext can be decrypted or not, but in no way, can she
get access to a decrypted value. However, we allow her to choose ciphertexts.
The attack demonstrates our principle of observing behavior under an oracle.
Technically, it follows the basic properties shown in [13] (see also [18]).

Since the plaintexts being encrypted must be smaller than p, we set k =
�log2(p)� in the OAEP description given by Eq. (4):

OAEP(m) = m{0}k1 ⊕ G(r)︸ ︷︷ ︸
k − k0 bits

∥∥∥ r ⊕ H
(
m{0}k1 ⊕ G(r)

)
︸ ︷︷ ︸

k0 bits

for a message m ∈ {0, 1}k−k0−k1 and a random r ∈ {0, 1}k0 , where G : {0, 1}k0 →
{0, 1}k−k0 and H : {0, 1}k−k0 → {0, 1}k0 . The adversary can fix the value of the
(k + 1 − k0 − k1) most significant bits of OAEP(m) by an appropriate choice for
message m: if she wants that these bits represent a chosen value T , she simply
sets m = T ⊕ [G(r)]k−k0−k1 where [G(r)]k−k0−k1 denotes the (k − k0 − k1)
most significant bits of G(r). Futhermore, the adversary is not restricted to
probe with valid messages; she can choose an m out of the prescribed range
(i.e., m ≥ 2k−k0−k1) so that OAEP(m) will be a (k + 1)-bit number or more.
Consequently, the adversary has a total control on all the bits of OAEP(m)
except the (k0 + k1) least significant ones. From this observation, we will now
5 Remark that OAEP, as is, does not apply to ‘RSA for paranoids’ since its usage is

limited to permutations. One has to use, for example, the more general construction
of [11].
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explain how she can recover the (k + 1 − k0 − k1) most significant bits of the
secret prime p. The remaining bits of p may be found by appropriate choices for
r, exhaustion or more elaborated techniques (e.g., [10]).

As the value of k is public, the adversary knows that p lies in the interval I0 =(
2k, 2k+1

)
. Then she chooses an m so that its OAEP embedding x0 := OAEP(m)

belongs to I0 and computes the corresponding ciphertext c0 = x0
e mod n. If

c0 can be decrypted6 then she knows that x0 < p; otherwise (i.e., if an error
message is returned) she knows that x0 ≥ p. She then reiterates the process with
the interval I1 =

(
x0, 2k+1

)
or I1 =

(
2k, x0

]
, respectively, with a new message

each time. And so on. . . until the (k + 1 − k0 − k1) most significant bits of p are
disclosed. Note that this attack does not make sense in the standard RSA; that
is, when the decryption is computed modulo n = pq. So, in this view, the RSA
for paranoids with a 5000-bit RSA modulus (|p| = 500 bits and |q| = 4500 bits)
is weaker than the standard RSA using a 1000-bit modulus where |p| = |q| = 500
bits. Hence, the paradox:

“A stronger system with increased length parameters (which possibly
make the underlying problem harder) may, in fact, be weaker.”

5 Conclusions

What we saw are three improvements that actually in some operational setting
induce exposures (vulnerabilities). In each of the three cases, we show that there
are implementation environments where:

1. Increasing Reliability may weaken the system;
2. Improving Security and Robustness to attacks (OAEP) may weaken the

system;
3. Improving certain security parameters (especially if the growth is not uni-

form in all parameters) may weaken the system.

The thesis put forth and demonstrated in this paper is that a system exists
within certain operational environment which may enable adversaries to tamper
and perform other (somewhat limited) observations regarding the system’s op-
erations. Paradoxically, what looks like a “universal improvement” or “straight-
forward improvement” which enables better security and better reliability, may
in fact, within these specific operational contexts, introduce new exposures and
attacks.

Where do the paradoxes come from? Given the attack, one notices that the
improved “more secure and reliable system” takes additional computational mea-
sures to improve itself. However, these measures may increase the observability
of the system w.r.t. certain (possibly newly) introduced “events”. Under certain
allowed attack scenarios (interaction with the implemented environment) this
increased observability in fact makes the systems less smooth in the sense that
6 The attack supposes that the decryption algorithm does not check, implicitly or

explicitly, that the decrypted m is < 2k−k0−k1 (see [18, Section 3]).
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the events (reported by the oracle) reveal the inner workings. The adversary in
the less smooth operation mode can play with or observe the increased set of
possible events. This, in turn, may enable her to break the system. On the other
hand, the system without the improvement may operate more smoothly and
produce less noticeable differences in reported events, thus not enabling attacks
as above. It is expected that as cryptography becomes very strong, future adver-
saries will concentrate on exploiting observable events and information emitted
by the working environment. The basic rule which may resolve the paradoxes
can (informally) be stated as follows:

“A stronger system whose operation, however, is less smooth than a
weaker counterpart (namely where its interaction with the adversarial
environment enables enhanced “observability” of events which reflect on
its inner workings), may, in fact, be weaker.”

In conclusion, the natural belief that obvious straight-forward security im-
provements are always good (namely, are universal) is a fallacy. In fact, security
measures are context sensitive, especially when we consider the full cycle of a
cryptographic system (design, implementation, and operation). The interplay of
the basic design with the implementation and operational environment and the
potential adversaries in each stage should be considered very carefully in the
deployment of actual working systems. While the above issue may have been
implicitly noticed earlier, our examples demonstrate it on quite modern state-
of-the-art constructions. We feel that the notion of “event observability” and its
implied exposures and weaknesses have to be taken into consideration when ana-
lyzing the security of a working cryptosystem. Our investigation points out that
one should conduct what may be called “observability analysis” of the working
environment, analyzing events under an expected or reasonable (well modeled)
set of exposures. It should then be made sure that the potentially observable
events are not made available to the possible adversary (by either technical,
physical or operational measures).
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Abstract. An optimal upper bound for the number of iterations and
precise bounds for the output are established for the version of Mont-
gomery Modular Multiplication from which conditional statements have
been eliminated. The removal of such statements is done to avoid timing
attacks on embedded cryptosystems but it can mean greater execution
time. Unfortunately, this inefficiency is close to its maximal for standard
RSA key lengths such as 512 or 1024 bits. Certain such keys are then
potentially subject to attack using differential power analysis. These keys
are identified, but they are rare and the danger is minimal. The improved
bounds, however, lead to consequent savings in hardware.
Key words: Cryptography, RSA cryptosystem, Montgomery modular
multiplication, differential power analysis, DPA.

1 Introduction
Modular multiplication forms the basis of RSA encryption [11], El-Gamal en-
cryption [5], and Diffie-Hellman key exchange [2] as well as many other crypto-
graphic functions. One algorithm which is particularly efficient for such multi-
plication is that of Peter Montgomery [9]. Since the algorithm makes modular
adjustments unrelated to the magnitude of the accumulating partial product,
precise bounds on its output are of interest in order to determine how much
space is required for operands and also how many iterations of its main loop
need to be performed.

If M is the modulus in question, it is easy to show that the main loop of
Montgomery’s algorithm will generate an output less than 2M if the inputs sat-
isfy that same condition and enough iterations are done [3]. Thus exponentiation
can be performed more simply by omitting the final conditional subtraction of
M from each multiplication until the last one. However, with standard choices of
RSA key length, such as 512 or 1024 bits, 2M usually exceeds the word length by
just 1 bit. Hence, for efficiency reasons, the conditional subtractions are usually
included.

But, recent studies of embedded cryptographic systems have revealed the
importance of eliminating conditional statements from code because they may
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enable timing attacks to be mounted [7]. For example, the conditional subtrac-
tion of M occurs with different probability during an exponentiation depending
on whether the operation being performed is a square or a multiplication [13].
This can lead to the recovery of the secret key. So, in [12] it was shown that
all conditional statements, even the very last one, can be removed from expo-
nentiation code using Montgomery modular multiplication if sufficiently many
iterations are performed. Hachez and Quisquater [6] subsequently showed that
the sufficient conditions given in [12] can lead to an excessive number of itera-
tions. In fact, the problem only arises close to word boundaries.

The main purpose of this paper is to improve further on the efficiency issues
which arise from [6] and [12]. Specifically, we establish the precise conditions for
avoiding unnecessary iterations, and for selecting optimal hardware for certain
common modulus lengths. Unfortunately, inefficiency turns out to be close to its
maximum for standard RSA key lengths such as 512 or 1024 bits. For such key
lengths the normal 2M bound yields a topmost “overflow” digit of either 0 or 1.
Because of the different power used during multiplication by zero and non-zero
words, this could lead to an attack on the cryptosystem using differential power
analysis (DPA) [8], [14]. A secondary aim of this paper is therefore to identify
the moduli for which this is a risk and assess the danger. The very fortunate
conclusion is that almost all standard keys are safe from this form of DPA attack,
and for those which are vulnerable the risk is extremely small. As a by-product,
we show that hardware savings are possible for all standard RSA moduli by
ensuring that the output has the same number of digits as the modulus.

2 Montgomery Modular Multiplication (MMM)

For the notation, suppose the crypto-system is supported by a multiplier that
performs k-bit × k-bit multiplications. Let r = 2k. The i+1st digit of A in base
r will be written A[i] and so the value of A is A =

∑n−1
i=0 A[i]ri if it has n digits.

Then the appropriate form of the MMM algorithm is as below. It excludes the
usual final conditional statement:

If P >= M then P <- P-M

which would be applied when the inputs A and B are less than M .

Montgomery’s Modular Multiplication Algorithm (MMM)

{ Pre-conditions: A has n digits base r, each in the range 0 to r−1,
and M is prime to r. }

P <- 0 ;
For i <- 0 to n-1 do
Begin

q <- (-M-1(P+A[i]B)) mod r ;
P <- (P + A[i]B + qM) div r ;
{ Invariant: 0 ≤ P < M + B }

End
{ Post-conditions: Prn ≡ A×B mod M , ABr−n ≤ P < M+ABr−n}
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Here M−1 denotes the multiplicative inverse modulo r. The computation of q is
done with the multiplier using the lowest digits of M , P and B, and provides
a result in the range 0 to r−1. The choice ensures exact divisibility by r in the
second line of the loop. So the MMM procedure computes A×B mod M with
some shift, which is readily seen to be rn because there are n iterations. Clearly
P < M+B is a loop invariant because it holds initially and, assuming it holds
at the end of one iteration, it must hold at the end of the next iteration because

(P+A[i]B+qM) div r < ((M+B) + (r−1)B + (r−1)M)/r = M + B

In particular, it must also hold on termination.
To achieve an output bound of 2M when A and B are bounded above by

2M , it may be necessary to perform extra iterations, i.e. to increase n. Thus, if n
is big enough that A[n−1] ≤ (r−2)/2 then, with working as above, the bound on
the final output becomes M+B/2, which is at most 2M . But, for standard RSA
key lengths, many of the inputs A can be expected to have the same number
of bits as M , and hence the top non-zero digit of A is often likely to equal or
exceed r/2. It therefore seems that an additional iteration with a zero digit of
A is necessary to achieve the usual output bound of 2M .

However, a more precise output bound is claimed in the above code for MMM.
Thus, let αi =

∑i−1
j=0 A[j]rj−i. Then, by induction, αi+1 = (αi+A[i])/r < 1 for

all i. We will now prove that the loop invariant

αi+1B ≤ P < M+αi+1B

holds at the end of the iteration involving A[i]. Let Pi+1 denote the value of P
at this point and let qi be the value of q set during the iteration. Prior to the
loop commencement, the property α0B = 0 = P0 < M = M+α0B holds. This
starts the proof by induction. For the inductive step,

αi+1B = (αiB + A[i]B)/r
≤ (Pi + A[i]B + qiM)/r
= (Pi + A[i]B + qiM) div r
= Pi+1

and
Pi+1 = (Pi + A[i]B + qiM) div r

= (Pi + A[i]B + qiM)/r
< ((M+αiB) + A[i]B + (r−1)M)/r
= M + αi+1B

At the end of the last iteration, αn = Ar−n, and so the loop invariant provides:

Theorem 1. ABr−n ≤ P < M+ABr−n is a post-condition of MMM.

An alternative derivation of this can be obtained via the partial quotient
formed from the successive values of the digit q. Using the same notation, define
γi =

∑i−1
j=0 qjrj−i. Then it is easy to see that the invariant

Pi = αi×B + γi×M
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holds at the start of the loop iteration [4]. As in the case of αi, γi satisifes
0 ≤ γi < 1 for all i. Therefore taking i = n for the invariant at the end of the
final iteration yields Theorem 11.

The theorem improves on 0 ≤ P < M+B because Ar−n < 1, and it is
substantially better if A has zero or non-maximal top digits. It is also the best
possible bound in the sense that it places the output in an interval of length
M , which is the smallest interval containing a member of each residue class.
Indeed, it determines the output P uniquely up to its residue class. Without
some knowledge of the residue class of AB and hence of the digits q, this could
not be improved.

Notice that the digits of A are processed from least to most significant. So, if
it is initially in redundant form, A can be converted on-line to the non-redundant
form required. Also, we could represent B and M with radix 2l rather than 2k

and use a k×l-bit multiplier for computing the new value for P . Then the bits
of B and M are consumed l bits at a time, propagating carries, and yielding a
non-redundant output. Usually dedicated hardware does either that or uses 2k
full length digit-parallel additions to compute P in a single clock cycle giving a
redundant output.

3 Stability

In the context of exponentiation, the output needs to satisfy the same upper
bounds as are required for the inputs so that it can be fed straight back in as
another input. Under such conditions, the output will remain bounded. Let this
bound be (1+λ)M . Then P < M+ABr−n ≤ (1+λ)M delivers the requirement
for stability, namely M + (1+λ)2M2r−n ≤ (1+λ)M , i.e.

(1+λ)2Mr−n ≤ λ (1)

Solving for λ we obtain

2−1rn(1−
√

1−4Mr−n) ≤ (1+λ)M ≤ 2−1rn(1+
√

1−4Mr−n) (2)

In particular, this needs to have real roots, i.e. 4M ≤ rn. But this suffices for
the existence of a suitable λ and so for the stability of its use in exponentiation.
Hence

Theorem 2. MMM preserves an input bound (1+λ)M at output whenever 4M
< rn and λ satisfies (1).

This theorem therefore determines the minimal number of iterations n which
MMM must perform in order to obtain a stable exponentiation process, namely
the least value of n which satisfies the given inequality. Thus, assuming an initial
input less than M ,

– Exponentiation using MMM will converge if MMM consumes at least two
more bits of A than there are bits in M .

1 Incidentally, if Mi is chosen such that MiM ≡ 1 mod ri then γir
i = ((−αir

i)×
B×Mi) mod ri.
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Now it is clear that if the top of M is not close to a word boundary (i.e. at least
2 bits away from the next one) then the extra iteration with a zero digit of A,
which was applied in [12], is unnecessary. Specifically, the condition used there
was 2M < rn−1. That condition was improved in [6] to M < rn−1 when r ≥ 4.
The new bound represents an improvement on both: on [12] when r > 2, and on
[6] when r > 4.

Typically r = 28, 216 or 232. In the last case, with a standard 512-bit RSA
modulus, 17 iterations are performed on 17 digit numbers, whereas with a 510-
bit modulus only 16 iterations would be performed on 16-digit numbers. In both
cases, the intermediate calculations actually involve 17 digit numbers, but one
might still question whether the extra 2 bits in the modulus to achieve a standard
key length are worth the probable extra 61

4 % (= 17/16−1) processing time. The
most efficient cases of MMM occur when the key length has two fewer bits than
a multiple of the word or digit size because an extra iteration is not required.

A standard RSA configuration has a modulus which satisfies 1
2 rn−1 < M <

rn−1. Prior to concerns about DPA, MMM for this case would have been term-
inated after n−1 iterations and, if the output had P [n−1] �= 0, a subtraction
of M would be performed. Consequently, inputs bounded above by rn−1 would
generate outputs also bounded above by rn−1 because of the loop invariant
P < M+B. We will show that, although the extra iteration is still necessary
in order to remove the conditional subtraction and the extra digit is needed for
intermediate calculations, at least the extra digit can be avoided in the output.

4 Partial Product Bounds

The extreme values for the I/O bound (1+λ)M may be of interest i) for designing
hardware and ii) for determining allowable input for the multiplier. Assume M
satisfies the inequality of Theorem 2. It is readily verified from (1) that λ = 1 is
always an acceptable value, so that if A and B are bounded by 2M then so will
be the output P . This viewpoint, using λ, provides a very tight bound on the
number of bits required for P in terms of those used in M . In a similar vein, it
is easy to check that if A and B are bounded by 1

2 rn then the associated value
of λ satisfies (1) and so the output P is also bounded by 1

2 rn. This alternative
viewpoint provides bounds on the number of digits required for P . Since the
extreme values of λ in (2) coincide for 4M = rn at λ = 1 where (1+λ)M = 1

2 rn,
these values are in some sense the only ones which will work for every acceptable
modulus satisfying the condition of Theorem 2.

Intermediate values of P are bounded by M+αiB, and hence by M+B and
therefore by (2+λ)M . So,

Theorem 3. Suppose the modulus M in MMM satisfies 4M < rn. If inputs
A and B are bounded above by 2M (resp. 1

2 rn), then the output P is simi-
larly bounded above by 2M (resp. 1

2 rn). Moreover, intermediate values of P are
bounded above by 3

4 rn.

For n satisfying the condition given in the theorem, this determines n as
the maximum number of digits needed to represent the various numbers. If n
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is also the number of digits in M then n is the exact number of digits required
for intermediate and final values of P in MMM. Otherwise, the computations
require one more digit than M has. So M lies between 1

4 rn−1 and rn−1. This is
the case which usually arises for standard RSA key lengths. In the next section
we consider inter alia whether the extra nth digit is really necessary in such
cases. The answer is surprising.

5 Differential Power Analysis Attacks

Cryptosystems may be vulnerable to timing or differential power attacks [8].
Having eliminated any conditional statements from MMM, it is now necessary
to consider transition cases where digits might acquire particular values with
frequencies which are measurable using power variations. When the value of
n has had to be increased because 4M has just exceeded a power of r, a large
proportion of very small top digit values can be expected to occur in intermediate
results and in final products. These might usefully be partitioned into zero and
non-zero values as a basis for an attack. Of particular interest are the cases
of standard key sizes, such as 512, 768 or 1024 bits when, as usual, they are
multiples of the word length k. Since 2M is a bound on the output, we find that
the top digit is either 0 or 1. This might well provide exactly the handle that an
attacker needs to break the cryptosystem.

Using the same method as described in [14], power or EMR traces from a
number of digit-by-digit products can be combined from the same long integer
multiplication in order to determine whether or not the leading digit of either
input is zero. Alternatively, the Hamming weight of the digit might be measured
as it travels along the bus to or from memory. The frequencies of zero and non-
zero top digits might then be obtained for each long integer multiplication in an
exponentiation. The theory presented by Walter & Thompson in [13] shows that
the frequency of a zero top digit will be different for squares and multiplications.
(Integrating over the probability density functions for the values of the inputs
provides a coefficient 1

2 × 1
2 = 1

4 in the case of a multiplication, and a coefficient
1
3 for a square.) This enables squares and multiplications to be distinguished and
hence secret key bits to be read from the frequency chart if a sufficiently näıve
implementation of exponentiation is used, even if Rivest’s method is applied
to blinding the input text [1,10]. However, this attack depends on non-zero top
digits appearing with sufficient frequency for this difference to be easily measured
and for the result to be very reliable for each decision.

Software was constructed for MMM in order to check the theory and gauge
the quantity of data that might leak if very small top digit values could be
detected. In particular, the frequency of the top digit being non-zero was of
interest when M satisfied the most common situation, namely M < rn−1 < 2M .
This revealed that the top digit does not behave as if the distribution of outputs
were fairly uniform in the range [0..2M ], as one might have expected from the
usual 2M bound on I/O. Indeed, we will now show that

– in such standard circumstances the top output digit from MMM is non-zero
only very exceptionally.
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In fact, the final iteration, which was only just necessary, performs in effect an
extra shift down of the AB term in the upper bound M+ABr−n, making it much
smaller than the M component. Thus, from the property P < M+ABr−n <
M+4M2r−n of inputs less than 2M , one can deduce that the output satisfies P <
rn−1 if M+4M2r−n < rn−1. Using the Taylor series expansion for (1+16r−1)1/2

shows that this condition is satisfied when M < rn−1(1−4r−1). So,

Theorem 4. For inputs less than 2M and n satisfying the condition of Theorem
2, the property M < rn−1(1−4r−1) guarantees that the output of MMM satisfies
P < rn−1.

Of course, for M close to this upper bound, outputs re-used as inputs satisfy a
better bound than 2M . So it makes sense to see under what conditions (n−1)-
digit inputs will provide (n−1)-digit outputs. In this case, with similar working
to that just given, the condition that needs to be satisfied is M+rn−2 < rn−1.
Hence,

Theorem 5. For inputs of n−1 digits and M satisfying the property M <
rn−1(1−r−1) the output of MMM also has at most n−1 digits.

For standard configurations using recommended RSA key lengths and typical
off-the-shelf multipliers, n satisfies 1

2 rn−1 < M < rn−1, giving the most signifi-
cant non-zero digit of M in the interval [1

2 r, r−1]. So the condition in Theorem 5
will hold almost always because the exception requires the top digit of M to be
r−1 and the probability of this is only 1 in 2k−1. This is certainly unlikely for 16-
or 32- bit digits, though occasionally the case if only 8-bit words are employed.

Hence, under standard conditions, a DPA attack which attacks “overflow”
output digits in the way described above is unlikely to succeed because the top
non-zero digit of M will usually have an unsuitable value. Of course, the same
cannot be claimed if M occupies n digits and its topmost digit is just 1. As
in the standard case, 2M is a poor upper bound for the inputs and outputs
during an RSA exponentiation. The width of the interval in inequality (2) is still
reasonably large, enabling λ to be chosen fairly small. This will again provide an
upper bound only marginally larger than M and average output values close to
M/2 so that in the region of half the outputs will be expected to have a non-zero
top digit. Hence the DPA attack might become feasible.

Between these two situations, consider the exceptional case with rn−1(1−r−1)
< M < rn−1. This is, in fact, the only case for which the inputs and outputs will
have a different number of digits from the modulus M . By taking the maximum
lower bound for (1+λ)M given in inequality (1), namely when M = rn−1, we
know that 2−1rn(1−√

1−4r−1) is an upper bound which will hold for the output
if it holds for the inputs. Using the Taylor series expansion for

√
1−x, we obtain

rn−1+rn−2+2rn−3+5rn−4+14rn−5+... as a suitable bound on inputs which is
preserved. Since the residues mod M are expected to be uniformly distributed,
we can expect at most r−1+2r−2+5r−3+14r−4+... of the outputs to be greater
than rn−1, i.e. to have a non-zero nth digit. Probably less than half this number
will occur because such outputs duplicate residues mod M which are less than
rn−1.
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So, for an 8-bit multiplier, r = 256 would enable such non-zero digits to be
detected with sufficient frequency for squares and multiplications to be distin-
guished only if at least several thousand exponentiations were performed. Even
then, for a given multiplicative operation in the exponentiation scheme, only
several tens of top digits will be non-zero over the whole sample. The natu-
ral variance will mean that the frequency of these non-zero digits will not be
sufficiently stable to distinguish reliably between squares and multiplies in the
exponentiation. Hence it will be very hard to determine the bits of the secret ex-
ponent unless other data is available. For a 12-bit or larger multiplier, a standard
lifetime bound of 10k exponentiations would certainly make such distinctions im-
possible. In such cases, one could afford to re-introduce a conditional subtraction
to keep the result of modular multiplication less than rn−1:

If M[n-1] = 0 and P[n-1] �= 0 then P <- P-M

Although this leads to rare timing variations, little is lost if power or EMR
variations reveal these cases anyway. Of course, if the modulus is known to the
attacker and is seen to be one of these exceptional cases, and the input text is
not blinded and individual conditional subtractions can be observed, then the
attacker simply has to simulate the exponentiation, determine whether a square
or a multiplication would generate an observed subtraction and progressively
reconstruct the exponent from this information. Hence, as a matter of course,
the input should be blinded by, for example, multiplying it by a random number
before the exponentiation and performing an appropriate division afterwards
[10].

One can conclude that, in general, key lengths which are multiples of the
multiplier word length are close to the least efficient as far as Montgomery mul-
tiplication is concerned, but that they are usually no less safe. Potentially unsafe
moduli have been identified, but any lack of security should only affect poorly
designed implementations with very small multipliers, such as 8-bit multipliers.
If these exceptional moduli are excluded or an appropriate conditional subtrac-
tion included for them, then hardware savings can be made by not implementing
the digit of index n for the output register.

6 Exponentiation

A consequence of the extra, unwanted factor r−n in the MMM output is that
every exponentiation has to perform pre- and post- processing. A pre-computed
value for r2n mod M is Montgomery-multiplied with the initial text T requiring
exponentiation. This introduces an extra factor of rn mod M to the result
of every subsequent multiplication compared to the result obtained if classical
modular multiplication were performed instead. To remove this extra factor, a
final Montgomery multiplication by 1 is performed. In [12] it was observed that
taking A = 1 in the version of MMM there produced a result less than M , which
therefore needed no further conditional subtraction.

Here, taking A = 1 gives a bound P < M+Br−n which, when combined
with B < 2M < 1

2 rn, yields P ≤ M , as before, because P is an integer. Of
course, P = M means the initial text T must have satisfied T ≡ 0 mod M . In
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the context of cryptography, T must be less than M . Undoubtedly it should not
equal 0, but if it were, then every intermediate result would also be 0, giving 0
as the final output. So here also, with the better value for n than [12] or [6],

Theorem 6. For inputs less than 2M and n satisfying the condition of Theorem
2, a conditional final subtraction to obtain a result in the interval [0, M−1] is
unnecessary in exponentiation using the above version of the MMM algorithm
with the usual pre- and post- processing.

7 Conclusion

By obtaining the best possible bounds on the output, we have shown exactly how
many iterations are necessary in an implementation of Montgomery’s modular
multiplication algorithm in order to avoid the conditional statements which may
be subject to timing attacks in cryptographic hardware. This includes eliminat-
ing the final conditional subtraction from an exponentiation in which the usual
pre- and post- processing of the Montgomery constant rn mod M occurs.

The investigation suggested that it might be both cryptanalytically unsafe
and inefficient to use certain moduli which have standard key lengths, as these
are normally equal to a multiple of the multiplier word length. However, the
potentially weak moduli have been identified as a very small set and the weakness
shown to be very slight: the security of these weaker moduli is only in question
from DPA attacks where a small multiplier is used in an implementation without
input blinding.

For standard RSA configurations, the conditional statements are avoided by a
single extra iteration of the multiplication algorithm. If the weaker moduli can be
avoided completely then the output has the same number of digits as the modulus
and some hardware savings can be made. But, if the weaker moduli cannot be
avoided then, in combination with input blinding, a conditional statement can
be safely re-introduced to keep the output to the same number of digits as the
modulus so that the hardware savings can still be made.
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Abstract. This work describes a fully scalable hardware architecture for
modular multiplication which is efficient for an arbitrary bit length. This
solution uses a systolic array implementation and can be used for arbitary
precision without any modification. This notion of scalability includes
both, freedom in choice of operand precision as well as adaptability to
any desired gate complexity. We present modular exponentiation based
on Montgomery’s method without any modular reduction achieving the
best possible bound according to C. Walter. Even more, this tight bound
appeared to be practical in our architecture. The described systolic array
architecture is unique, being scalable in several parameters and resulting
in a class of exponentiation engines. The data provided in the figures
and tables are believed to be new, providing a practical dimension of
this work.

Keywords: Montgomery multiplication, modular exponentiation, sys-
tolic array, performance model, scalability

1 Introduction

In 1985 Peter Montgomery introduced a new method for modular multiplication
([17]). This operation is widely used in most cryptographic protocols (public and
private key cryptography). Modular multiplication is also the basis of modular
exponentiation, which is used in RSA protocols. The approach of Montgomery
avoids the time consuming trial division that is a common bottleneck of other
algorithms. His method proved to be very efficient and is the basis of many
implementations of modular multiplication, both in software and hardware. In
this paper we look at a hardware implementation.

RSA is the most popular public key cryptosystem nowadays. However, one
cannot deny the attractiveness of Elliptic Curve Cryptography (ECC) when
compared to other public-key cryptosystems. ECC allows shorter certificates
and higher speed and appears to be less vulnerable to side-channel attacks than
RSA cryptosystem. For these and many other reasons a vast amount of research
is focused on more efficient and more secure implementation of modular multi-
plication in hardware.

B. Preneel (Ed.): CT-RSA 2002, LNCS 2271, pp. 40–52, 2002.
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Efficient implementation in hardware was considered by many authors such
as [10], [2], [5] and [18]. A systolic array architecture is one possibility of doing
public key cryptography in hardware. Various solutions for systolic arrays were
proposed in the past ten years, for example [22], [4], [10], [24] and [20], but no
implementations have been reported to our knowledge (see also [3]).

Our contribution is in combining a systolic array architecture, which is as-
sumed to be the best choice for hardware on current ICs, with a Montgomery
based RSA implementation, achieving the same notion of scalability as intro-
duced in [2]. Namely, the architecture presented here, when compared with [2]
is scalable in both design and implementation. In practice this means that even
a once fixed architecture always remains with completely flexible precision. Fur-
thermore, the design explained in [2] is not purely a systolic array, which makes
this architecture unique.

Nevertheless, unlike most of the previously mentioned work we are also pre-
senting a missing chain between theory and practice. The data provided in Sec-
tion 6 present actual state of art in the scalable systolic array architecture doing
Montgomery Method. This design has proven to be a widely applicable and
secure cryptographic device.

The remainder of this paper is organized as follows. Section 2 gives a sur-
vey of previous work on systolic arrays and Montgomery based operations in
hardware. In Section 3, we introduce the architecture of the targeted platform.
Section 4 gives the underlying methods invented by Peter Montgomery in detail
and some comments on the bound condition for avoiding subtraction at the end
of every exponentiation step introduced by C. Walter ([23]). Section 5 describes a
performance model and explains some trade-offs between area and performance.
In Section 6 we illustrate the theory with practical results by providing per-
formance figures. These data stand in favour of this new notion of scalability,
introduced in this work. Remarks on security are given in Section 7. Conclusions
and benchmarks for future work conclude the paper.

2 Previous Work

This section reviews some of the most relevant previous contributions in this
area. Hardware for implementing the Modular Multiplication Method (MMM)
is presented in [4] and [14]. The authors have shown how to use hardware much
more efficient in order to perform this operation relevant for most cryptographic
algorithms. However, the work of Iwamura et al. ([8], [9]) are the first ones
to our knowledge presenting the systolic array which can execute a modular
exponentiation operation using Montgomery modular multiplication. The same
authors were also first to introduce the idea of a scalable architecture. They did
not name this idea scalability, but they suggest the design’s ability to cope with
various precision in bits.

The first definition of scalability is given in [2]. The authors introduced a
pipelined Montgomery multiplier, which has the ability to work on any given
operand precision and is adjustable to any chip area. The first feature they
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call scalability and treat as unique in comparison to other designs. Apparently,
the architecture described in that work is not purely systolic and has a fla-
vor of serial-parallel implementation ([18]). On the other hand, the architecture
presented here is the first purely systolic and scalable design for Montgomery
multiplication. In [5] the same design methodology is used to obtain a dual-field
mulitplier without compromising scalability. That multiplier would have obvi-
ous benefits for vast applications of public key cryptography. In our architecture
various lengths in operands are all efficient in practice. This means that ECC
as well as RSA can be performed very fast on the same piece of hardware. We
provide data to support this claim in tables and figures of Section 6.

Iwamura et al. [10] considered the usual bottleneck for hardware implement-
ations of Montgomery’s algorithm, i.e. the fact that the number of output bits
may exceed the number of input bits. They derived the bound R > 2n+2 for
R = 2r and concluded that r = n + 2, is the minimum possible value for which
the examination of the size of the output each time the Montgomery method
is executed, may be omitted. Here, n is the maximal number of bits for N , so
N < 2n. This bound can be further improved to the condition R > 4N , which
is according to work presented in [23], assumed to be the best possible bound in
practice. In Section 4 this will be explained in detail. The idea of splitting both
input numbers X and Y into digits is also from [10]. The work of C. Walter offers
many useful results for Montgomery’s techniques. In [21], which is further im-
proved in [23], he showed that the Montgomery exponentiation method requires
no final subtraction, which is very important for fast implementation. Another
benefit is that conditional statements, which may be subject to side-channel at-
tacks such as timing attack, power analysis attack etc. may be omitted. Some
other results considering constant time implementations which is presumed a
first step towards secure hardware solutions are proposed in [7]. However, the
result presented in [23] is the best achieved for the bound issue. In this work we
prove that it is also practical.

3 Systolic Array and Scalability

As an example of this architecture we introduce the PCC-ISES ([15], [1]) as an
integrated circuit with a design which is very suitable for modular multiplication.
This design contains two identical Large Number Arithmetic Units (LNAU),
each designed as a systolic array. This array is one-dimensional and consists of
a fixed number of Processing Elements (PEs). In the remainder of this paper P
denotes the number of PEs. For the sake of completeness a short description of
this platform is given.

3.1 32-Bit Platform: PCC-ISES

PCC-ISES (Figure 1) has the following characteristics: Embedded Cryptographic
Accelerators with 2 LNAU’s (Figure 2) capable of performing up to 2048-bit
modular arithmetic, Embedded microprocessor ARM7, 128 KB embedded RAM,
and other features required for various cryptographic applications.
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Fig. 1. Architecture of PCC-ISES.

It is well known that modular multiplication in a large prime field is the most
time consuming operation in RSA and elliptic curve arithmetic. The two LNAUs
of the PCC-ISES provide extremely fast modular exponentiation. Specific com-
mands are defined for modular multiplication and exponentiation, which can be
used by the ARM7 processor to access the modular exponentiator. This hard-
ware accelerator can perform two modular multiplication operations at the same
time, which provides the possibility of implementing RSA algorithms in parallel.
The same holds for ECC.

In addition, PCC-ISES has a true random number generator (TRNG) and
SHA-1, which are necessary components for implementing various cryptographic
algorithms such as ECDSA, DSA and RSA signature. TRNG, SHA-1, and the
modular multiplication are implemented in separate hardware modules, so the
ARM7 processor is also fully available for embedded application software.

3.2 Systolic Array

For modular multiplication Montgomery’s method is chosen and the notation is
as follows:

Mont(X, Y ) = XY R−1 mod N
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Fig. 2. Large Number Arithmetic Unit of the PCC-ISES.

For the remainder of the paper we call this product the Montgomery function
with arguments X and Y. The systolic array consists of a fixed number of PEs
(Figure 2). A FIFO memory is added to the design for scalability. A PE contains
some adders and multipliers that can process α bits of X and β bits of Y (α
and β are not necessarily of the same length) in one clock cycle. So, in one
clock cycle a number of additions and multiplications can be performed which
differs from relevant work of other authors. More precisely, in each PE, within
this architecture, one loop of the multiplication algorithm is performed in one
cycle. Each PE calculates Tj+xiyj+miNj

2α in each clock cycle (Algorithm 1). Other
authors usually consider one addition or multiplication in one cycle.

3.3 Scalability

An arithmetic unit is scalable if: ”the unit can be reused or replicated in order to
generate long-precision results independly of the data path precision for which
the unit was originally designed” ([2]). In further work the authors maintain this
definition of scalability.

Our architecture is also scalable according to the previous definition. If the
operands are ”too large” to fit in the available number of PEs the intermediate
result of the last PE is fed into the first PE. These intermediate results are
temporarily stored in a FIFO memory, if necessary.

4 Montgomery Based Operations

Modular multiplication forms the basis of the RSA cryptosystems and also for
many other cryptographic protocols. For a word base b = 2α, R has to be
chosen such that R = 2r = (2α)l > N . Then, there is a one-to-one corre-
spondence between each element x ∈ ZN and its representation xR mod N. This
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Montgomery representation allows very efficient modular arithmetic especially
for multiplication. Montgomery’s method for multiplying two integers x and y
(called N -residues) modulo N, avoids division by N which is the most expen-
sive operation in hardware. The method requires conversion of x and y to an
N -residue domain and conversion of the calculation result back to the integer
domain. The procedure is as follows. To compute Z = xyR mod N, one first has
to compute the Montgomery function of x and R2 mod N to get Z ′ = xR mod N.
Mont(Z’, y) gives the desired result. When computing the Montgomery product
T = XY R−1 mod N, the following procedure is performed ([16]):

Algorithm 1. Montgomery modular multiplication
INPUT: Integers N(odd), x ∈ [0, N − 1], y ∈ [0, N − 1], R = 2r,
and N ′ = −N−1 mod 2α

OUTPUT: xyR−1 mod N
1. T ← 0. (Notation T = (tltl−1...t0)
2. For i from 0 to (l -1) do:

2.1 mi ← (t0 + xiy0) N ′ mod 2α

2.2 T ← (T + xiy + miN)/2α

3. If T ≥ N , then T ← T − N
4. Return (T)

In the original notation of Montgomery after each multiplication a reduction
was needed (step 3 in the algorithm above). The input had the restriction X, Y <
N and the output T was bounded by T < 2N . The result of this is that in the
case T > N , N must be subtracted so that the output can be used as input of
the next multiplication. To avoid this subtraction a bound for R is known ([23])
such that for inputs X, Y < 2N also the output is bounded by T < 2N .

In [23] the need of avoiding reduction after each multiplication is addressed.
In practice this means that the output of the multiplication can be directly used
as an input of the next Montgomery multiplication. We want to find a bound
on R such that with X, Y < 2N the output of the Montgomery multiplication
T < 2N . Write R ≥ kN , then:

T =
XY + mN

R
=

XY

R
+

m

R
N <

4
k

N + N (1)

where, m = (XY mod R)N ′ mod R.
Hence, T < 2N for k ≥ 4, implying: 4N ≤ R. To guarantee the existence

of the modular inverse of R, R and N should be relatively prime. This excludes
4N = R.

Theorem 1. The result of a Montgomery multiplication XY R−1 mod N <
2N when X, Y < 2N and R > 4N .

This is the same result as in [23]. The final round in the modular exponent-
iation is the conversion to the integer domain, i.e. calculating the Montgomery
function of the last result and 1. The same arguments as above prove that this
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final step remains within the following bound: Mont(T, 1) ≤ N . In practice, AB

mod N = N will never occur since A �= 0.

5 Performance Model

In the previous sections the building blocks of the PCC-ISES are given: the ar-
chitecture and the algorithms. The parameters of the architecture can be chosen
according to the targeted application. There is always a trade-off between the
size of the IC and the performance. In this Section we define a performance model
and an area estimation, showing the influence of the different parameters on these
criteria. The modular exponentiation is implemented as a repeated Montgomery
multiplication. The number of multiplications for the exponentiation and thus
the performance depends on the exponent. Re-coding of the exponent reduces
the number of multiplications but this number stays of order of the exponent
length [16]. Furthermore, the performance is determined by the performance of
a multiplication. The operands of the multiplication are divided into words, not
necessarily of the same length as described in Section 3. The words of X are
divided over the PEs. When there are not enough PEs more rounds are needed.
So the number of rounds is � n′

P �, where n’ is the number of words X of length
α bits. In one round each word of Y has to pass all PEs. Each PE calculation
takes one clock-cycle. So, in P clock-cycles a word of Y passes all PEs in the
array. When the number of words of Y is larger than the number of PEs the
FIFO memory is used to store the intermediate results of the last PE. Now each
round costs max(P, n′′) cycles, where n′′ is the number of words of Y of length
β bits. The performance (number of clock-cycles for one exponentiation) is now
modeled as:

⌈
n′

P

⌉
· max(P, n′′) · c1 · n

n′ =
⌈ n

α

⌉
, n′′ =

⌈
n

β

⌉ (2)

where n is the length of the modulus in bits and c1 · n is the number of mul-
tiplications needed for the exponentiation. The value for c1 is typically 1.5 for
the well known left to right square and multiply exponentiation method. When
using exponent re-coding the value of c1 is usually estimated with 1.2. In both
estimations an exponent with a weight of approximately half of the length of the
exponent is considered. From (2) is easy to conclude that for modulus lengths
with n′′ < P the performance is quadratic in n. For larger modulus sizes the
performance is cubic in the modulus length. The fixed word size of α and β bits
(the ceiling function in the model) causes jumps in the performance curve (see
Figure 3). The model shows that more PEs does not always lead to a better
performance. It is most efficient to have a minimum number of PEs for which
only one round is needed for a certain modulus length. As the number of PEs
is fixed and the input of the LNAU is not of a fixed size, the chosen number
of PEs cannot be optimal for all modulus lengths. Another restriction is that
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Fig. 3. Modular exponentiation performance curve for 23 PEs and its trendline.

usually the number of PEs is restricted because of a maximal implementation
complexity. The performance can be further improved by implementing more
than one LNAU. This is easy to achieve because each LNAU has a relatively
low power consumption. The LNAUs perform exponentiations separately, so the
performance is linear in the number of LNAUs. Hence the following model for
the area occupied by the exponentiation engine is obtained:

L · (c2 · α · β · P + c3) (3)

where L is the number of LNAUs, c2 is the area of one PE, capable of processing
one bit of both X and Y , and c3 denotes the area of the remaining components,
like the control module and the FIFO.

In both of the models the following parameters: α, β, P, L are used. It can be
concluded that the values of α and β must be larger for a better performance but
also yield a larger area. Smaller α and β resume in a better overall performance.
A larger number of LNAUs (L) improves the performance but does not change
the latency, i.e. the time needed for one modular exponentiation.

6 Performance Figures

Figure 3 shows the performance curve for a modular exponentiation on a LNAU
with 23 PEs and α = β = 16. The effect of the ceiling functions can be observed
as jumps in the graph.

Figure 4 shows the performance as function of the number of PEs. In this
graph the peaks represent the extreme values of the ceiling function for the
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Fig. 4. Influence of the number of PEs

number of rounds. For example the maximal value between 5000 and 6000 en-
cryptions per second stands for the beginning of the interval in which, for the
given modulus size, only one round is needed. The second peak in the range of
5000-6000 marks the beginning of the interval for which 2 rounds are required.
The modulus lengths are smaller than 1024 bits (512 and 342 bits) because of a
computation which is using the Chinese Remainder Theorem (CRT). For exam-
ple Compaq’s MultiPrimeT M with three primes is using this type of calculation
([19]). This is an example of the RSA crypto-system for which this platform is
optimized. In this scheme instead of factors p, q of the composite N , three or
more factors can be used.

Similar behavior of the performance figures can be found in [2]. Jumps in
the graphs can be also observed. However, it is difficult to compare figures of
two completely different architectures. Figure 5 presents the performance figures
for various number of PEs. Here is shown that for different modulus lengths the
number of PEs can have a different optimal value.

In ([23]) and ([7]) a remark is made on the fact that a 510 bit modulus has a
more beneficial number of iterations than a 512 bit modulus. The assumption was
that the difference in performance could go up to 13%. In our implementation
the difference in performance between a 510 and 512 bit modulus is only 0.4%. In
Figure 3 a jump of almost a factor of 2 can be observed between a modulus length
of 368 and 372. However, for other number of PEs the difference between the 368
and 372 bit modulus is only 1%. So one should always try to choose a number of
PEs for which the corresponding performance for the targeted modulus lengths
lies under the trendline.

Table 1 presents the timings of the ISES-core (2 LNAUs) for modular expo-
nentiation for various key-lengths and with/without CRT. This includes all over-
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Fig. 5. Modular exponentiation for three different number of PEs

Table 1. Timings on the PCC-ISES with 2 LNAUs and clock-frequency of 50 Mhz.

CRT (exp/s) no CRT (exp/s)
512 bits 1879 1418
1024 bits 688 337
2048 bits 166 43

Table 2. Timing differences (in µs) between [5] and PCC-ISES for modular multipli-
cation (80 MHz)

precision Tenca and Koç ([5]) (µs) This architecture (µs) ratio
160 bits 4.1 4.51 0.9
192 bits 5.0 4.52 1.1
224 bits 5.9 4.54 1.3
256 bits 6.6 4.55 1.5
512 bits - 5.95 -
1024 bits 61 9.41 6.5
2048 bits - 26.55 -

head of the controller and pre-calculations for Montgomery, hence these timings
represent the real-time performance of ISES.

In [5] a table with timings for multiplications in GF (p) can be found. In
Table 2 we compare these timings with the timings on 1 LNAU, even with con-
troller overhead included, for modular multiplication. Improvement in timings
when comparing this design with [5] is evident, except for 160 bits, where the
performance is similar for both designs.
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7 Remarks on Security

When considering efficient implementation one has to focus on the side channel
attacks, first of all timing ([6]) and power analysis attacks ([13]). Ever since P.
Kocher introduced a new type of attack ([12]), the so-called Differential Power
Analysis attack (DPA for short), reasonable amount of research has been done
on this subject. The same author published in 1996 ([11]) one of the relevant
papers on time-difference based attacks. Namely, computations performed in
non-constant time (usually because of performance optimisations) may leak se-
cret key information. This observation is the basis for timing attacks. On the
other hand, power analysis based attacks use the fact that the power consumed
at any particular time during a cryptographic operation is related to the function
being performed and (possibly sensitive) data being processed.

RSA appeared to be more vulnerable to side-channel attacks than ECC be-
cause it looks easier to protect ECC from these threats. However, as results of
several contributions, some recommendations have been given for both types of
public key cryptography, such as the benefit of using the method of Montgomery
for multiplication. One of the reasons for that is the following: a modular reduc-
tion step may also be vulnerable and in the case of MMM at most one modular
reduction is introduced for every multiplication or per step of exponentiation.
In our implementation even these reductions are excluded. The weaknesses in
the conditional statements of the algorithm (used for realization of the reduction
step) are time variations and therefore these should be omitted. By use of an
optimal upper bound the number of iterations required in the MMM can be re-
duced ([25]). More precisely, some savings in hardware that have been included
in our architecture avoid the conditional statements while performing the expo-
nentiation. In that way, our implementation of modular exponentiation operates
in constant time, which is presumed to significantly reduce the potential risk of
the timing attack.

When considering power analysis attacks, some precautions have also been
introduced. Exponent re-coding is more difficult to attack than standard square-
and-multiply and the fact that multiple LNAUs operate in parallel make these
types of attacks far less likely to succeed.

8 Conclusions

We have described an efficient and scalable implementation of modular expo-
nentiation in a systolic array architecture. After a number of proposals for this
type of architecture in literature this is the first reported implementation, at our
knowledge. We use the methods of Montgomery, which where proven to be very
secure in hardware. Namely, the optimal bound is achieved which, with some sav-
ings in hardware, omits completely all reduction steps that are presumed to be
vulnerable to side-channel attacks. Nevertheless the presented implementation
has a world class performance in the sense of speed. Because of scalability, this
architecture can be further improved on the basis of any desired requirement.
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Abstract. The Mist algorithm generates randomly different addition
chains for performing a particular exponentiation. This means that power
attacks which require averaging over a number of exponentiation power
traces becomes impossible. Moreover, attacks which are based on recog-
nising repeated use of the same pre-computed multipliers during an in-
dividual exponentiation are also infeasible. The algorithm is particularly
well suited to cryptographic functions which depend on exponentiation
and which are implemented in embedded systems such as smart cards.
It is more efficient than the normal square-and-multiply algorithm and
uses less memory than 4-ary exponentiation.
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1 Introduction

Recent progress in side channel attacks [4], [5] on embedded cryptographic sys-
tems has exposed the need for new algorithms which can be implemented in
more secure ways than those currently in use. This is particularly true for expo-
nentiation, which is a major process in many crypto-systems such as RSA and
Diffie-Hellman. Timing attacks on modular multiplication can usually be avoided
easily by removing data-dependent conditional statements [12]. But, with tim-
ing variations removed, power attacks on exponentiation become easier. Initial
power attacks required averaging over a number of exponentiations [5]. Although
the necessary alignment of power traces can be made more difficult by the inser-
tion of obfuscating, random, non-data-dependent operations, the data transfers
between operations usually reveal the commencement of every long integer op-
eration very clearly. Fortunately, such attacks can be defeated by modifying the
exponent e to e+rg where r is a random number and g is the order of the (multi-
plicative) group in which the exponentiation is performed [4]. This results in a
different exponentiation being performed every time.

However, the author showed recently [11] that there were strong theoretical
grounds for believing that, given the right monitoring equipment [2], it would
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be possible to break the normal m-ary exponentiation method [3] and related
sliding windows techniques using a single exponentiation. This method relies on
being able to recognise the same multipliers being reused over and over, namely
the pre-computed powers of the initial text, and requires no knowledge of the
modulus, input text or output text. It renders useless the choice of e+rg as a
counter-measure, even for the case of m = 2, namely the standard square-and-
multiply algorithm.

In an embedded system, the re-use of the same multipliers is useful because
it reduces data movement. However, if such re-use is dangerous, other methods
must be employed. Performing square-and-multiply in the opposite direction,
namely consuming exponent bits from least to most significant, is the obvious
starting point. With a random variation in the exponent as a counter-measure,
this seems to defeat the attacks mentioned so far. Unfortunately, long integer
squares and multiplications are among the easiest operations to distinguish in
integer RSA [7]. Even the movement of data is different for the two operations.
Thus an exponentiation algorithm is required which does not reveal its exponent
through knowledge of the sequence of squares and multiplies.

A novel exponentiation algorithm is presented here which avoids all of the
above-mentioned pitfalls. It can also be combined with most other counter-
measures, such as using e+rg instead of e. It relies on the generation of random
addition chains [3] which determine the operations to be performed, and is based
on previous work by the author [9] for finding efficient exponentiation schemes.
This earlier work required extensive computation to establish near optimal add-
ition chains, and so it is by no means obvious that the method can be used
on-the-fly without an impractical overhead. Clearly, such computation can be
performed in the factory prior to the production of an embedded crypto-system,
and then each individual item can be issued with a different embedded addition
chain which, although efficient, must be re-used on each exponentiation and is
incompatible with the e+rg counter-measure [1].

Here we develop that algorithm to the point where it is possible to efficiently
generate fresh, efficient addition chains for any exponent and every exponent-
iation. The main aim here, besides presentation of the algorithm itself, is to
establish that it has a time complexity better than square-and-multiply, and
to note that, as far as space is concerned, only three long integer registers are
required for executing the addition chain operations.

2 The MIST Algorithm

For notation, let us assume that ME has to be computed. D will always represent
a “divisor” in the sense of [9], and R a residue modulo D. A key ingredient of
this algorithm is that we can efficiently compute both AR and AD from A using
a single addition chain. A set of divisors is chosen in advance, and an associated
table of these addition chains is stored in memory. Several variables are used in
the code below. There are three which contain powers of M , namely StartM ,
TempM and ResultM . Rather than destroy the initial value of E, we also use a
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variable called RemE which represents the power to which StartM still has to
be raised before the exponentiation is complete. When the divisor set consists of
the single divisor 2, the algorithm simplifies to the following right-to-left binary
exponentiation algorithm, that is, to the standard version of square-and-multiply
in which the least significant exponent bit is processed first:

Right-to-Left Square-and-Multiply Exponentiation Algorithm

{ Pre-condition: E ≥ 0 }
RemE := E ;
StartM := M ;
ResultM := 1 ;
While RemE > 0 do
Begin

If (RemE mod 2) = 1 then
ResultM := StartM×ResultM ;

StartM := StartM2 ;
RemE := RemE div 2 ;
{ Loop invariant: ME = StartMRemE×ResultM }

End ;
{ Post-condition: ResultM = ME }

Thus StartM contains the initial value M raised to a power of 2, and it is the
starting point for each loop iteration. ResultM is the partial product which con-
tains M raised to the power of the processed suffix of E and ends up containing
the required output.

Without the essential random feature made possible by a larger divisor set,
this is an insecure special case of Mist. In fact, we are assuming that the attacker
can distinguish between squares and multiplies. Hence he can read off the bits of
the exponent in the above from the sequence of long integer instructions which he
deduces. However, unlike the left-to-right version of square-and-multiply, both
arguments in the conditional product are now changed for every multiplication.
This, at least, makes an attack of the type [11] impractical.

Next is the generalisation of this, which is named “Mist” because of its
use in obscuring the exponent from side channel attacks. For convenience and
comparison, the processing of the exponent E is presented as being performed
within the main loop. In practice, it must be scheduled differently. As will be
pointed out below, the illustrated processing order is insecure from the point of
differential power analysis because it can reveal the random choice of the divisor
D, which must remain secret. In fact, the choices of divisors and computations
with the exponent must be done initially in a secure way, or at least interleaved
with the long integer operations in a more considered way. To be even more
precise, the complete schedule of long integer operations, i.e. the addition chain
which determines the exponentiation scheme, should be computed with great
care in order to hide the choice of divisors.
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The Mist Exponentiation Algorithm
{ before proper re-scheduling of addition chain choices }

{ Pre-condition: E ≥ 0 }
RemE := E ;
StartM := M ;
ResultM := 1 ;
While RemE > 0 do
Begin

Choose a random “divisor” D ;
R := RemE mod D ;
If R �= 0 then

ResultM := StartMR×ResultM ;
StartM := StartMD ;
RemE := RemE div D ;
{ Loop invariant: ME = StartMRemE×ResultM }

End ;
{ Post-condition: ResultM = ME }

Observe that there are no powers of M which are repeatedly re-used during
the exponentiation, so that the attack described in [11] on a single exponentiation
is inapplicable in its current form. Also, the random choice of divisors achieves
different exponentiation schemes on successive runs and so makes impossible the
usual averaging process required for differential power analysis [5].

For the proof of correctness, it is immediate that the stated invariant

ME = StartMRemE × ResultM

holds at the start of the first iteration of the loop. Because initial and final values
of RemE for one loop iteration satisfy

RemEInitial = D × RemEF inal + R

it is easy to check that if the invariant holds at the start of an iteration then
it holds again at the end of the iteration. Consequently, the invariant holds at
the end of every iteration. In particular, at the end of the last iteration, we
have RemE = 0 and hence, by simplifying the invariant, ResultM = ME . So
ResultM yields the required result on termination. Needless to say, termination
is guaranteed because only divisors greater than 1 are allowed, and so RemE
decreases on every iteration.

The choices of divisor set and associated addition chains for each residue R
are made with security and efficiency in mind. In particular, for efficiency the
choice of addition chain for raising to the power D always includes R so that
the computation of StartMD provides StartMR en route at little or no extra
cost. Thus, these two power computations are not performed independently, as
might be implied by the code. They are to be implemented so that StartMD

uses all the work done already to compute StartMR. So, in the case of RSA, the
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main cost of a loop iteration is only the cost of computing StartMD plus the
conditional extra multiplication involving ResultM . In terms of space, an extra
long integer variable TempM is required to enable the addition chain operations
to be carried out. Its value is always a power of the value of StartM at the
beginning of the main loop above, but its value does not need to persist between
successive iterations of the loop. Of course, on the final iteration, once StartMR

has been computed there is no need to continue to compute the rest of StartMD.
Likewise, the initial multiplication of ResultM by 1 can be easily omitted.

For security reasons, some care is necessary in the initial choice of divisor
set and addition chains, and in how and when the divisors are chosen for each
exponentiation. The selection of the divisor and associated addition chain in-
structions can be performed by the CPU on-the-fly while the exponentiation is
performed in parallel by the co-processor, or it can be done in advance when
there is no co-processor. At any rate, these computations must be scheduled so
as not to reveal the end points of each iteration of the main loop. Otherwise, the
number and type of long integer operations during the loop iteration may leak
the values of D and R, enabling E to be reconstructed.

A typical safe set of divisors is {2,3,5}. If the exponent is represented using
a radix which is a multiple of every divisor (say 240 in this case if an 8-bit
processor is being used) then the divisions of the exponent by D become trivial.
So, over and above the operations for executing the addition chain, the cost of
the algorithm is little more than that for calling the random number generator
to select each D.

3 The Addition Sub-chains and Space Requirements

When divisor choices are made during pre-processing, the sequence of operations
to perform the exponentiation is stored as an addition chain [3]. For a safe
implementation, the pattern of squares and multiplies in this chain must not
reveal too much about the divisors and residues. However, for the complexity
considerations of this and the following section, we only need to look at the
subchain associated with a single divisor. Such subchains can be concatenated
to yield an addition chain for the whole exponentiation, if desired.

Let us choose the divisor set to be {2,3,5}. The full list of minimal addition
subchains can be represented as follows:

1+1=2 for divisor 2 with any residue R
1+1=2, 1+2=3 for divisor 3 with any residue R
1+1=2, 1+2=3, 2+3=5 for divisor 5 with any residue except 4
1+1=2, 2+2=4, 1+4=5 for divisor 5 with any residue except 3

The third case corresponds to using an initial M1 to compute M2 with one
multiplication, then M3 with another multiplication, and finally M5 with a
third multiplication. The first three addition chains provide MR when R is 0,
1, 2 or 3: for 0 < R < D the chain already contains the value of R, while the
case R = 0 requires no multiplication and so 0 does not need to appear. The
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last addition chain can be used when R = 4. Minimal here means that any other
addition chains which give a power equal to the divisor are longer. The subchains
above are minimal. To achieve the fastest exponentiation, we will not include
longer chains. However, there may be extra cryptographic strength in extending
the choice in such a way.

There is no instruction which updates the value of ResultM in the above add-
ition subchains, but it can be represented explicitly using the following notation.
Suppose we number the registers 1 for StartM , 2 for TempM and 3 for ResultM .
Then the subchains can be stored as sequences of triples ijk ∈ {1, 2, 3}3, where
ijk means read the contents from registers i and j, multiply them together, and
write the product into register k. In particular, ResultM will always be updated
using a triple of the form i33 and 3 will not appear in triples otherwise. Now,
adding in the instruction for updating ResultM yields the following as a possi-
ble list of subchains, with one representative for each divisor/residue pair [D, R].
Such a table requires only a few bytes of storage.

Table 3.1. A Choice for the Divisor Sub-Chains.

[2, 0] (111)
[2, 1] (112, 133)
[3, 0] (112, 121)
[3, 1] (112, 133, 121)
[3, 2] (112, 233, 121)
[5, 0] (112, 121, 121)
[5, 1] (112, 133, 121, 121)
[5, 2] (112, 233, 121, 121)
[5, 3] (112, 121, 133, 121)
[5, 4] (112, 222, 233, 121)

Many other choices are possible. In particular, we might prefer to preserve
the location of StartM to be in register 1 from one divisor to the next. This
could be achieved by choosing (133, 111) instead of (112, 133) for [2,1]. Then
subchains of triples ijk could be concatenated without modification to provide
the complete exponentiation scheme. However, for the given subchain, the new
value for StartM is in register 2 instead of register 1. Rather than waste time
copying, the computation should continue with 2 as the address for StartM , and
the next subchain then has to be updated with the register addresses 1 and 2
interchanged. However, as noted in the penultimate section, this apparently less
obvious choice for [2,1] makes the implementation more secure against differential
power analysis.

Following this last remark, it is clear that we could provide an additional
source of randomness by writing the product into any register whose current
contents are no longer required [6]. Thus the purpose of each register can be
changed. If we include every possible minimal addition subchain with such vari-
ations, then we obtain 2, 6, 2, 6, 4, 4, 16, 8, 4 and 4 possibilities respectively for
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the 10 divisor/residue cases. The storage is still only a few bytes, but it provides
an extra source of randomness which may provide added security.

Thus the space order required for Mist is low. In the next section we turn to
the time complexity, which we measure in terms of the number of multiplications
in the exponentiation scheme.

4 The Time Complexity

The usual square-and-multiply algorithm uses 1.5×�log2 E� multiplicative oper-
ations (including squarings) on average and a maximum of at most 2×�log2 E�.
In this section almost the same upper bound will be established for Mist, and
an improved average. In practice the variance is very small. Consequently, if a
pre-computed scheme involved more than 1.5×�log2 E� multiplications, say, it
could be abandoned and an alternative scheme computed.

Theorem 4.1 Assume minimal subchains are provided as above for the
divisor set {2,3,5} and E > 0, and unnecessary initial and final multipli-
cations have been omitted. Then the maximum number of operations in
an addition chain for E is at most 2 log2 E with equality possible only
for E = 1.

Proof. We use a proof by descent: assuming E is a smallest counter-example,
we will construct a smaller counter-example E′ for which the theorem fails. Such
a contradiction will prove the theorem.

First assume that at least two divisors are required to reduce the minimal
counter-example E to 0. We will consider the three choices for the first divisor
of E in turn.

Suppose the first divisor is 3. Then E′ = E div 3 is the next value of RemE
after E and 3E′ ≤ E. Let m be the number of multiplications for E, and k the
number for this first divisor 3. Then k = 2 or 3, so that k < 2(log2 3) ≈ 2×1.585.
By assumption, m ≥ 2 log2 E. So m ≥ 2 log2(3E′) = 2 log2(E′) + 2(log2 3) gives
m−k > m−2(log2 3) ≥ 2 log2(E′). But m−k is the number of multiplications
for E′. Hence we obtain a smaller E for which the theorem does not hold. This
is a contradiction unless E′ = 0. However, that is impossible as there is another
divisor in the exponentiation scheme.

Similarly, suppose the first divisor is 5 and E′ is the next value for RemE.
Then the associated subchain requires k = 3 or 4 multiplications, so that k <
2(log2 5) ≈ 2×2.322. Thus, a similar argument yields a contradiction again.

Lastly, suppose the first divisor is 2 and E′ is defined again as the next value
for RemE. If E is odd, then 2E′ < E and the corresponding division requires
k = 2 = 2(log2 2) multiplications. By assumption, m ≥ 2 log2 E > 2+2 log2 E′.
So the number of multiplications used by E′ is m−2 > 2 log2(E′) and E′ is also
a failing instance unless E′ = 0, which is a contradiction as there is still another
divisor to come. On the other hand, if E is even, then the corresponding division
requires k = 1 multiplication. By assumption, m ≥ 2 log2 E = 2+2 log2 E′. So
the number of multiplications used by E′ is m−1 > 2 log2(E′) and E′ is also a
failing instance unless E′ ≤ 0, which, as before, is a contradiction.
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It remains to consider the cases of a single divisor reducing E to 0. For all
of these, the chosen divisor satisfies D > E since E div D = 0 and so R = E.
The only multiplications are those which construct ME . For E = 1, 2, 3, 4 the
number of multiplications are 0, 1, 2 and 2 respectively, all of which satisfy the
theorem. Hence, by the method of descent, there are no failing instances, and
the theorem holds.

It may be worth noting that removal of a divisor 3 or 5 at any point from the
addition chain for E (other than the last) yields a chain for which the bound in
the theorem is tighter. The same is true when the divisor is 2 and the residue 0.
Thus, the tightest bounds (i.e. the most multiplications for given E) will occur
when only divisor 2 is chosen and the residue is always 1. Then E = 2n−1 for
some n and E requires n−1 subchains of 2 operations to reduce RemE to 21−1,
leading to 2n−2 operations in all. So 2×�log2 E� would normally hold as an
upper bound. However, it requires more care to establish the exceptions for this
slightly better bound.

5 A Weighting for the Choice of Divisor

Suppose k is the number of multiplications required for the divisor/residue pair
(D, R). The result of picking divisor D is that RemE is reduced by a factor
which is very close to D, especially when RemE is large. So, we would expect
the total number of multiplications to be close to k logD E if (D, R) occurred for
every divisor. Consequently, the cost of using (D, R) is proportional to k/ log D.
We might use this to bias the choice of divisor in an attempt to decrease the
number of multiplications. However, this is not the best measure because the
effect of larger divisors is longer lasting than that of smaller divisors. A small
divisor with many multiplications, which is expected to be followed by divisors
with an average number of multiplications, may be a better choice than picking
a larger divisor with a better, but poorer than average, ratio k/ log D (see [9]).

Suppose α is the average number of multiplications required to reduce E
by a factor of 2. Then reducing E by a factor F will require α log2 F multi-
plications, on average. For the usual square-and-multiply algorithm α = 1.5,
for 4-ary exponentiation α = 1.375, and for the sliding window version of 4-ary
exponentiation α = 1.333... Here we can manage just a little better than α = 1.4
with appropriate choices for the divisors1. Comparing (3,0) with (5,0) we find 3
multiplications will reduce E by a factor of 5 when (5,0) is chosen, whereas the
same factor of 5 takes 2+α log2(5/3) multiplications on average if (3,0) is chosen
instead. Equating these costs, 3 = 2+α log2(5/3), provides the cross-over point
α′ = 1/ log2(5/3) = 1.357 at which one becomes a better choice than the other.
Since α′ < α, for speed we should choose (5,0) in preference to (3,0) although
the ratios k/ log D suggested the opposite preference. In a similar way, for the
expected range of α, (3,0) is preferred to (5, R) for R �= 0; (5, R) to (3, S) for R,
1 Choose D = 2 if the residue is 0, else D = 3 if the residue is 0, else D = 5 if the

residue is 0, else D = 2. However, the probabilities of these choices need reducing to
less than 1 in order to yield randomly different exponentiation schemes.
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S �= 0; (3, R) to (2,1) for R �= 0; and (5, R) to (2,1) for R �= 0. This yields the
following order of desirability for the pairs (D, R):
(2, 0) < (5, 0) < (3, 0) < (5, 1) = (5, 2) = (5, 3) = (5, 4) < (3, 1) = (3, 2) < (2, 1)
So (2,0) will lead to the shortest chains, and (2,1) to the longest.

Once more we caution that this is only a better approximation than the pre-
vious one. Successive divisors are not independent, so that the above argument
is not quite accurate. This is clear from an example. We consider the extreme
case where divisibility by a divisor always leads to the choice of that divisor. If 5
is chosen as the divisor and its residue is 0 then its residue mod 30 was 5 or 25.
Residue 5 mod 30 leads to the next residue mod 30 being 1, 7, 13, 19 or 25, and
residue 25 mod 30 leads to it being 5, 11, 17, 23 or 29. Hence 5 becomes the most
likely choice for the next divisor as divisibility by 2 or 3 cannot to occur. Indeed,
the dependence is inherited by the next residue beyond this as well, since these
residues favour 5 as the next divisor and so 5 or 25 as the following residue.

Choosing one of the three divisors with equal probability leads to an in-
efficient process. So we make a choice which is biased towards the better pairs
(D, R). For non-trivial reasons outlined in the penultimate section, it is less safe
cryptographically to make a deterministic choice of divisor even if the exponent
is modified randomly on every occasion. So 2 is not chosen whenever its residue
is 0. Instead, we might use code such as the following for choosing the divisor
non-deterministically. (Random returns a fresh random real in the range [0,1].)

D := 0 ;
If Random(x) < 7/8 then

If 0 = RemE mod 2 then D := 2 else
If 0 = RemE mod 5 then D := 5 else
If 0 = RemE mod 3 then D := 3 ;

If D = 0 then
Begin

p := Random(x) ;
If p < 6/8 then D := 2 else
If p < 7/8 then D := 3 else

D := 5 ;
End ;

The parameters, such as 6/8 and 7/8, are free for the implementor to choose,
and might even be adjusted dynamically. This is the code which will be used for
calculating the various parameters of interest in the rest of this article, such as
α, which turns out to be 1.4205 here. So a good implementation of Mist can be
expected to have a time efficiency midway between the square-and-multiply and
4-ary exponentiation methods.

6 A Markov Process

As the successive residues of RemE mod 30 are not independent, we must study
them as forming a Markov process. By forming the probability matrix of output
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Table 6.1. The limit probabilities of residues mod 30.

0 0.02914032 1 0.03448691 2 0.01660770
3 0.05345146 4 0.01884630 5 0.03655590
6 0.02920902 7 0.04100675 8 0.02436897
9 0.04985984 10 0.02011853 11 0.04919923

12 0.02014301 13 0.04214864 14 0.03407472
15 0.03681055 16 0.01526795 17 0.03368564
18 0.03160194 19 0.03600811 20 0.03187408
21 0.04915191 22 0.02166433 23 0.04323007
24 0.03197409 25 0.02706484 26 0.03224476
27 0.04020936 28 0.02102305 29 0.04897205

Table 6.2. The limit probabilities pD,R of the divisor/residue pairs (D, R)

(D, R) 0 1 2 3 4
2 0.35012341 0.27101192 - - -
3 0.18867464 0.02086851 0.02419582 - -
5 0.09792592 0.01202820 0.01060216 0.01227849 0.01229092

residues against input residues and iterating a number of times, it is possible to
obtain the limiting relative frequencies of the residues. These are given in Table
6.1, from which it is apparent that the residues do not occur with equal frequency,
and so, as one would expect, the probabilities of divisors and divisor/residue pairs
are also not what we might initially expect from the code above.

From this table the probability pD,R of each divisor/residue pair (D, R) can
be obtained as well as the probability p∼0 of selecting a divisor with a non-zero
residue and the probability pD of each divisor D:

7 Average Properties of the Addition Chain

The probabilities in the above tables are fairly accurate after only a small number
of divisors have been applied. So the following results hold very closely for any
exponents related to integer RSA decryption.

Theorem 7.1 The average subchain length is just under 1.89 operations
per divisor as E → ∞.

Proof. With probability p2,0 = 0.35012341 the subchain has length 1, with
probability p3,0+p2,1 = 0.45968656 the subchain has length 2, with probabil-
ity p5,0+p3,1+p3,2 = 0.14299025 the subchain has length 3, and with probabil-
ity p5,1+p5,2+p5,3+p5,4 = 0.04719977 the subchain has length 4. The average
length of a subchain is therefore 1(p2,0) + 2(p3,0+p2,1) + 3(p5,0+p3,1+p3,2) +
4(p5,1+p5,2+p5,3+p5,4) = 1.88726638.

Theorem 7.2 The average number of subchains in the addition chain
for E is approximately 0.75× log2 E as E → ∞.
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Table 6.3. The limit probability pD for each divisor D.

p2 = 0.62113534
p3 = 0.23373897
p5 = 0.14512570

Proof. Using the divisor probabilities listed in Table 6.3, the average decrease in
size of RemE due to a single subchain is by the factor 2p23p35p5 = 2↑{0.6211353×
log2 2 + 0.233739× log2 3 + 0.1451257× log2 5} ≈ 21.328574. Hence the average
number of subchains is about log2↑(1.328574) E = 0.75268656 × log2 E.

Theorem 7.3 The average number of operations in the addition chain
for E is approximately 1.42× log2 E as E → ∞. This is about 3% above
the 1.375 × log2 E of the 4-ary method, and noticeably less than the
1.5× log2 E of the square-and-multiply method.

Proof. Using the results of the last two theorems, the average number of oper-
ations for the whole addition chain is approximately

1.88726638 × 0.75268656 × log2 E ≈ 1.42052005× log2 E

For small exponents E the approximations are slightly more inaccurate be-
cause modular division by the divisor produces a result which differs more from
rational division. However, each subchain reduces the exponent by at least the
divisor. Hence exact calculations here should yield an upper bound on the aver-
age.

Lastly, we note that the number of multiplications in the exponentiation
schemes for a given exponent E does vary between different executions. The
variance is usually small but depends on the method of picking divisors. Typi-
cally, the choice of divisors is restricted, as here, in order to improve efficiency,
and this reduces the variance. Indeed, in the limit, deterministic choices lead to
zero variance for fixed E.

8 Data Leakage

Because of the difficulty of successfully hiding all the differences between squar-
ing and non-squaring multiplications, the Mist algorithm has been created in
order to make it impossible to deduce the secret exponent E from leaked know-
ledge of the sequence of square or multiply instructions which perform an expo-
nentiation. A detailed exposition of how easy it is to reconstruct the exponent
from this and other related data is beyond the scope of this article. However, we
will outline some of the issues. Fuller details will be published elsewhere.

Standard power analysis attacks [5] average traces over a number of ex-
ponentiations in order to determine information such as which operations are
multiplications and which are squares. This requires the same exponentiation
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scheme to be used every time. However, assuming the choice of divisors does
vary from one exponentiation to the next (or at least changes with sufficient
frequency), such an averaging process cannot be carried out here.

Differences between squaring and multiplying are so great that one should
assume that they can be correctly distinguished for a single exponentiation. In
the case of the standard square-and-multiply methods, such knowledge can be
translated immediately into the bit sequence for E. But here the equivalent
process requires first parsing the sequence of squares and multiplies into divisor
subchains in order to deduce each choice of divisor/residue pair. Then E is
reconstructed by working backwards from the final value of 0. However, the
subsequences are identical for various pairs, such as for [2, 1] and [3, 0], and
for [3, 1], [3, 2] and [5, 0]. It is easy enough to verify that these ambiguities put
the number of possibilities for E far outside the limits of feasible computation,
making Mist secure against such an attack. This was one reason for choosing
the less obvious subchain for [2, 1] given in Table 3.1.

The m-ary and sliding windows methods of exponentiation can be defeated
for a single exponentiation if the power attack described in [11] can be applied.
That attack depends on identifying the re-use of multiplicands. In particular,
whenever a digit i is encountered in the exponent, a multiplication is performed
using the pre-computed value M i. Then careful averaging of the power trace
subsections enables multiplications which involve the same power M i to be iden-
tified, and this leads to recovery of the exponent E.

The same attack has an analogue here. Every multiplication here involves a
new power of M . More precisely, StartM and ResultM represent higher powers
of M every time they are updated. So the possibilities of two multiplications
sharing the same multiplicand are mostly limited to local considerations. If op-
erations which share a common argument can be identified, it usually becomes
possible to determine uniquely the subchains which correspond to each divisor.
Of course, a careless implementation of Mist might do this anyway: for exam-
ple, if the exponentiation is halted in every iteration of the main loop while
determination of the next divisor is made. However, although knowledge of arg-
ument sharing now distinguishes [3, 1], [3, 2] and [5, 0], it does not distinguish
[2, 1] from [3, 0]. Thus it does not necessarily determine the divisor which was
chosen. A more careful estimate of the number of exponents E which satisfy all
the operand sharing requirements shows that such an attack is still infeasible.

Finally, it would be nice to make deterministic choices of the divisor. In part-
icular, one would like to pick [2, 0] when possible because of its higher efficiency.
However, this is generally a bad idea, and was deliberately avoided in the code
suggested in Section 5. This is because when such choices are used to prune the
possible values of E which are deduced from knowledge of operand sharing, it
may become feasible to recover E.

The choices of the divisor set {2, 3, 5} and the addition subchains in Table
3.1 have been made with some care to ensure such attacks as the above leave
an infeasible number of values which E might be. Small divisors lead to short
addition subchains and hence more ambiguity over which divisor occurred, but
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large divisors may lead to characteristic patterns which identify conditions under
which the search tree for E can be pruned to a computationally feasible size.

9 Conclusion

An exponentiation algorithm “Mist” has been presented which has a variety
of features which make it much more resilient to attack by differential power
analysis than the normal m-ary or sliding window methods. Mist uses randomly
different multiplication schemes on every run in order to avoid the averaging
which is normally required for power analysis attacks to succeed. It also avoids
re-using multiplicands within a single exponentiation, thereby defeating some of
the more recent power analysis attacks.

There are many different ways in which to program the random selection
of the so-called divisors of the algorithm. For the code presented here, about
1.42 log2 E multiplications are required for the exponent E, thereby making it
more efficient than square-and-multiply. Three read/write registers are required
for storing intermediate powers, together with somewhat less memory for storing
a pre-computed addition chain which determines the exponentiation scheme.
Otherwise there is little extra overhead in terms of either space or time. In a
processor/co-processor set-up, the additional minor computing associated with
the exponent can be carried out on the processor in parallel with, and without
holding up, the exponentiation on the co-processor.

As with all algorithms, poor implementation can lead to data leakage. The
main sources of such weakness have been identified. In particular, divisor sets
and addition subchains must be chosen carefully and a predictable choice of any
divisor must be avoided.

Mist is compatible with most other blinding techniques, and independent
of the methods used for other arithmetic operators. So, in conjunction with
existing methods, it offers a sound basis for high specification, tamper resistant
crypto-systems.
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Abstract. This article presents a hardware implementation of the S-
Boxes from the Advanced Encryption Standard (AES). The SBoxes sub-
stitute an 8-bit input for an 8-bit output and are based on arithmetic
operations in the finite field GF (28). We show that a calculation of this
function and its inverse can be done efficiently with combinational logic.
This approach has advantages over a straight-forward implementation
using read-only memories for table lookups. Most of the functionality
is used for both encryption and decryption. The resulting circuit of-
fers low transistor count, has low die-size, is convenient for pipelining,
and can be realized easily within a semi-custom design methodology like
a standard-cell design. Our standard cell implementation on a 0.6 µm
CMOS process requires an area of only 0.108 mm2 and has delay below
15 ns which equals a maximum clock frequency of 70 MHz. These results
were achieved without applying any speed optimization techniques like
pipelining.
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1 Introduction

The Advanced Encryption Standard (AES) is a symmetric encryption algorithm.
It will become a FIPS standard in Fall 2001 [1]. AES will replace the DES-
algorithm in the coming years since it offers higher levels of security. AES sup-
ports key lengths of 128, 192, and 256 bits. It operates on 128-bit data blocks.
The major building blocks of the AES algorithm are the non-linear SBoxes
(SubByte-operation) and the MixColumn-operation. Both are based on finite
field arithmetic and have an inverse function which is used for decryption.
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AESROUND () {
SubByte(State);
ShiftRow(State);
MixColumn(State);
AddRoundKey(State, RoundKey);

}
Fig. 1. Round function of the AES-algorithm

The AES-algorithm’s operations are performed on a two-dimensional array of
bytes called the State. The State consists of four columns and four rows of bytes.
For both encryption and decryption, the AES-algorithm uses a round function
that is composed of four different transformations which modify the State (see
Fig. 1). First, the SubByte-function substitutes all bytes of the State using a
lookup-table called SBox. SBox-table entries are calculated by inversion in the
finite field GF(28) followed by a short final transformation. Second, the rows of
the State are shifted by different offsets (ShiftRow-function). The MixColumn-
function scrambles the columns of the State by multiplying a finite field constant.
An addition of the State with the Roundkey – which is derived from the input
key – concludes the round function which is executed ten times when 128-bit
keys are used. The RoundKey is calculated by operations which are similar to
those of the round function and require the SBox functionality too.

The efficiency of an AES hardware implementation in terms of die-size,
throughput, and power consumption is mainly determined by the implementa-
tion of the MixColumn-operation and the SBoxes. The remaining operations are
trivial: ShiftRow is a simple cyclic shift, and AddRoundKey is a XOR-operation
of the State and the RoundKey. Up to 20 instances of AES-SBoxes are used
to realize hardware for the AES round function. The exact number of SBoxes
depends on the architecture’s degree of parallelism and is determined by through-
put requirements and the desired clock frequency. In case that the AES-module
should also decrypt data, it has to be taken into account that the SBoxes used
for decryption have a different functionality. The number of SBoxes and their
style of implementation has important influence on the size and the speed of an
AES hardware. For this reason, V. Rijmen (one of the AES inventors) suggests
in [4] an alternative method for the computation of the AES-SBox. It consists es-
sentially of a replacement of the SBox lookup-table by an efficient combinational
logic for the computation of the inverse elements in GF(28). Therefore, another
representation of the finite field GF(28) is used. This representation leads to an
efficient implementation of the finite field arithmetic and was investigated in con-
nection with the implementation of error correcting codes in C. Paar [7], Soljanin
et al. [5], and Mastrovito [6]. In contrast to V. Rijmen’s original proposal which
additionally suggests the optimal normal basis representation of finite field ele-
ments (for a definition see [3]) we use the polynomial representation of finite field
elements. The benefit of our method is that we have a far more flexible hardware
architecture (in comparison to the possible architectures with a straightforward
SBox implementation) without the necessity to do complex conversions from one
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representation (of finite field elements) to another. The main advantages of our
architecture are:

– lower transistor count and die-size than a ROM-based approach,
– a short critical path to achieve a high operational frequency,
– easier implementation within a semi-custom design methodology since all

computations can be done with standard-cells,
– flexibility for speed optimization: pipelining techniques can trade throughput

for latency.
– suitability for a full-custom implementation: a few leaf-cells using an appro-

priate logic-style could increase speed or decrease power consumption.

The remainder of this article provides the mathematical background of the
finite field arithmetic and the computation of the AES SBoxes in Sect. 2. The
building blocks of an SBox and the according formulas are given in Sect. 3.
Section 4 presents the implementation.

2 Mathematical Background

This article uses the same notation and conventions as the AES specification [1].
All notations and mathematical operations required for the SBox-operation are
presented in a condensed form.

Bytes. The basic data unit of AES are Bytes a = {a7, a6, a5, a4, a3, a2, a1, a0}
each holding eight bits. A Byte can be interpreted as an element of the Galois-
Field GF(28) in polynomial representation:

a(x) =
7∑

i=0

aix
i = a7x7 + a6x6 + a5x5 + a4x4 + a3x3 + a2x2 + a1x + a0.

The coefficients ai of a polynomial a(x) are bits. Bytes can be written in different
notations. For example, the binary value {01100011} is {63} in hexadecimal
notation and represents the polynomial x6 + x5 + x + 1.

Addition. The addition of two Bytes representing polynomials a(x), b(x) ∈
GF (28) is achieved by adding their corresponding coefficients modulo 2 which
is a XOR-operation usually denoted with ⊕.

a(x) ⊕ b(x) =
7∑

i=0

aix
i ⊕

7∑
i=0

bix
i =

7∑
i=0

(ai ⊕ bi)xi (1)

The additive inverse of a Byte is the Byte itself: −b(x) = b(x) and therefore
subtraction is identical with addition: a(x) − b(x) = a(x) + b(x).
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Multiplication. The multiplication of a(x), b(x) ∈ GF (28) – denoted with
a(x) ⊗ b(x) – requires an irreducible polynomial of degree 8. For the AES-
algorithm it is defined as

m(x) = x8 + x4 + x3 + x + 1 = 1{00011011} (bin) = 1{1b} (hex).

The multiplication q(x) = a(x) · b(x) in GF(28) is done by multiplying the
polynomials a(x)b(x) which yields a polynomial p(x) with degree less than 15.
This step is followed by a modular reduction step q(x) = p(x) mod m(x) to
ensure that the result is an element of GF(28).

A convenient method to multiply in the finite field GF(28) is to generate
eight partial products: Pi(x) = a(x) · xi and to add those partial products where
the according bit bi of the multiplier b(x) is 1: q(x) =

∑7
i=0 Pibi. The partial

products can be calculated efficiently by iterating a multiplication by x: Pi(x) =
Pi−1(x) · x mod m(x), P0(x) = a(x). A multiplication by x is termed xtimes and
is given by

q(x) = xtimes(a) = a(x)x mod m(x) (2)
q0 = a7, q1 = a0 ⊕ a7, q2 = a1, q3 = a2 ⊕ a7

q4 = a3 ⊕ a7, q5 = a4, q6 = a5, q7 = a6.

Xtimes can be implemented by a shift left operation of the input Byte a and a
conditional addition of the irreducible polynomial m(x) if the most significant
bit (a7) of a is set. This ensures a Byte as result.

Inversion. The multiplicative inverse a−1 of an element a ∈ GF (28) has the
property that ∀a ∈ GF (28) \ {0} : a ⊗ a−1 = {1}. Calculating the inverse of a
Byte is even more costly than multiplying Bytes. A widely used algorithm for
inversion is the extended Euclidean algorithm described in [2]. Unfortunately,
this algorithm is not suitable for a hardware implementation.

2.1 GF(28) as an Extension of GF(24)

Usually, the field GF(28) is seen as a field extension of GF(2) and therefore
its elements can be represented as Bytes. An isomorphic – but for hardware
implementations far better suited – representation is to see the field GF(28) as
a quadratic extension of the field GF(24). In this case, an element a ∈ GF(28)
is represented as a linear polynomial with coefficients in GF(24),

a ∼= ahx + al, a ∈ GF(28), ah, al ∈ GF(24) (3)

and will be denoted by the pair [ah, al]. Both coefficients of such a polynomial
have four bits. All mathematical operations applied to elements of GF(28) can
also be computed in this representation which we call two-term polynomials.
Two-term polynomials are added by addition of their corresponding coefficients

(ahx + al) ⊕ (bhx + bl) = (ah ⊕ bh)x + (al ⊕ bl). (4)
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Multiplication and inversion of two-term polynomials require a modular reduc-
tion step to ensure that the result is a two-term polynomial too. The irreducible
polynomial needed for the modular reduction is given by

n(x) = x2 + {1}x + {e}. (5)

The coefficients of n(x) are elements in GF(24) and are written in hexadecimal
notation. Their particular values are chosen to optimize the finite field arith-
metic.

The multiplication of two-term polynomials involves multiplication of ele-
ments in GF(24) which requires an irreducible polynomial of degree 4 which is
given by

m4(x) = x4 + x + 1. (6)

Deriving formulas for multiplication in GF(24) is similar to Byte-multiplication.
Multiplication in GF(24) is given by

q(x) = a(x) ⊗ b(x) = a(x) · b(x) mod m4(x), a(x), b(x), q(x) ∈ GF(24) (7)
aA = a0 ⊕ a3, aB = a2 ⊕ a3

q0 = a0b0 ⊕ a3b1 ⊕ a2b2 ⊕ a1b3 q1 = a1b0 ⊕ aAb1 ⊕ aBb2 ⊕ (a1 ⊕ a2)b3

q2 = a2b0 ⊕ a1b1 ⊕ aAb2 ⊕ aBb3 q3 = a3b0 ⊕ a2b1 ⊕ a1b2 ⊕ aAb3.

Squaring in GF(24) is a special case of multiplication and is given by

q(x) = a(x)2 mod m4(x), q(x), a(x) ∈ GF(24) (8)
q0 = a0 ⊕ a2, q1 = a2, q2 = a1 ⊕ a3, q3 = a3.

The inverse a−1 of an element a ∈ GF (24) can be derived by solving the equation
a(x) · a−1 mod m4(x) = 1 as follows

q(x) = a(x)−1 mod m4(x), q(x), a(x) ∈ GF(24) (9)
aA = a1 ⊕ a2 ⊕ a3 ⊕ a1a2a3

q0 = aA ⊕ a0 ⊕ a0a2 ⊕ a1a2 ⊕ a0a1a2

q1 = a0a1 ⊕ a0a2 ⊕ a1a2 ⊕ a3 ⊕ a1a3 ⊕ a0a1a3

q2 = a0a1 ⊕ a2 ⊕ a0a2 ⊕ a3 ⊕ a0a3 ⊕ a0a2a3

q3 = aA ⊕ a0a3 ⊕ a1a3 ⊕ a2a3.

The concatenation of two bits aiaj in Equations 7 and 9 represents a binary
multiplication which is an AND-operation. In contrast to inversion in GF(28),
inversion in GF(24) is suitable for a hardware implementation using combina-
tional logic since all Boolean equations depend only on four input bits.

Inversion of Two-Term Polynomials. Inversion of two-term polynomials is
the equivalent operation to inversion in GF(28). A multiplication of a two-term
polynomial with its inverse yields the 1-element of the field: (ahx + al) ⊗ (a′

hx +
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a′
l) = {0}x + {1}, ah, al, a′

h, a′
l ∈ GF (24). From this definition the formula for

inversion can be derived:

(ahx + al)−1 = a′
hx + a′

l = (ah ⊗ d)x + (ah ⊕ al) ⊗ d (10)
d = ((a2

h ⊗ {e}) ⊕ (ah ⊗ al) ⊕ a2
l )−1.

Inversion of two-term polynomials involves only operations in GF(24) which are
suitable for a hardware implementation using combinational logic. Most of the
functionality is used to calculate the term d which is used to calculate both
coefficients of the inverted two-term polynomial.

Transition between Representations of GF(28). The finite field GF(28)
is isomorphic to the finite field GF((24)2) which means that for each element
in GF(28) there exists exactly one element in GF((24)2). The bijection from an
element a ∈ GF (28) to a two-term polynomial ahx + al where ah, al ∈ GF (24)
is given by the function map:

ahx + al = map(a), ah, al ∈ GF(24), a ∈ GF(28) (11)
aA = a1 ⊕ a7, aB = a5 ⊕ a7, aC = a4 ⊕ a6

al0 = aC ⊕ a0 ⊕ a5, al1 = a1 ⊕ a2, al2 = aA, al3 = a2 ⊕ a4

ah0 = aC ⊕ a5, ah1 = aA ⊕ aC , ah2 = aB ⊕ a2 ⊕ a3, ah3 = aB .

The inverse transformation (map−1) converts two-term polynomials ahx + al,
ah, al ∈ GF (24) back into elements a ∈ GF (28). It is given by

a = map−1(ahx + al), a ∈ GF(28), ah, al ∈ GF(24) (12)
aA = al1 ⊕ ah3, aB = ah0 ⊕ ah1,

a0 = al0 ⊕ ah0, a1 = aB ⊕ ah3

a2 = aA ⊕ aB , a3 = aB ⊕ al1 ⊕ ah2

a4 = aA ⊕ aB ⊕ al3, a5 = aB ⊕ al2

a6 = aA ⊕ al2 ⊕ al3 ⊕ ah0, a7 = aB ⊕ al2 ⊕ ah3

Both transformations can be derived by following the procedure given in C.
Paar’s PhD thesis [7]. They differ from the transformations given in [5] because
the irreducible polynomial m(x) for GF(28) is different.

3 SBox Building Blocks

The SubByte transformation operates independently on each Byte of the State
using a substitution table (SBox). An AES-SBox is composed of two transfor-
mations:

1. Calculate the multiplicative inverse in the finite field GF(28). The element
{00} is mapped to itself. Table 1 presents the inversion.
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Table 1. Inversion of a Byte {xy} ∈ GF (28) in hexadecimal notation.

x\y 0 1 2 3 4 5 6 7 8 9 a b c d e f
0 00 01 8d f6 cb 52 7b d1 e8 4f 29 c0 b0 e1 e5 c7
1 74 b4 aa 4b 99 2b 60 5f 58 3f fd cc ff 40 ee b2
2 3a 6e 5a f1 55 4d a8 c9 c1 0a 98 15 30 44 a2 c2
3 2c 45 92 6c f3 39 66 42 f2 35 20 6f 77 bb 59 19
4 1d fe 37 67 2d 31 f5 69 a7 64 ab 13 54 25 e9 09
5 ed 5c 05 ca 4c 24 87 bf 18 3e 22 f0 51 ec 61 17
6 16 5e af d3 49 a6 36 43 f4 47 91 df 33 93 21 3b
7 79 b7 97 85 10 b5 ba 3c b6 70 d0 06 a1 fa 81 82
8 83 7e 7f 80 96 73 be 56 9b 9e 95 d9 f7 02 b9 a4
9 de 6a 32 6d d8 8a 84 72 2a 14 9f 88 f9 dc 89 9a
a fb 7c 2e c3 8f b8 65 48 26 c8 12 4a ce e7 d2 62
b 0c e0 1f ef 11 75 78 71 a5 8e 76 3d bd bc 86 57
c 0b 28 2f a3 da d4 e4 0f a9 27 53 04 1b fc ac e6
d 7a 07 ae 63 c5 db e2 ea 94 8b c4 d5 9d f8 90 6b
e b1 0d d6 eb c6 0e cf ad 08 4e d7 e3 5d 50 1e b3
f 5b 23 38 34 68 46 03 8c dd 9c 7d a0 cd 1a 41 1c

2. Apply the affine transformation which is given by Equation 13.

q = aff trans(a) (13)
aA = a0 ⊕ a1, aB = a2 ⊕ a3,

aC = a4 ⊕ a5, aD = a6 ⊕ a7

q0 = a0 ⊕ aC ⊕ aD

q1 = a5 ⊕ aA ⊕ aD

q2 = a2 ⊕ aA ⊕ aD

q3 = a7 ⊕ aA ⊕ aB

q4 = a4 ⊕ aA ⊕ aB

q5 = a1 ⊕ aB ⊕ aC

q6 = a6 ⊕ aB ⊕ aC

q7 = a3 ⊕ aC ⊕ aD.

q = aff trans−1(a) (14)
aA = a0 ⊕ a5, aB = a1 ⊕ a4,

aC = a2 ⊕ a7, aD = a3 ⊕ a6

q0 = a5 ⊕ aC

q1 = a0 ⊕ aD

q2 = a7 ⊕ aB

q3 = a2 ⊕ aA

q4 = a1 ⊕ aD

q5 = a4 ⊕ aC

q6 = a3 ⊕ aA

q7 = a6 ⊕ aB .

Overlined bits in Equation 13 and 14 denote inverted bits. Decryption re-
quires the inverse function of SubByte (InvSubByte) which reverses the SBox-
operation by applying the inverse affine transformation first (Equation 14). Then,
the multiplicative inverse in the finite field GF(28) is calculated.

Inversion in the finite field GF(28) is needed to calculate the SubByte-
function as well as InvSubByte. It makes sense, to merge the encryption SBox
with the decryption SBox in order to reuse the finite field inversion circuit for
decryption. Figure 2 depicts this approach. The control signal enc switches be-
tween encryption and decryption. If encryption is chosen (enc=1), the inverse
affine transformation (aff trans−1) is bypassed and the input a is directly fed
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Fig. 2. Architecture of the AES-SBox

into the inversion circuit. The output of the inversion circuit is modified by the
affine transformation block which calculates the result of the SubByte-function.
During decryption (enc=0), the inverse affine transformation is active and the
affine transformation is bypassed to calculate InvSubByte. The delay for encryp-
tion and decryption is essentially the same because the circuit’s complexity for
the affine transformation and its inverse are equal.

The circuit for inversion of elements in GF(28) covers most of the SBox
functionality. In our approach the inversion is calculated with combinational logic
and is based on Equation 10 which operates in GF(24). The operations occurring
in this equation correspond to the function blocks shown in Fig. 2. Furthermore,
this function block has to convert data from GF(28) to two-term polynomials
and vice versa. The blocks map resp. map−1 provide this functionality based on
Equation 11 and 12. Addition of elements in GF(24) is accomplished by a bitwise
XOR-operation. Squaring relies on Equation 9. Multiplication of an element in
GF(24) with the constant {e} is given by
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q = a ⊗ {e} (15)
aA = a0 ⊕ a1, aB = a2 ⊕ a3

q0 = a1 ⊕ aB

q1 = aA

q2 = aA ⊕ a2

q3 = aA ⊕ aB .

Multiplication and inversion in GF(24) are the most complex function blocks
and rely on Equations 7 and 9.

4 Implementation

Our implementation is based on the architecture described in Sect. 3. It has a
maskable affine transformation block, a maskable inverse affine transformation
block and a block which calculates the inverse in the finite field GF(28). Most of
the functionality can be implemented with XOR-gates. Additionally, inverters,
AND-gates, and 2-to-1 multiplexers are required, but they can be neglected for
performance analysis purposes.

Table 2. Complexity of the SBox

block dXOR XORs instances sum XORs
aff trans 3 16 1 16
aff trans−1 2 12 1 12
map 2 11 1 11
map−1 3 15 1 15
⊕ 1 4 3 12
∧2 1 2 2 4
⊗{e} 2 5 1 5
⊗ 2 12 3 36
∧−1 3 12 1 12

Max 15 Sum 123

Table 3. Pipelining of the SBox

stages flipflops frequency area
0 0 100% 100%
1 12 178% 111%
3 28 205% 151%

Table 2 lists the resources of all blocks – measured in number of XORs. The
overall amount of gates are 123 XOR-gates with two inputs, 16 2-to-1 multi-
plexers and a dozen of inverters and AND-gates. If XOR-gates with three inputs
are available, the number of gates can be reduced. The delay of the blocks is
measured in numbers of XOR-gates in series (dXOR). The critical path for en-
cryption is composed of 15 XOR-gates in series. For decryption it is 14 because
the inverse of the affine transformation has lower complexity. XOR-gates with
three inputs will shorten the critical path and improve performance.

A feature that can be exploited to gain higher throughput is pipelining.
Pipelining is a technique which subdivides the critical path by insertion of storing
elements (flipflops). Subdividing the SBox functionality into a number of stages
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Fig. 3. Layout of the AES-SBox

is easy to accomplish since flipflops can be inserted nearly anywhere when SBoxes
are implemented with combinational logic. Pipelining introduces latency but the
additional clock cycles are made up by an increased clock frequency as shown in
Table 3. This technique will offer best results if the number of SBox instances
used for an AES implementation is kept low (e.g. 4), otherwise latency will
consume more time than it is saved by shortening the critical path.

Our implementation of the AES-SBox which combines the SubByte-function
and InvSubByte-function from the AES algorithm is a standard-cell circuit on
a 0.6 µm CMOS process from AMS using two metal layers. It has an area
of 0.108 mm2 and contains 1624 transistors (406 NAND equivalents) when no
pipelining is used. A layout is shown in Fig. 3. Layout simulation with typi-
cal mean parameters considering parasitics yields a delay below 14.2 ns which
equals a maximum clock frequency of 70 MHz for both encryption and decryp-
tion. A pipelined version with one stage is slightly bigger (0.120 mm2), contains
nearly 2000 transistors (500 NAND equivalents) and yields a delay below 8 ns
(125 MHz). Further increasing the number of pipeline stages will not improve
throughput that strong and has a worse ratio of performance benefit to area
penalty. It should be considered when the maximum clock frequency is of ut-
most interest.

For comparison, a lookup-table based approach requires a 4k-bit ROM to
store the 256 8-bit entries of SubByte and InvSubByte. An implementation on
the same process technology uses about 0.200 mm2 and has an estimated maxi-
mum frequency of 100 MHz [9].

For an SBox implementation using a full-custom design methodology we
suggest to use a differential logic style [8]. The logic functions of an SBox based
on combinational logic are dominated by XOR-gates and differential XOR-gates
offer good performance and have a moderate transistor count. We assume that
a full-custom design could halve the required chip area because an SBbox is a
small module and does not require the excessive driving capability offered by
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standard cells. Output transistors of gates can be dimensioned smaller and this
will in turn make it possible to scale all transistors down without deteriorating
performance. At least three leaf cells are needed: a XOR-gate, an AND-gate
and an inverter. To develop these cells will be an rewarding task if the resulting
performance gain and area saving is pictured.

5 Related Work

Several AES-implementations have been presented recently. For comparison with
our work, only ASIC circuits [11] or circuits exploiting a more efficient finite field
arithmetic are of interest [10]. The approach followed in IBM implementation [10]
is also based on a conversion of elements in GF(28) into two-term polynomials.
In contrast to our approach, they calculate the whole round function in this
representation. Therefore, they choose the conversion function map() in a way
that minimizes the overall gate count. Our primary focus on choosing map() was
to minimize the critical path of the complete SBox and secondarily to keep the
gate count low. Our map()-function has a shorter critical path compared to the
IBM implementation, the critical path of map−1() is identical.

6 Conclusion

This article presented an ASIC implementation of the SBoxes from the Advanced
Encryption Standard (AES). It is based on finite field arithmetic rather than
using lookup-tables. This approach offers higher flexibility. Area requirements
can be traded for the maximum clock frequency. The architecture can be easily
implemented within a standard-cell design methodology because it completely
relies on combinational logic. It is also well suited for a full-custom implementa-
tion since it uses only a few leaf cells. We implemented the AES-SBox on 0.6 µm
CMOS process with standard-cells. The most promising configuration of design
parameters we found is a single stage pipeline architecture. It has a silicon area
of 0.12 mm2 and a maximum clock frequency of 125 MHz. This configuration
has a latency of one clock cycle like a ROM based approach. In comparison to
ROMs, it offers better performance on smaller area and can even be improved
by exploiting better suited logic styles like differential logic.

References

1. NIST, Advanced Encryption Standard (AES), FIPS PUBS 197, National Institute
of Standards and Technology, November 2001.

2. A. Menezes, P. van Oorschot, and S. Vanstone, Handbook of Applied Cryptography,
CRC Press, New York, 1997.

3. R. Lidl and H. Niederreiter, Introduction to finite fields and their applications,
Cambridge University Press, Cambridge, 1986.

4. V. Rijmen, Efficient Implementation of the Rijndael SBox, http://www.esat.ku-
leuven.ac.be/∼rijmen/rijndael/ .



78 Johannes Wolkerstorfer, Elisabeth Oswald, and Mario Lamberger

5. E. Soljanin, R. Urbanke, An Efficient Architecture for Implementation of a Multi-
plier and Inverter in GF(28), Lucent Technologies.

6. E. D. Mastrovito, VLSI Architectures for Computations in Galois Fields, PhD
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Abstract. We show that non-interactive statistically-secret bit commit-
ment cannot be constructed from arbitrary black-box one-to-one trap-
door functions and thus from general public-key cryptosystems. Reducing
the problems of non-interactive crypto-computing, rerandomizable en-
cryption, and non-interactive statistically-sender-private oblivious trans-
fer and low-communication private information retrieval to such commit-
ment schemes, it follows that these primitives are neither constructible
from one-to-one trapdoor functions and public-key encryption in gen-
eral. Furthermore, our separation sheds some light on statistical zero-
knowledge proofs. There is an oracle relative to which one-to-one trap-
door functions and one-way permutations exist, while the class of promise
problems with statistical zero-knowledge proofs collapses in P. This in-
dicates that nontrivial problems with statistical zero-knowledge proofs
require more than (trapdoor) one-wayness.

1 Introduction

One of the fundamental questions in cryptography deals with the relationship
of cryptographic primitives: does the existence of primitive A imply the exis-
tence of primitive B? As for positive results, such proofs usually give rise to
an explicit construction of primitive B given an arbitrary instance of primi-
tive A. For instance, given any one-way function we can effectively specify a
secure signature scheme [33,38]. We also know that one-way functions, pseu-
dorandom generators, pseudorandom functions, private-key encryption, signa-
ture schemes and computationally-secret bit commitment are all equivalent in
this sense [21,25,33,38,30,24]. Similarly, trapdoor permutations are sufficient for
oblivious transfer and public-key encryption, and for key agreement [13,22,15].

Concerning separations of primitives, Impagliazzo and Rudich [26] have
shown that basing key agreement (and thus trapdoor permutations and obliv-
ious transfer) on any “black-box” one-way permutation is at least as hard as
proving P �= N P. The terminology “black-box” refers to the fact that nothing
beyond the structure of a primitive is assumed except for fundamental proper-
ties guaranteed by the definition. For instance, in [26] the abstract of a one-way
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permutation is a one-way permutation oracle, and the efficient evaluation algo-
rithm of the one-way permutation corresponds to single oracle step that returns
the function value. Since reductions where the starting primitive is treated as a
black box are common throughout complexity-based cryptography, the result of
Impagliazzo and Rudich suggests that showing the equivalence of key agreement
and one-way functions is infeasible. Therefore, in a sense, secure key agreement
needs more than one-wayness.

Although most known reductions obey the black-box approach, there is at
least one example of a reduction which is not black-box, i.e., requires that the
description of the evaluation algorithm is explicit. See [26] for a discussion. Thus,
oracle-based separations do not completely rule out the possibility that reduc-
tions exist. There might still be effective constructions which are not black-box.
Yet, as mentioned before, the black-box design is widely used in complexity-
based cryptography.

For more impossibility results we refer the reader to [39,45,29,28,17,18]. In
particular, the work by Simon [45] separates collision-intractability and one-
wayness by defining an oracle relative to which one-way permutations exist,
but collision-intractable hash functions do not. Here, relying on the techniques
developed in [45], we extend Simon’s result. In the first step we present an
oracle relative to which non-interactive statistically-secret bit commitment is
impossible, yet one-way permutations exists (throughout the paper we refer to
non-interactive protocols as schemes where both parties consecutively send a
single message only). Relative to our oracle a very weak form of non-interactive
statistically-secret bit commitment does not exist. That is, secrecy is only guar-
anteed with respect to honestly behaving receivers, and a commitment merely
binds with very small, yet noticeable probability.

We stress that it is not known whether any kind of bit commitment yields
collision-intractable hash functions in general or not. Thus, our extension from
collision-intractable hash functions to commitments is not known to be im-
plied by Simon’s result directly. We remark that, conversely, collision-intractable
hash functions are sufficient for non-interactive statistically-secret commitment
[33,10,23]. Furthermore, one can construct perfectly-secret bit commitment from
any one-way permutation with linear many rounds in the security parameter
[31]. To best of our knowledge, nothing has been reported about improvements
concerning either the assumption or the round complexity1. Our result pro-
vides some evidence that accomplishing non-interactive statistically-secret com-
mitment based on one-wayness alone is impossible. In contrast, non-interactive
computationally-secret commitment can be based on one-way functions [24,30].

In addition to showing that non-interactive statistically-secret commitments
are impossible in the presence of general one-way functions, in the second exten-
sion step we prove that this impossibility result transfers to the case that one
adds the “power” of trapdoors to the one-way function. Such (one-to-one) trap-

1 We always refer to the classical Turing machine model in this work. In the Quantum
computing model there are indeed results that one-wayness is sufficient for constant-
round statistically-secret commitments [14,9].
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door functions are a relaxed version of trapdoor permutations. We only demand
that the former are one-to-one in order to support unique inversion.

Bellare et al. [5] prove that many-to-one trapdoor functions with super-
polynomial preimage size can be derived from any one-way function. Trapdoor
functions with polynomially bounded preimage size, among which are one-to-one
trapdoor functions, yield public-key cryptosystems, though. In light of [26] they
cannot be derived from one-way functions in general, and therefore, in a sense,
our result is a strict extension of Simon’s separation.

In summery, we broaden Simon’s separation in both directions. On one
side, we show that relative to an oracle non-interactive weakly-binding honest-
receiver statistically-secret commitments schemes do not exist. Such commit-
ment schemes include collision-intractable hash functions, but are not known to
imply the existence of such hash functions. On the other side, the negative result
holds in the presence of one-way permutation and of one-to-one trapdoor func-
tions. The latter functions are presumably not derivable from general one-way
permutations.

The relationship of statistical secrecy and one-wayness enables us to obtain
a new result about the class SZK of promise problems with statistical zero-
knowledge proofs. We prove that relative to a one-way permutation oracle and
to a one-to-one trapdoor function oracle, respectively, the class SZK breaks
down to P. In contrast to our impossibility result, one-way functions suffice
to lift the class CZK of promise problems with computational zero-knowledge
proofs to IP = PSPACE [43,27,7]. This gives us another, oracle-based separation
of CZK and SZK in addition to the one implied by the presumably strictness of
the polynomial hierarchy: SZK belongs to AM∩co-AM [16,1], and likewise lies
much lower in the polynomial hierarchy than CZK (which equals PSPACE under
the assumption that one-way functions exist). From a cryptographer’s point of
view, our result says that while one-wayness is sufficient and necessary [36] for
nontrivial problems in CZK, hard problems in SZK seem to require more than
general one-way permutations and one-to-one trapdoor functions.

Finally, we consider implications to other cryptographic protocols. By con-
structing non-interactive weakly-binding honest-receiver statistically-secret com-
mitment schemes from other non-interactive statistically-secret cryptographic
protocols, we conclude that such protocols cannot be derived from general black-
box one-to-one trapdoor functions. Specifically, we prove that this holds for non-
interactive crypto-computing, rerandomizable encryption, and non-interactive
statistically-sender-private protocols for oblivious transfer and, using a result
of Beimel et al. [4], for private information retrieval with low communication
complexity.

The paper is organized as follows. We start with basic definitions in Section 2.
Then, in Section 3 we introduce the class SZK of statistical zero-knowledge
proofs for motivating our oracle separation constructions in Section 4. In Sec-
tion 5 we then apply the separation to SZK, and we discuss implications to
other cryptographic protocols in the final part.
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2 Definitions

We occasionally view probabilistic algorithms as deterministic ones by providing
the random coins explicitly. That is, let A be a deterministic algorithm taking
two inputs x and r. Then we denote by A(x, r) the output of A for input x, r and
by A(x) the random variable that describes the output for fixed x and uniformly
chosen r. It will be clear from the context which part of the input is considered
as the random coins. Additionally, we denote by [A(x)] the support of A(x), i.e.,
a ∈ [A(x)] if and only if there exists r with a = A(x, r). When passing a function
as argument to, say, an oracle, it is understood that we pass a circuit description
of the function.

A function δ(n) is negligible if it is eventually less than any polynomial frac-
tion, i.e., δ(n) < 1/p(n) for any positive polynomial p(n) and all sufficiently
large n’s. A function δ(n) is noticeable if it is not negligible; it is overwhelming if
1−δ(n) is negligible. Two sequences X = (Xn)n∈IN and Y = (Yn)n∈IN of random
variables are called statistically close, X

s= Y , if the statistical difference

StatDiff(Xn, Yn) = 1
2 ·

∑

s∈[Xn]∪[Yn]

|Prob [Xn = s] − Prob [Yn = s]|

is negligible.

2.1 Commitment Schemes

A commitment scheme consists of two phases. In the commitment phase the
sender puts a secret bit b into a box and sends the locked box to the receiver.
In the decommitment phase the sender assists in opening the box, say, by trans-
mitting the key. Then, on one hand, even a malicious sender S∗ cannot change
his mind once the box has been given to the receiver (binding property). The
receiver, on the other hand, does not learn anything about the bit b till the
decommitment step is carried out (secrecy).

We exclusively present the definition of non-interactive honest-receiver statis-
tically-secret bit commitment schemes. Our definition captures only a very weak
binding property, namely, that there is no collision-finder that nearly always
succeeds in finding ambiguous decommitments. Usually, the binding property
demands that any collision-finder fails with very high probability.

Definition 1. The tuple (Gen, Com, Decom, Vf) of probabilistic polynomial-
time algorithms is a non-interactive weakly-binding honest-receiver statistical-
ly-secret bit commitment scheme if

– generation: on input 1n algorithm Gen outputs a description kn (wlog. kn

contains 1n).
– meaningfulness: for every kn ∈ [Gen(1n)] and every c = Comkn(b, r) and

d = Decomkn(b, r) we have Vfkn(b, c, d) = 1.
– honest-receiver statistical secrecy: for every sequence (kn)n∈IN with kn ∈

[Gen(1n)] we have Comkn
(0) s= Comkn

(1).
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– weakly binding: for any probabilistic polynomial-time algorithm S∗ the prob-
ability that S∗ on input kn outputs c and d, d′ such that Vfkn

(0, c, d) =
Vfkn(1, c, d′) = 1 is not overwhelming (where the probability is taken over
the choice of kn and the coin tosses of S∗).

Instead of using the notation above, we sometimes adopt the viewpoint of a
protocol between a sender S and a receiver R, in which the honest R transmits
kn obtained by running Gen(1n) and S (with input b) answers with a sample
Comkn(b, r) by choosing r at random. Later, in the decommitment phase, the
receiver then applies the verification algorithm Vfkn to check the validity of the
decommitment d = Decomkn

(b, r). Note that, in order to generate the decom-
mitment d, algorithm Decom gets the same random string r as Com.

Wlog. assume that the input length of the commitment function Comkn is at
least as large as the security parameter n. Also, let the output size of Comkn(b)
be at most the size of the randomness portion of the input. This can always be
achieved by padding the input with redundant random bits. Then the domain
of Comkn

is at least twice as large as its range.

2.2 Black-Box (Trapdoor) One-Way Functions

We rigidly formalize the concept of black-box (trapdoor) one-way functions as
discussed in the introduction.

Definition 2. A black-box one-way function is an oracle F : {0, 1}∗ → {0, 1}∗

such that for any uniform polynomial-size circuit family C = (Cn)n∈IN the in-
version probability

Prob
[
CF

n (F(x)) ∈ F−1(F(x))
]

is negligible, where the probability is taken over the random choice of x ∈R {0, 1}n

and the internal coin tosses of Cn. If additionally F({0, 1}n) = {0, 1}n for all
n ∈ IN then we say that F is a black-box one-way permutation.

We remark that Cn is granted oracle access to F . This enables Cn to evaluate
F at values of its choice. Also, we demand that the family C of circuits is
uniform. This is necessary to derandomize the probabilistic oracle construction
as described in [44,45].

Our definition imitates the one of a one-way function with infinite domain.
Instead, one sometimes uses collections of one-way function, where each function
of this collection is indexed. Yet, we omit further discussions since the notion of a
collection of black-box one-way functions is implicit in the definition of trapdoor
one-way functions below, and can be easily inferred. From an existential point
of view both notions of one-way functions are equivalent, even in the black-box
case.

Definition 3. A black-box one-to-one trapdoor function is an oracle T with
three query states generate, evaluate, invert:

– generation: T (generate, ω) for ω ∈ {0, 1}n outputs a pair (t, i). Wlog. let
1n be recoverable from index i and trapdoor t. Furthermore, assume that i
uniquely determines t and vice versa.
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– evaluation: given x ∈ {0, 1}n and an index i with (t, i) = T (generate, ω) for
some ω ∈ {0, 1}n, the oracle T (evaluate, i, x) returns y ∈ {0, 1}poly(n). Also,
let T (evaluate, i, ·) be one-to-one for any index i.

– inversion: given y ∈ {0, 1}poly(n) and t, the answer T (invert, t, y) is some x
such that T (evaluate, i, x) = y if such an x exists (where i is the uniquely
determined index to t), and an undefined symbol otherwise.

Additionally, T satisfies the following one-wayness property: for any uniform
polynomial-size circuit family C = (Cn)n∈IN the inversion probability

Prob
[
CT

n (i, T (evaluate, i, x)) = x
]

is negligible, where the probability is taken over the choice of i according to
T (generate, ω) for a random ω ∈R {0, 1}n, over x ∈R {0, 1}n, and over the
randomness of Cn.

The generation step of our definition says that one must externally supply the
deterministic oracle T with randomness ω to get a random function description
(t, i). For simplicity and since our construction achieves this, we presume that
T only takes n random bits to produce a random description of complexity n.
Additionally, we demand a bijective relationship of trapdoors and indices. More
generally, we could allow several matching indices i, i′ to a single trapdoor t.
Again, as our construction supports this uniqueness property, we do not include
this in our definition.

3 Statistical Zero-Knowledge

When talking about complexity classes, we always refer to classes of promise
problems. A promise problem Π = (Πyes, Πno) is a pair of disjoint sets of yes-
instances Πyes ⊆ {0, 1}∗ and no-instances Πno ⊆ {0, 1}∗. The notion of promise
problems generalizes the language-based approach: an algorithm putatively de-
ciding membership for some input x ∈ {0, 1}∗ gets a promise that x ∈ Πyes∪Πno.

We briefly introduce the zero-knowledge-based classes we deal with. As we
do not use any definitional properties beyond some basic facts about their re-
lationships, we omit formal definitions of these classes and refer the reader to
[46] for details. The class N ISZK consists of the promise problems having a
non-interactive statistical zero-knowledge proof. The class SZK is the class of
problems having general, possibly interactive statistical zero-knowledge proofs;
this is clearly a subset of the class of problems where statistical zero-knowledge
holds with respect to honest verifiers, denoted by HVSZK. By [12,20,19] we
have P ⊆ BPP ⊆ N ISZK ⊆ SZK = HVSZK.

Sahai and Vadhan [40] introduced the SZK-complete problem statistical dif-
ference. Using the completeness of this problem we show the collapse of SZK. To
a circuit X : {0, 1}m → {0, 1}n (more precisely, to its description) we associate
a random variable over {0, 1}n by choosing the input uniformly from {0, 1}m.
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Definition 4. The promise problem statistical difference, SD = (SDyes, SDno), is
defined by

SDyes = {(X0, X1) | StatDiff(X0, X1) ≥ 2/3}
SDno = {(X0, X1) | StatDiff(X0, X1) ≤ 1/3}

To prove that SD is complete for SZK, Sahai and Vadhan [40,41] established
the polarization lemma. Basically, this lemma says that one can turn an instance
(X0, X1) of SD into a pair (Y0, Y1) of circuits such that the distributions of Y0, Y1
are almost disjoint if (X0, X1) ∈ SDyes and nearly equal if (X0, X1) ∈ SDno.
Additionally, the transformation involves an error parameter � that determines
how far and close, respectively, the derived distributions are. This parameter �
may be independent of X0, X1.

Fact 1 (Polarization Lemma [40,41]) There is a polynomial-time algorithm
Polarize that on input (X0, X1, 1�) outputs (Y0, Y1) such that

(X0, X1) ∈ SDyes ⇒ StatDiff(Y0, Y1) ≥ 1 − 2−�

(X0, X1) ∈ SDno ⇒ StatDiff(Y0, Y1) ≤ 2−�

Set Polarize(X0, X1) = Polarize
(
X0, X1, 1|(X0,X1)|).

Intuitively, one can think of a polarized pair (Y0, Y1) as a description of a
non-interactive commitment function. The sender splits the bit b into n random
pieces b1, . . . , bn such that b = b1 ⊕· · ·⊕bn. Given n random instances (Yi,0, Yi,1)
—among which there will be a no-instance with high probability— the sender
commits to each piece bi individually by sampling according to Yi,bi

and handing
this sample to the receiver. If (Yi,0, Yi,1) is a (polarized) no-instance then the
distribution hides bi and therefore b statistically; if it corresponds to a yes-
instance then the sample determines bi with very high probability (as long as
the sender does not bias the sample too much).

For an ambiguous decommitment to b′ = b ⊕ 1 the sender has to flip at
least one piece bi. Put differently, the sender has to find a random string r′

such that Yi,bi⊕1 maps this string to the previously given sample Y1,bi(r). But
if (Yi,0, Yi,1) is a yes-instance then the distributions are almost disjoint and
this is quasi impossible. On the other hand, for a no-instance this is indeed
possible. Hence, an ambiguous decommitment tells us the status of (at least)
one of the instances. This is basically the reason why deciding membership for
SD becomes tractable relative to our oracle: ambiguous decommitments can be
found easily given access to the oracle. However, we remark that for a correct
membership decision on each instance of SD, the oracle must never err. This
motivates the investigation of weakly-binding commitment schemes, where the
oracle must (nearly) always return ambiguous decommiments to disprove their
existence. Still, a very small error for the binding property is acceptable to ensure
a perfect oracle.
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4 Extensions of Simon’s Result

In this section we apply Simon’s result [45] to obtain an oracle separation of
black-box one-way permutations and trapdoor one-way functions from non-
interactive weakly-binding honest-receiver statistically-secret bit commitment.

4.1 Extension to Commitment Schemes

We briefly describe the oracle construction in [45]. One starts with a random
oracle Π which contains a random permutation f and a special query state
collision. Basically, the random permutation f constitutes a one-way function,
and the query state collision enables to find collisions in hash functions. Once
proven that this random oracle is one-way, one can then derandomize the con-
struction.

Construction 1 Let f : {0, 1}∗ → {0, 1}∗ be a random permutation, i.e., a ran-
dom function with the constraint f({0, 1}n) = {0, 1}n for all n ∈ IN. Define ora-
cle Π to contain a random permutation f , and a special query state collision that
takes a circuit description of a many-to-one hash function h and outputs a ran-
dom element x together with a uniformly chosen value x′ from {y | h(x) = h(y)}
(and, besides, repeats the description of the hash function and any oracle queries
and answers obtained within the computation of the hash values for x and x′).

In the rest of the paper, we call this way of generating collisions x, x′ the basic
sampling procedure. In [45] it was shown that the collision-finding portion of Π
does not help to invert f significantly. Note that the description of the hash func-
tion might also include f - and recursive collision-queries and that we let Π ap-
pend these queries and answers to the output for collision-questions, too. Using an
appropriate encoding for collision-queries, e.g., substituting values in f by map-
ping inputs of the form (1 · · · 1, h, . . . , h) to (1 · · · 1, h, x, x′, queries & answers)
and vice versa for a sufficient number of 1’s and h-repetitions, the special query
state collision can be eliminated and it can be achieved that Π is also a per-
mutation over {0, 1}∗. See [45] for details. In the sequel, we sometimes switch
between both approaches for sake of convenience.

We would like to extend the negative result to non-interactive weakly-binding
honest-receiver statistically-secret bit commitment schemes. To this end, we
change oracle Π to an oracle Σ which allows to open such commitment schemes
ambiguously and to contradict the weak binding property. That is, Σ should re-
turn valid decommitments for different bits for statistically-secret commitment
schemes for any sufficiently large security parameter. For instance, this can be
accomplished by letting the oracle always output a non-trivial collision (i.e.,
with b �= b′) if the statistical difference is, say, less than some bound B, and by
reducing one-wayness of this oracle to the one-wayness of Π by querying Π a
sufficient number of times in order to simulate the new oracle. However, for this
we have to ensure that the oracle’s answers to queries with statistical difference
more than B are answered consistently compared to the simulation. We will
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overcome this problem by letting our new oracle Σ generate random ambiguous
decommitments in a way that already mimics the simulator’s behavior asking
several questions to Π:

Construction 2 Let Π be defined as in Construction 1. Modify Π by replacing
the collision-query state as follows: if the probability that the basic sampling pro-
cedure outputs a random collision (b, r), (b′, r′) with b �= b′ for the many-to-one
function Comkm is at least 1/6, then uniformly select some (b, r) from the set of
pairs (c, s) for which

Cc,s = {(c ⊕ 1, s′) | Comkm(c, s) = Comkm(c ⊕ 1, s′)}

is not empty, together with a uniformly chosen value (b′, r′) from Cb,r. Else,
for input length � of Comkm , generate � random collisions (b, r), (b′, r′) with
the basic sampling procedure; if there is some collision with b �= b′ then output
the first one that appears among these samples, otherwise return the first of
the � samples (which is then of the form (b, r), (b, r′), of course). Furthermore,
the oracle appends the description of Comkm and all oracle queries to compute
Comkm

(b, r) and Comkm
(b′, r′). Denote this oracle by Σ.

We claim that setting the bound to 1/6 guarantees that oracle Σ always
returns ambiguous decommitments for statistically-secret bit commitments (for
sufficiently large security parameter). To see this, let Comkm

be a statistically-
secret bit commitment function. Call an input (b, r) good if the number of ran-
dom strings s that map to the same commitment Comkm(b, r) = Comkm(b, s) is
at most twice the number of random strings s′ which map to the same commit-
ment Comkm

(b, r) = Comkm
(b ⊕ 1, s′) for the inverse bit b ⊕ 1. With probability

at least 1/2 a random value (b, r) is good (otherwise the statistical difference
of Comkm(0) and Comkm(1) would be at least 1/4 which would contradict the
negligible deviation for large security parameters)2. In this case, for a uniformly
chosen colliding input (b′, r′) to some good (b, r) it holds that b′ �= b with prob-
ability at least 1/3. Hence, for statistically-secret commitment, with probability
at least 1/6 a random collision represents valid decommitments for distinct bits.
See [41] for a tighter bound depending on the actual statistical difference.

Note that if we eliminate the collision-state from Π by encoding such queries
in {0, 1}∗, then Σ inherits this property.

Lemma 1. Oracle Σ in Construction 2 is a black-box one-way permutation.

Formally, Σ is a random oracle. Hence, we would better say “Picking Σ as in
Construction 2 one obtains a black-box one-way permutation.” We neglect this
as we will later derandomize the construction anyway.

Proof (Sketch). Clearly, the permutation property is not affected by the modifi-
cation, even if we encode collision-queries by bit strings. It thus suffices to prove
2 By assumption the input length of commitment functions is at least as large as the

security parameter. This allows us to use the same bound 1/6 when considering the
input length as replacement for the security parameter, as done in Construction 2.
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one-wayness. Assume that there exists a (uniform) polynomial-size circuit family
D = (Dn)n∈IN that takes advantage of the modification in Construction 2. That
is, D is able to invert Σ with noticeable probability. Let the polynomial q(n)
bound the size of D, and let Dn invert a random image under Σ with probability
at least 1/p(n) for a polynomial p(n) and infinitely many n ∈ IN. Note that the
total number of oracle queries, including the recursive ones in collision-queries, is
bounded above by the size q(n) of Dn. From D we construct a polynomial-size
circuit family C = (Cn)n∈IN interacting with a random oracle Π according to
Construction 1.

Basically, Cn gets an image y as input and simulates Dn on y. Each f -query
of Dn is answered by asking the f -oracle of Σ. Every time Dn submits a collision-
query for some Comkm

with input length �, then circuit Cn essentially (details
below) asks Π altogether � collision-queries by padding the description of Comkm

with redundant bits in each query (after all, Π is a random function and always
returns the same answer to the same question again; padding the commitment
function description thus yields independent random collisions). Then Cn selects
an adequate collision and hands it to Dn.

We explain in detail how Cn finds an appropriate collision. Assume for the
moment that Cn picks a collision by querying Π as described above � times. If
the commitment function Comkm is above the limit 1/6, then circuit Cn would
find a proper collision with probability at least 1 − (5/6)�; if � is large this is
very close to 1 and almost identical to the answer of Σ. For Comkm -functions
below the bound 1/6, circuit Cn would give identically distributed answers to
collision-queries in comparison to Σ. A problem occurs if � is too small. Then
Cn’s output would differ noticeably from Σ’s answer for commitment function
above the bound 1/6. To overcome this, we let Cn search for the right answers
for commitment functions Comkm with small input length. Then the simulation
error will still leave enough mass for Cn’s success probability. We use the limit
L(n) = 4 log2(2p(n)q(n)) ≥ log6/5(2p(n)q(n)) to identify a small input length.

Recall that the description of many-to-one functions in collision-queries may
also include recursive collision-request. We assert that the same solution as be-
fore applies. Either the input length is “very short”, or using enough samples
yields a sufficiently good approximation. More formally, we can first modify the
commitment function description by adding an “if-then-else”-check for recur-
sive collision-queries. This check simply imitates Cn’s strategy, i.e., compares the
input length to L(n) and proceeds accordingly.

It is not hard to show that by the choice of the parameters the simulation
error for a single collision-query, either one on top level or a recursive one, is at
most 1/(2p(n)q(n)). Since Dn puts at most q(n) oracle queries, by the union
bound the simulation therefore fails with probability at most 1/(2p(n)) for any
sufficiently large n. Thus, at most half of the cases of Dn’s success are covered
by the simulation error, and Cn successfully inverts Π with probability at least
1/(2p(n)) infinitely often. But this contradicts the result in [45]. ��

Derandomizing the oracle construction by taking an appropriate oracle which
works for all of the countable many uniform circuits [44,45], we obtain a one-way
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permutation oracle relative to which there cannot exist non-interactive weakly-
binding honest-receiver statistically-secret bit commitment schemes, even such
ones that use oracle queries.

Theorem 1. Relative to an oracle there exist black-box one-way functions and
permutations, but no non-interactive weakly-binding honest-receiver statistically-
secret bit commitment schemes.

4.2 Extension to Black-Box Trapdoor Functions

The essence of our construction of a black-box trapdoor function utilizes the
idea of the construction of signature schemes from one-way functions [33,38]:
the public and the private key of the signature scheme are the value of a one-
way function and its preimage. Here, the index i of the trapdoor function is
the value of Σ at the trapdoor t. Incorporating i into the evaluation process by
setting the function to Σ(i, ·) gives the desired trapdoor one-way function. To
invert some y in the range of Σ(i, ·) one has to provide the matching trapdoor
t to i to the inversion oracle.

Construction 3 Let Σ (over {0, 1}∗) be as in Construction 2. Define T as
follows:

– generation: on input ω ∈ {0, 1}n oracle T outputs t = ω and i = Σ(ω).
– evaluation: on input i, x ∈ {0, 1}n the evaluation algorithm of T returns

Σ(i, x) ∈ {0, 1}2n

– inversion: given y ∈ {0, 1}2n and t ∈ {0, 1}n the oracle T first checks that
Σ(t) equals the left half of (i, x) = Σ−1(y). If so, it outputs x, else some
undefined symbol.

Some remarks are in place. Apparently, our function is one-to-one but not a
permutation. Hence, iteration techniques for trapdoor permutations, like feeding
the output into the function again, are impossible. Nevertheless, we can apply a
tree construction of logarithmic depth by iterating the function on each output
half. This may replace the permutation in some settings. Similarly, it may suffice
to iterate the function on, say, the left half of the result and output the right
half “in clear”.

Also, observe how our construction circumvents the problem of claws. A pair
of claw-free functions is pair of functions with identical range, but such that
finding inputs for each function that both map to the same output is infeasible.
Any impossibility result about the construction of non-interactive statistically-
secret commitment schemes based on any trapdoor function implies that the
trapdoor functions do not yield claw-free functions. In our case, any distinct
trapdoor functions (t, i) �= (t′, i′) have disjoint ranges (because Σ(i, x) �= Σ(i′, x′)
for all x, x′ for the permutation Σ).

The proof that T is a trapdoor one-way function follows by reduction to
the one-wayness of Σ. While generation and evaluation queries for T can be
easily emulated given access to Σ, we have to ensure that inversion queries do
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not lend significant power to an adversary. Indeed, for a given index i ∈ {0, 1}n

the range of Σ(i, ·) forms a sparse subset of {0, 1}2n of size 2n. Therefore, any
algorithm that tries to invert an image y by guessing a trapdoor t′ and asking
T to invert a large y with respect to t′ almost certainly gets the undefined
symbol as reply. In other words, inversion queries for large images essentially
lead to reasonable answers only if the corresponding image has been computed
previously by querying the evaluation oracle of T . But then the preimage is
already known and gives no additional information. For short images, a preimage
can be computed efficiently by searching the domain, and thus inversion queries
do not give any advantage in this case either.

Lemma 2. Oracle T in Construction 3 is a black-box one-to-one trapdoor one-
way function.

Basically, the proof follows the one of Lemma 1 of the one-wayness of oracle
Σ, regarding that inversion queries do not help significantly according to the
previous discussion. It is omitted for space reasons. Derandomizing Construction
3 we conclude:

Theorem 2. Relative to an oracle there are black-box one-to-one trapdoor func-
tions and black-box one-way functions and permutations, but no non-interactive
weakly-binding honest-receiver statistically-secret bit commitment schemes.

In analogy to [45] we can turn T into a single oracle that operates on bit strings.
A description of this will be given in the full version.

5 Nontrivial Statistical Zero-Knowledge Requires
More Than Black-Box One-Wayness

In this section we prove the collapse of SZK relative to an appropriate one-way
permutation oracle and to a one-to-one black-box trapdoor function. It is known
that hard-to-predict problems in SZK imply one-way functions [34]. The premise
of this implication was later relaxed to CZK �= average-case-BPP [36]. Our result
presents some evidence that nontrivial problems in SZK actually need more
than one-wayness. Furthermore, we supplement the result that SZK �= BPP
relative to an oracle [2] by showing that SZK = BPP = P relative to a one-way
permutation oracle. Note that the existence of (black-box) one-way functions
implies that N P �⊆ BPP.

The construction of our oracle Γ , relative to which SD is easy, is a slight
modification of Σ in Construction 3. In order to preserve the interpretation that
one-wayness does not suffice for nontrivial problems in SZK, we allow instances
of SD to include query gates for the oracle Γ . We remark that this extended
version of SD is complete for this relativized class of SZK; this shows for example
in the completeness proof given in [46]. Hence, if we show the tractability of SD
relative to Γ it follows that the whole relativized class of SZK collapses.

In the construction of Γ we presume wlog. that the input size of circuits Y0
and Y1 of a polarized instance (for any complexity parameter) is at least the
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output length, and that both circuit have the same input size. Otherwise al-
gorithm Polarize pads the input length with a minimal number of bits. Then
we can view an input (X0, X1) as a description of a commitment function
Com(X0,X1)(b, r) = Yb(r), where Y0, Y1 are derived by applying the polarization
lemma (together with the length convention).

Construction 4 Let Σ be as in Construction 3. Alter Σ to Γ by modifying the
collision-state as follows: Γ only accepts pairs (X0, X1) of circuits as arguments
to collision-queries. Then Γ polarizes (X0, X1) with parameter � = |(X0, X1)| to
obtain (Y0, Y1). If (X0, X1) is a yes-instance for SD then return a pair (b, r), (b, r′)
such that Yb(r) = Yb(r′) (generated by the basic sampling procedure with the
restriction that the second value is chosen uniformly among the collisions with
the same leftmost bit b); if (X0, X1) ∈ SDno then sample a random collision
(b, r), (b ⊕ 1, r′) accordingly. Otherwise, if (X0, X1) /∈ SDyes ∪ SDno, compute �
random collisions with the basic procedure, output the first one with b �= b′, if
such a collision exists, otherwise return the first sample. Each time, also append
(X0, X1) and all oracle queries made to compute the circuits’ outputs.

Clearly, for any polarized no-instance (Y0, Y1) with probability at least 1/6
the basic sampling procedure returns a collision (b, r), (b′, r′) with b �= b′. See the
discussion in Section 4.1. Next we show that for yes-instances (with statistical
difference close to 1) this rarely happens; the proof is deferred from this version:

Lemma 3. Let (X0, X1) ∈ SDyes. Then the probability that the basic sampling
procedure for (Y0, Y1) = Polarize(X0, X1) yields a collision (b, r), (b, r′) is at most
2−�/2+1 for � = |(X0, X1)|.

We omit a formal proof that we can reduce a circuit D inverting Γ to a
circuit C finding preimages for Π. The argument is almost identical to the one
of Lemma 1, taking into account that the basic sampling procedure almost never
yields collisions for the same bit b for yes-instances according to the previous
lemma. Additionally, replacing Σ by Γ in Construction 3 of T , we obtain a
one-to-one trapdoor function granting access to Γ .

Theorem 3. There exists an oracle relative to which P = BPP = N ISZK =
SZK = HVSZK but relative to which one-to-one trapdoor functions and one-
way permutations exist.

Proof. Obviously, relative to our (derandomized) oracles Γ and T we have
SZK ⊆ P ⊆ BPP, because if we simply query the oracle about the input
instance (X0, X1) and output 1 (respectively, 0) if and only if we are given a
collision (b, r), (b, r′) (respectively, (b, r), (b ⊕ 1, r′)), then we correctly decide
membership for SD in polynomial time. Furthermore, the proofs [20,19] that
N ISZK ⊆ HVSZK ⊆ SZK relativize, and together with BPP ⊆ N ISZK the
assertion follows. ��
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6 Implications to Other Cryptographic Protocols

We show that various problems imply non-interactive weakly-binding honest-
receiver statistically-secret commitment schemes. It follows that our oracle sep-
aration transfers to these cases as well. Because of lack of space, a formal treat-
ment is deferred from this abstract, and we give a rather informal description
here.

The problem of non-interactive crypto-computing [42] deals with computing
on encrypted data. The server, possessing a secret circuit C, receives an encryp-
tion of some input x from the client. Then the server inattentively evaluates
C(x) and returns some value to the client upon which the client can extract the
value C(x) but learns nothing more about C in a statistically sense.

It is straightforward to devise non-interactive weakly-binding honest-receiver
statistically-secret bit commitment schemes from such crypto-computing proto-
cols. Namely, the committing party splits bit b = b1 ⊕ · · · ⊕ bn into n random
pieces, then the honest receiver in this commitment protocol sends n encryptions
of random bits a1, . . . , an, and the sender replies with the inattentive circuit eval-
uations of ORbi

(ai) = bi ∨ ai for i = 1, . . . , n. If the honest receiver sends some
ai with ai = 1 (which happens with probability at least 1 − 2−n) then he does
not learn anything about bi and thus about b. On the other hand, to open a
commitment ambiguously, a malicious sender needs to distinguish with notice-
able advantage between 0-encryptions —for which bj is pinned down because
the receiver learns bj— and 1-encryptions when the receiver does not gain any
information about bj . But this would contradict the security of the encryption
scheme.

Sander et al. [42] construct non-interactive crypto-computing protocols from
any semantically-secure rerandomizable bit encryption scheme; a rerandomizable
bit encryption system allows to renew the distribution of an encrypted bit with-
out knowing the secret key, i.e., from the ciphertext and the public key alone.
Hence, we can also construct a statistically-secret bit commitment protocol from
a rerandomizable encryption scheme.

With a one-out-of-two oblivious transfer (OT) protocol [37,15] a party trans-
fers one of two bits (the choice is made at random) to a receiver such that the
receiver does not learn anything about the other bit, and such that the sender
does not know which bit has been sent. In order to derive a commitment pro-
tocol we apply the same splitting technique as in the case of crypto-computers.
Specifically, the sender splits b into two random pieces and obliviously trans-
fers one to the honest receiver. Therefore, if the oblivious transfer protocol is
non-interactive and provides statistically-sender-privacy with respect to honest
receivers we obtain an appropriate commitment scheme. Additionally, this ap-
proach works with other kinds of oblivous transfers, like chosen-one-out-of-two
protocols. Details are omitted.

Until recently, non-interactive oblivious transfer protocols were only known
in a public-key infrastructure setting [6,11]. But lately, under the decisional
Diffie-Hellman assumption, Naor and Pinkas [32] and Aiello et al. [3] devised
statistically-sender-private chosen-one-out-of-two OT protocols which require
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both parties to send a single message only and without any setup assumptions.
Hence, such oblivious transfers may be impossible using general public-key cryp-
tosystems but they are constructible from specific intractability assumptions.

A private information retrieval (PIR) scheme [8] is a special oblivous transfer
protocol in which one out of n bits is transferred. Nothing is guaranteed about
the sender’s privacy, though, i.e., even the honest receiver might learn more than
a single bit. In contrast to oblivious transfer the communication complexity must
not exceed n bits in PIR schemes. In [4] it has been shown that non-interactive
low-comunication PIR schemes, i.e., where less than n/2 bits are communicated,
imply non-interactive statistically-secret bit commitment. In summery,

Corollary 1. There is an oracle relative to which black-box one-to-one trap-
door functions and black-box one-way permutations exist, but relative to which
non-interactive honest-client statistically-server-private crypto-computing for or-
gates, rerandomizable bit encryption, non-interactive honest-receiver statistically-
sender-private oblivous transfer and non-interactive low-communication private
information retrieval are impossible.
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Abstract. We review the representation problem based on factoring
and show that this problem gives rise to alternative solutions to a lot of
cryptographic protocols in the literature. And, while the solutions so far
usually either rely on the RSA problem or the intractability of factoring
integers of a special form (e.g., Blum integers), the solutions here work
with the most general factoring assumption. Protocols we discuss include
identification schemes secure against parallel attacks, secure signatures,
blind signatures and (non-malleable) commitments.

1 Introduction

The RSA representation problem deals with the problem of finding a decompo-
sition of a value into an RSA-like representation. Specifically, given a modulus
N = pq of two secret primes p, q, an exponent e relatively prime to Euler’s to-
tient function ϕ(N) and a value g ∈ ZZ∗

N , find to X ∈ ZZ∗
N a representation

x ∈ ZZe and r ∈ ZZ∗
N with X = gxre mod N . It is well-known that given N, e, g

coming up with some X and distinct representations (x1, r1), (x2, r2) is as hard
as the RSA problem [Ok92].

The RSA representation problem has a vast number of applications: for in-
stance, Okamoto [Ok92] constructs an identification protocol secure against (par-
allel) active attacks which Pointcheval and Stern [PS00] subsequently turn into
a secure signature scheme and a blind signature scheme. Fischlin and Fischlin
[FF00] as well as Di Crescenzo et al. [CKOS01] use the RSA representation
problem to derive efficient non-malleable commitment schemes based on RSA.
Brands [B97] shows how to prove linear relations on committed values with an
extended version of the RSA representation problem.

Interestingly, there is a seemingly less popular analogue to the RSA repre-
sentation problem relying on the assumed hardness of factoring integers. In this
case, a representation of X with respect to N, g and a number t is a pair x ∈ ZZ2t

and r ∈ ZZ∗
N with X = gxr2t

mod N . Brassard et al. [BCC88] introduce this
representation type for the special case t = 1. Damg̊ard [D95] generalizes this to
arbitrary t ≥ 1 for Blum integers N where p, q = 3 mod 4. In order to advance
to general moduli we introduce an “adjustment” parameter τ which depends
on the prime factorization of N (and which equals 0 for Blum integers, for ex-
ample), and we define a representation of X with respect to N, τ, g and t to

B. Preneel (Ed.): CT-RSA 2002, LNCS 2271, pp. 96–113, 2002.
c© Springer-Verlag Berlin Heidelberg 2002



The Representation Problem Based on Factoring 97

be a pair x ∈ ZZ2t and r ∈ ZZ∗
N such that X = gxr2τ+t

mod N . As we will
elaborate, for appropriate choices of τ, g the task of finding a value X and dif-
ferent representations becomes equivalent to the factoring problem for arbitrary
moduli.

One reason for the unpopularity of the factoring representation problem may
stem from the fact that Okamoto’s previously proposed identification scheme
based on this problem is flawed. It is sufficient to solve the RSA problem to
pass the identification scheme with constant probability, without necessarily be-
ing able to factor the modulus. We review this shortcoming in Appendix A.
Fortunately, the bug in Okamoto’s scheme is fixable, and we can indeed devise
a secure identification scheme using the factoring representation problem. We
show that for suitable parameters the protocol becomes provably secure under
the factoring assumption.

Among other identification schemes provably secure as factoring, the pre-
sumably most popular are the Feige-Fiat-Shamir protocol [FFS88] and its varia-
tion due to Ong-Schnorr [OS90,S96] as well as Shoup’s system [Sh99]. For these
schemes there is a trade-off between the key size and security against parallel
attacks. While the Feige-Fiat-Shamir protocol provides security against such par-
allel attacks, and therefore forms a fundament for secure resettable identification
[BFGM01] and blind signatures with parallel signature generation [PS97,PS00],
it also requires large secret and public keys. The Shoup and the Ong-Schnorr
system, on the other hand, admit short keys but are conceivably not secure
against parallel attacks1.

Our protocol fills the gap and achieves security against parallel attacks and
requires only short keys. With the techniques introduced in [PS00] we therefore
obtain a secure signature scheme and a secure blind signature scheme withstand-
ing up to poly-logarithmically many concurrent signature request, both in the
random oracle model. Furthermore, we derive a secure resettable identification
protocol by the general transformation presented in [BFGM01].

As for further applications, our result generalizes the result by Halevi [H99]
that two-round commitment schemes does not only work with William integers
but rather with any moduli. Also, plugging our result into the constructions of
[FF00,CKOS01], we conclude that efficient non-malleable commitment schemes
can be constructed under the assumption that factoring is hard. In fact, our vari-
ation of the protocols in [CKOS01] does not only base the security on a milder
assumption, but also simplifies and improves the scheme concerning computa-
tional effort and communication complexity.

The paper is structured as follows. In Section 2 we formally state the repre-
sentation problem based on factoring and prove equivalence to the intractability

1 Schnorr [S96,S97] claims that the Ong-Schnorr protocol with short keys is secure
against parallel attacks for very special system parameters where a large power 2m

divides p − 1 or q − 1 (e.g., m ≥ 25 for reasonable choices). Such primes form only
a small subspace of all primes and may be much harder to find. Moreover, although
we are not aware of any factoring method today taking advantage of this property,
such moduli are in principle more vulnerable to improved factoring procedures.
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of factoring large numbers. Section 3 discusses applications of the representa-
tion problem to identification and (blind) signatures. In Section 4 we deal with
commitments and show how to construct efficient non-malleable commitment
schemes based on the factoring representation problem.

2 Representation Problem

We state the RSA and factoring representation problems formally in Sections 2.1
and 2.2, respectively. In Section 2.3 we prove the equivalence of the factoring
representation problem to the factoring problem.

2.1 RSA Representation Problem

An RSA modulus N = pq is the product of two distinct primes p, q. A corre-
sponding RSA exponent e �= ±1 mod ϕ(N) is relatively prime to Euler’s totient
function ϕ(N) = (p − 1)(q − 1) [RSA78]. We say that N is an n-bit modulus if
n bits are sufficient and necessary for the binary representation of N , that is, if
2n−1 ≤ N < 2n.

We presume that there is an efficient index generator RSAIndex for the
representation problem which, on input 1n, returns an n-bit RSA modulus
N , a corresponding RSA exponent e and a random element g ∈R ZZ∗

N . Let
(N, e, g) ← RSAIndex(1n) denote the sampling process. An RSA representation
for a value X ∈ ZZ∗

N with respect to a tuple (N, e, g) is a pair (x, r) with x ∈ ZZe

and r ∈ ZZ∗
N such that

X = gxre mod N.

Every X ∈ ZZ∗
N has exactly e representations with respect to (N, e, g), because

for each x ∈ ZZe there is a unique r ∈ ZZ∗
N such that re = Xg−x mod N . We

usually omit mentioning the reference to (N, e, g) if it is clear from the context,
and simply say that (x, r) is a representation of X.

Definition 1 (RSA Representation Problem). Given (N, e, g) ←
RSAIndex(1n) return some X ∈ ZZ∗

N as well as two different representations
(x1, r1), (x2, r2) ∈ ZZe × ZZ∗

N of X.

In contrast, the ordinary RSA problem asks to compute the e-th root g1/e

mod N given (N, e, g) ← RSAIndex(1n). This task is widely assumed to be in-
tractable, i.e., no polynomial-time algorithm solves the RSA problem with more
than negligible success probability. This implies that factoring N , too, is believed
to be intractable. Yet, it is an open problem if RSA is indeed equally hard as
factoring (see also [BV98] for a discussion).

Provided one can solve the RSA problem, then the RSA representation prob-
lem becomes tractable, e.g., for any r ∈ ZZ∗

N both (0, r) and (1, rg−1/e mod N)
are representations of X = re mod N . The converse holds as well [Ok92], and
the equivalence reveals that both problems can be solved with the same suc-
cess/running time characteristics, neglecting minor extra computations (in the
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sequel we keep on disregarding the effort for such additional minor computa-
tions).

2.2 Factoring Representation Problem

We next address the factoring representation problem. We replace the RSA
exponent e by some power of 2. Namely, we substitute e by 2τ+t where t describes
the bit length of x ∈ ZZ2t and the integer τ depends on the prime factorization of
the modulus N ; we will explain the choice and role of this adjustment parameter
τ later. Then a representation for X ∈ ZZ∗

N with respect to N = pq, g ∈ ZZ∗
N

and τ ≥ 0, t ≥ 1 is a pair (x, r) ∈ ZZ2t × ZZ∗
N such that

X = gxr2τ+t

mod N.

Apparently, given the factorization of N one can easily come up with two differ-
ent representations. The converse does not hold in general: for example (x, r) and
(x, −r) represent the same X. Since we are mainly interested in finding distinct
x-components we therefore call representations (x1, r1) and (x2, r2) different or
distinct if and only if x1 �= x2. Observe that this subsumes the RSA case where
distinct x-components imply different r’s and vice versa.

Basically, the RSA and the factoring representation problem diverge con-
cerning the equivalence to the underlying number-theoretic assumption because
of the number of preimages of re and r2τ+t

, respectively. For RSA parame-
ters the mapping r �→ re mod N constitutes a permutation on ZZ∗

N . Squaring
on ZZ∗

N , however, is a 4:1 mapping for N = pq. Restricting the modulus to a
Blum integer where p, q = 3 mod 4 squaring becomes a permutation on the sub-
group of quadratic residues QRN . More generally, for any odd modulus N with
prime factorization N =

∏r
i=1 pei

i where p1, p2, . . . , pr are distinct odd primes
and e1, e2, . . . , er ≥ 1, let η denote the smallest integer such that 2η+1 does not
divide any ϕ(pei

i ). Then squaring is a permutation on the subgroup

HQRN := {x2η | x ∈ ZZ∗
N } = {x ∈ ZZ∗

N | ordN (x) is odd}

of the “highest quadratic” residues, namely the 2η-th powers (see, for example,
[S96,H99]):

Proposition 1. For any odd modulus N squaring is a permutation on HQRN .

Squaring permutes the 2k-th powers for any k ≥ η for any odd n-bit modulus
N . In other words, as long as k ≥ η, the set of the 2k-th powers of the elements
in ZZ∗

N is the subgroup of elements with odd order. Since η ≤ n, even without
knowledge of η the set HQRN is efficiently samplable by taking a random element
from ZZ∗

N and raising it to its 2n-th power.
With the similarity of Blum integers and QRN to general moduli and HQRN

we are ready to state the factoring representation problem turning out to be
equivalent to the factoring problem. But before, some words of clarification about
the parameter τ follow. Recall that a representation for X is a pair (x, r) with
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X = gxr2τ+t

mod N . In the following we demand that τ ≥ η − 1 and thus τ
may reveal some information about the factors of N . But because 1 ≤ η ≤ n we
can easily guess this information with probability 1

n , or, in case of Blum moduli
for instance, the fact η = 1 is publicly known anyway. In particular, for Blum
integers we may set τ = 0 and the representation problem in this case equals
the one stated by Damg̊ard [D95].

Let FactIndex denote an efficient index generator that outputs an n-bit RSA
modulus N , τ ≥ η − 1, t ≥ 1 and an independently chosen element g ∈R HQRN

for input 1n, and write (N, τ, t, g) ← FactIndex(1n) for the sampling process.

Definition 2 (Factoring Representation Problem). Given (N, τ, t, g) ←
FactIndex(1n) return some X ∈ ZZ∗

N as well as two different representations
(x1, r1), (x2, r2) ∈ ZZ2t × ZZ∗

N of X, i.e., with x1 �= x2.

An important observation for our identification and commitment protocols is
that each X ∈ HQRN has exactly 2t different representations. It follows that for
a random representation (x, r) the value X := gxr2τ+t

mod N does not reveal
anything about the specific x.

2.3 Factoring Representation Problem and Factoring

Given the factorization of N it is easy to compute a 2τ+t-th root of g ∈ HQRN

and the corresponding representation problem becomes tractable. On the other
hand, by solving the representation problem one efficiently determines the prime
factors of N . Before we prove this we present a technical lemma:

Lemma 1. If a probabilistic algorithm solves the factoring representation prob-
lem (N, τ, t, g) ← FactIndex(1n), then a 2τ+1-th root b ∈ ZZ∗

N of g can be com-
puted within the same time bound and same success probability.

Proof. Given two different representations (x1, r1) and (x2, r2) of some X ∈ ZZ∗
N ,

let ∆x := x1 − x2 and r := r2r−1
1 mod N where 0 < |∆x| < 2t. Then

g∆x = gx1−x2 = r2τ+t

2 r−2τ+t

1 = r2τ+t

mod N. (1)

Notice that the exponents ∆x and 2τ+t may not be relatively prime. So suppose
2k = gcd(∆x, 2τ+t) where 0 ≤ k < t. Computing u, v ∈ ZZ subject to u∆x +
v2τ+t = 2k by applying the extended Euclidean algorithm we derive

g2k

= gu∆x+v2τ+t

= (g∆x)u · (gv)2τ+t

= (rugv)2τ+t

mod N.

Since g ∈ HQRN and squaring permutes HQRN , the value b := (rugv)2t−k−1
is

a 2τ+1-th root of g modulo N . �	
We next prove that factoring is reducible to the factoring representation problem:

Theorem 1. If a probabilistic algorithm solves the factoring representation
problem (N, τ, t, g) ← FactIndex(1n) with probability ε, then N can be factored
within the same time bound and success probability at least 1

2 ε.
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Proof. Pick a random a ∈R ZZ∗
N and set g := a2τ+1

mod N which is uniformly
distributed in HQRN . Based on Lemma 1 compute some 2τ+1-th root b of g. Let
c := ab−1 mod N . Then:

c2τ+1
= 1 = c2η

mod N.

The second equation follows from τ + 1 ≥ η and since squaring is a permutation
on HQRN . We next consider the equation modulo the prime factors p, q of N .
Suppose p − 1 = 2ηpp′ and q − 1 = 2ηq q′ for odd p′, q′, and therefore η =
max{ηp, ηq}. Wlog. let η = ηp. Because of ηq ≤ ηp = η we have

c2η

= 1 mod p c2η−1
= σp mod p

c2η

= 1 mod q c2η−1
= σq mod q

for some σp, σq ∈ {±1} 2. To complete the proof we show that σpσq = −1
holds with probability 1

2 , because in that case one of the GCD computations
gcd

(
c2η−1 ± 1, N

)
yields the factorization of N .

Note that c is uniformly distributed among the 2η-th roots of 1, because
g does not reveal any information about the random root a we have actually
chosen, thus the element b determined by the representation finder’s output is
independent of a. Hence, c mod p and c mod q are independently and uniformly
distributed among the 2η-th roots of 1 modulo p and modulo q. Consequently,
σp and σq are independent.

For half of the 2η-th roots w of 1 modulo p we have w2η−1
= 1 mod p and

otherwise w2η−1
= −1 mod p. Since c mod p is a random 2η-th root of 1 modulo

p, the value σp is uniformly distributed in {±1}. As σp does not depend on σq

we have σpσq = −1 with probability 1
2 . �	

Figure 1 illustrates the proof idea of Theorem 1. The root of each tree is labeled
with +1. Descending from one node to the successors corresponds to taking a
square root modulo the prime p or q, e.g., in the left tree the tree’s root +1 has
the successors +1 and −1 as squaring is still a 2:1-mapping modulo p, whereas
in the right tree ηq < ηp and squaring permutes HQRq, implying that the tree’s
root +1 only has the square root +1. Hence, the leaves in each tree represent all
2ηp and 2ηq many 2η-th roots of 1 modulo p and q, respectively.

The path to the leftmost leaf in each tree represents the 2η-th root 1 of 1
modulo p and modulo q (1-path). In the proof we use the representation finder to
derive a random 2η-th root c of 1 in ZZ∗

N . Thus, the values c mod p and c mod q
each describe a random path to some leaf in the corresponding tree (c-path),
and each path is independent of the other one. We are able to find the prime
factors of N if and only if at some level k one of the c-paths branches from the
1-path whilst the other one still follows the 1-path. For example, in Figure 1
this happens in the marked nodes for k = ηp − 1: there we have c2k−1

= 1 mod p

2 While both values for σp may occur, if ηq < η then we always have σq = +1 as
squaring is one-to-one on HQRq and +1 is the unique square root.
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Fig. 1. Factoring via 2η-th root of 1

but c2k−1
= −1 mod q and a GCD computation yields the prime factors of N .

In fact, in the proof of Theorem 1 we only check the divergence of the paths
for k = ηp = η. Therefore, except for Blum integers, the probability is actually
higher then 1

2 .
Theorem 1 even holds for fixed g ∈ HQRN , given that τ ≥ η and some

2τ+1-th root a /∈ QRN of g with −a /∈ QRN is publicly known. Besides that
variant the factoring representation problem gives rise to other modifications
and generalizations:

1. One may substitute the RSA modulus by an arbitrary odd integer N . Then
the algorithm of Theorem 1 retrieves a non-trivial factor of N .

2. The problem can be relaxed such t is not given as part of the output of
FactIndex, but the representation finder rather gets the freedom to select an
arbitrary t ≥ 1 on its own after seeing (N, τ, g). Given two representations
(x1, r1, t1) and (x2, r2, t2) where wlog. t1 ≥ t2 use r := r2r−2t1−t2

1 for the
proof of Lemma 1.

3. One may replace 2τ+t by eτ+t for some e = O(log n). In this case, η denotes
the smallest integer such that eη+1 neither divides p − 1 nor q − 1 and use
{xeη | x ∈ ZZ∗

N } instead of HQRN . The hardness is also based on factoring
as Ohto and Okamoto [OO88] have shown that taking e-th roots in this case
is equivalent to factoring N .

3 Identification and Signature Schemes

In this section we show how to repair Okamoto’s identification protocol [Ok92]
obtaining a provably secure identification scheme withstanding parallel active
attacks. Exploiting the relationship to signature schemes via the Fiat-Shamir
heuristic [FS86], we then show that this identification protocol can be used for
ordinary as well as blind signatures.
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3.1 Identification Scheme

Our identification protocol in Figure 2 follows the framework of Okamoto [Ok92]
for the RSA setting, which in turn is an extension of the Guillou-Quisquater
setup [GQ88]. The values (N, τ, t, g) ← FactIndex(1n) are public parameters. The
public key of a user is X ∈R HQRN and the corresponding secret key is a random
representation (x, r) ∈ ZZ2t × ZZ∗

N of X. The user is not required to be aware of
the factorization of N and several users may share the same public parameters
N, τ, g (even with different t’s). The prover P tries to convince the verifier V that

Prover P (N, τ, t, g) Verif ier V

representation x, r of X X = gxr2τ+t

mod N

pick y ∈R ZZ2τ+t , s ∈R ZZ∗
N

Y := gys2τ+t

mod N
Y−−−−−−−−−−−−−−→
c←−−−−−−−−−−−−−− pick c ∈R [0, 2t)

z := y + cx mod 2τ+t

W := srcg�(y+cx)/2τ+t� mod N
W, z−−−−−−−−−−−−−−→ Y Xc != W 2τ+t

gz

Fig. 2. Identification Scheme using Factoring Representation Problem

P knows a representation of X with respect to (N, τ, t, g). In the first step P
sends an initial commitment Y to V who answers with a challenge c ∈R [0, 2t),
and P finally hands the response W, z to V which determines acceptance or
rejection.

Obviously, this protocol is complete in the sense that the honest prover P
always passes the examination of honest verifiers V. We show that this identifi-
cation scheme is secure against active attacks, i.e., where the adversary A may
run executions with the honest prover before trying to impersonate. But first
we start with passive attacks in which the adversary tries to intrude given the
public key only:

Lemma 2. If a passive adversary A passes the identification scheme in Figure 2
with time bound T and success probability ε, then the modulus N can be factored
in expected time O(T ) with probability at least 1

4 (ε − 2−t).

Proof. The proofs follows the one in [Ok92] for RSA. Let N = pq, τ, t and a
random g ∈R HQRN be given, i.e., (N, τ, t, g) ← FactIndex(1n). We show how
to compute with probability 1

2 (ε − 2−t) some 2τ+1-th root of g with the help of
A. As a result, the claim is a consequence of Theorem 1.

Pick x ∈R ZZ2t and r ∈R ZZ∗
N . Next, simulate an attack of A for N, t, g, X :=

gxr2τ+t

mod N . After A has sent W, z rewind to the situation where A faces the
challenge. By this, we obtain in expected time O(T ) with probability ε−2−t two
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successful intrusion attempts in which A has sent the same Y but has answered
with W, z and W ′, z′ to different challenges c, c′. Then

X−cW 2τ+t

gz = Y = X−c′
(W ′)2τ+t

gz′
mod N

or, rewritten,

gz−z′+x(c′−c) = (rc−c′
W −1W ′)2τ+t

mod N (2)

Let ∆z := z − z′ and ∆c := c′ − c. Now we have an equation similar to Equa-
tion (1) in the proof of Lemma 1. If gcd(∆z + x∆c, 2τ+t) = 2k for some k < t,
then we are able to retrieve some 2τ+1-th root of g. To complete the proof it thus
suffices to give an upper bound of 1

2 for the probability that the GCD exceeds
2t−1. Obviously,

gcd(∆z + x∆c, 2τ+t) ≥ 2t ⇐⇒ x · ∆c = −∆z mod 2t.

Whenever this modular equation is solvable, then for fixed ∆c, ∆z the number of
solutions for x equals 2j := gcd(∆c, 2t) where 0 ≤ j < t because 0 < |∆c| < 2t.
Observe that in the actual protocol execution the selection of the parameters
∆c, ∆z for the equation is done after the variable x has been chosen. But ∆c
is distributed independently of x because the challenges are simply picked at
random, and the distribution of the adversary’s choice z, z′ for ∆z does not
depend on x either since the public key X does not reveal anything about the
specific choice of x. Therefore, we can view the process as first fixing ∆c, ∆z and
then picking x ∈ ZZ2t at random. But then the probability that the random x
matches the equation is bounded above by 2j−t. From j < t it follows that this
probability is at most 1

2 . �	

Note that this approach factors N but unlike the corresponding RSA based
scheme it does not extract a representation of the prover. Hence, once more
we have a secure identification protocol which does not constitute a proof of
knowledge in the sense of Bellare and Goldreich [BG92]. See [OS90,S96,Sh99]
for other examples.

In order to prove security against active adversaries, we follow the approach
in [Ok92] and show that even executions with the prover before the intrusion
attempt do not disclose any information about x (called witness-indistinguisha-
bility [FS90]):

Lemma 3. The protocol in Figure 2 is perfectly witness-indistinguishable.

Proof. We have to justify that even in the case of a dishonest verifier V the
view (i.e., the distribution of the communication Y, c, W, z) is independent of
the representation actually known by the prover P. We show that for any com-
munication (Y, c, W, z) of an execution of V with P, another prover P ′ knowing
another representation (x′, r′) of X generates this communication with the same
probability in an execution with V.
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Let ∆x := x′ − x and ∆r = r/r′ mod N . Since r2τ+t

= Xg−x we have
∆r2τ+t

= g∆x. Assume that (Y, c, W, z) is a transcript of a communication with
P having chosen y, s at the outset. The probability that P ′ picks y′ := y −
c · ∆x mod 2τ+t and s′ := s · ∆rc mod N in the first step is exactly the same
as for P choosing y, s; both times the values are uniformly distributed. For this
choice of y′, z′ we have Y ′ = Y , and therefore V returns the challenge c′ = c with
equal probability in both executions. Now, W ′, z′ and W, z are deterministically
determined by the secret key, the challenge and the random values from the first
step, and it is easily shown that (W ′, z′) = (W, z) here. Hence, the probability
that a run with P ′ generates (Y, c, W, z) equals the one for P. This completes
the proof. �	
It follows that the identification scheme is also secure against active attacks:

Theorem 2. If an active adversary A passes the identification scheme in Fig-
ure 2 with time bound T and success probability ε, then the modulus N can be
factored in expected time O(T ) with probability at least 1

4 (ε − 2−t).

Proof. Given N, t, g pick a random secret key (x, r) and simulate an attack
A on N, t, g and the public key X := gxr2τ+t

mod N . This includes several
interactions of A with the prover before trying to fool the verifier. But we can
easily run these prover-adversary executions as we know the secret key. Due to
the witness-indistinguishability, these executions still hide x perfectly, and the
argument of Lemma 2 applies. �	

The proposition even holds if the adversary is allowed to run concurrent
executions with the prover. Hence, the scheme can be turned into one secure
against reset attacks under the factoring assumption; for details see [BFGM01].

3.2 Signature Schemes

The identification scheme in Figure 2 gives rise to a signature scheme secure
against chosen-message attacks [GMR88] using the Fiat-Shamir heuristic. The
challenge is generated by applying a hash function H to the message and the
initial commitment of the prover. More specifically, publish (N, τ, t, g) as public
parameter, X as public key and use the representation (x, r) as the secret key
of the signer S. In order to sign a message m pick y ∈R ZZ2τ+t and s ∈R ZZ∗

N

at random, calculate Y := gys2τ+t

mod N , c := H(Y, m) and compute z, W as
in the case of the identification scheme. The signature to m becomes σ(m) :=
(Y, W, z). Verification is straightforward.

Provided the hash function H behaves like a random function, then even
with the help of an signature oracle any adversary fails to come up with a valid
signature for a new message of his own choice [PS00, Sec. 3.2]:

Proposition 2. In the Random Oracle Model the signature scheme based on
the factoring representation problem is secure against existentially forgery under
adaptive chosen-message attacks relative to the hardness of factoring.
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Signer S (N, τ, t, g) User U

representation x, r of X X = gxr2τ+t

mod N

pick y ∈R ZZ2τ+t , s ∈R ZZ∗
N

Y := gys2τ+t

mod N
Y−−−−−−−−−−−−−−→ pick α, γ ∈R ZZ2τ+t

pick β ∈R ZZ∗
N

Y ′ := Y gαβ2τ+t

Xγ

c := H(Y ′, m) ∈ ZZ2t

c′ := c + γ mod 2τ+t

set c′′ such that
c′

←−−−−−−−−−−−−−− c + γ = c′ + 2τ+tc′′

z′ := y + c′x mod 2τ+t

W ′ := src′
g�(y+c′x)/2τ+t� (N) W ′, z′

−−−−−−−−−−−−−−→ Y Xc′ != (W ′)2τ+t

gz′

z := z′ − α mod 2τ+t

set z′′ such that
z′ + α = z + 2τ+tz′′

W := W ′βgz′′
Xc′′

(N)
Then Y ′Xc = W 2τ+t

gz

Fig. 3. Blind Signature Scheme using Factoring Representation Problem

An important variant of signatures schemes are blind signatures. In this case,
the user U blinds the actual message m and requests a signature from the signer
S, which U later turns into a valid signature for the message m while the signer
S cannot infer something about m. In a “one-more” forgery the adversary A
tries to generate one more signed message than A originally requested from the
signer S [PS00]. For example, in the ecash setting where messages signed by the
bank represent anonymous digital coins, U cannot spent more money than U has
actually withdrawn from the bank.

The blind signature scheme based on the factoring problem is given in Fig-
ure 3; it is heavily influenced by the discrete-log and RSA protocols of Pointcheval
and Stern [PS00]. In the first step, the signer S commits to Y . Then the user U
blinds Y by multiplying with gαβ2τ+t

Xγ for random values α, β, γ. The actual
challenge c ∈ ZZ2t is hidden by c′ := c + γ ∈ ZZ2τ+t . S replies the challenge by
sending W ′, z′ subject to Y Xc′

= (W ′)2τ+t

gz′
. Now, U undoes the blinding and

finally retrieves the signature σ(m) := (Y ′, W, z):

W 2τ+t

gz = (W ′βgz′′
Xc′′

)2τ+t

gz′
gz−z′

= Y Xc′
(βgz′′

Xc′′
)2τ+t

gz−z′
= Y Xc+γβ2τ+t

gα = Y ′Xc.

The scheme is perfectly blind as (Y, c′, W ′, z′) and (Y ′, c, W, z) are independently
distributed. Security follows as in [PS00]:
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Theorem 3. In the Random Oracle Model the blind signature scheme based
on the factoring representation problem is secure against a “one-more” forgery
under a parallel attack (where up to poly-logarithmic signature generations are
executed concurrently) relative to the hardness of factoring.

Note that this scheme is provable secure against interleaving attacks mean-
while the one based on the Ong-Schnorr identification is only known to be secure
against sequential attacks [PS97].

4 Commitment Schemes

A commitment scheme is a protocol of three stages (initialization, commitment
and decommitment) between to parties called the sender S and the receiver R. In
the commitment stage S binds himself to a message m by sending a commitment
meanwhile the receiver R cannot deduce any information about m. Later, the
sender S reveals m and R checks whether this message indeed matches the
commitment.

4.1 Non-interactive Commitment Scheme

In this section we set up a commitment scheme based on the factoring rep-
resentation problem following the well-known scheme derived from the RSA
representation problem and generalizing Halevi’s scheme [H99].

Assume for the moment that a trusted third party selects a valid instance
(N, τ, t, g) ← FactIndex(1n) for the factoring representation problem and pub-
lishes it; we afterwards discuss how to delegate this task to the receiver. In any
case, S must not know the factorization of N . To commit to a message m ∈ ZZ2t ,
the sender S picks a random r ∈R ZZ∗

N and sends

com(m, r) := gmr2τ+t

mod N (3)

to the receiver R. For the decommitment, S reveals the commited message m and
the random value r. The receiver R verifies that (m, r) is indeed a representation
of com(m, r).

If we let the receiver instead choose (N, τ, t, g) ← FactIndex(1n) and send it
to S in the first step, then there is no guarantee that a malicious receiver does
not select inproper values like g /∈ HQRN or τ < η − 1. To prevent this we take
τ := n and use a method suggested in [H99] to make sure that g really is an
element from HQRN , even if N is not the product of two primes. Namely, let the
sender verify that N is odd and raise g to the 2n-th power first. S then transmits

com(m, r) :=
(
g2n)m(

r2n)2t+n

= gm2n

r22n+t

mod N (4)

Given factoring N is intractable, then Theorem 1 implies that S cannot come
up the a different representation of com(m, r), in either case (3) or (4). Hence,
a commitment is computationally binding and S cannot ambiguously open the
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commitment. On the other hand, the distribution of com(m, r) ∈ HQRN is inde-
pendent of the message m, that is, even a computationally unbounded malicious
receiver R is unable to deduce any information about m given only the commit-
ment. To summarize:

Proposition 3. The factoring representation commitment scheme (3) respec-
tively (4) has the following properties:

1. Computational unambiguity relative to the hardness of factoring.
2. Perfect privacy.

We compare this commitment scheme with the one introduced by Halevi
[H99]. To commit to a message m ∈ ZZ2t with a trusted setup mechanism pro-
viding a correct N pick at random r ∈R ZZ∗

N and publish

com(m, r) := 4mr2t+1
mod N (5)

for a William integer N , i.e., an RSA modulus N = pq with p = 3 mod 4 and
q = 7 mod 8. The binding property relative to the hardness of factoring N can be
proven in a direct way [H99]. Alternatively one may apply Theorem 1. We have
η = 1, τ := η and 4 ∈ HQRN because its square root (+2, −2) ∈ QRp × QRq is
a square, too. As ±2 �∈ QRN , the adversary has to compute some other square
root of 4 yielding the factorization of N .

4.2 Non-malleable Commitment Scheme

Roughly speaking a commitment scheme is non-malleable if for any adversary
A seeing the commitment of an honest sender S to an unknown message m it is
infeasible to commit to a related (but different) message m∗. Depending on the
level of security, the adversary may also be obliged to provide a valid decommit-
ment after having learned the decommitment of S (called non-malleability with
respect to opening). See [DDN00,FF00] for details.

Fischlin and Fischlin [FF00] and Di Crescenzo et al. [CKOS01] present ef-
ficient non-malleable commitment schemes based either on the discrete-log or
the RSA assumption. All protocols work in the public parameter model, where
public data like an RSA modulus N and a value g ∈ ZZ∗

N are published by a
trusted party. Also, both solutions apply so-called trapdoor or equivocable com-
mitments: knowledge of a secret information, the trapdoor, enables to open a
given commitment with any message later on. For instance, for RSA an e-th root
of g allows to fake commitments. Here, in case of the factoring representation
commitment scheme (3), a 2τ+t-th root h of g ∈ HQRN provides a trapdoor,
because a commitment gmr2τ+t

can be opened for m′ by transmitting m′ and
r′ := hm−m′

r mod N .
We discuss how to modify the non-malleable commitments schemes based on

the RSA representation problem [FF00,CKOS01] to derive non-malleable com-
mitments schemes as secure as factoring. Fischlin and Fischlin [FF00] present
interactive schemes that work with the RSA representation problem, one time
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Sender S N, τ, t, H(·) Receiver R
g, h0, h1 ∈ HQRN

message m ∈ ZZ2t

commitment:

pick r, s ∈R ZZ∗
N

X := gmr2τ+t

mod N
x := H(X)
M := (hx

0h1)ms2τ+2t

mod N
x, M−−−−−−−−−−−−−−→

decommitment:
m, r, s−−−−−−−−−−−−−−→ X := gmr2τ+t

mod N ,
check x

!= H(X),
M

!= (hx
0h1)ms2τ+2t

mod N

Fig. 4. Non-Interactive Non-Malleable Commitment Scheme

using standard proofs of knowledge, the other time with a more sophisticated
variant based on the Chinese Remainder Theorem. We cannot plug in the factor-
ing representation problem into the proof-of-knowledge-based approach as the
protocol given in Figure 2 does not constitute a proof of knowledge. However, we
can use the Chinese Remainder Theorem protocol with the factoring represen-
tation problem instead of the RSA problem. By this, we obtain a non-malleable
commitment scheme with statistical privacy. Details are omitted.

The non-interactive scheme in [CKOS01] achieves a weaker notion of non-
malleability than the one in [FF00], where the adversary does not have any side
information about the message m of S. In Figure 4 we present a modification of
their RSA protocol which is based on the factoring representation problem. Sur-
prisingly, although this modification works under a potentially weaker assump-
tion than RSA, it is even more efficient than the RSA protocol in [CKOS01]. In
fact, transferring our protocol to the RSA or discrete-log representation problem
setting also improves these protocols in [CKOS01] with respect to computational
and communication complexity.

Basically, we let the sender commit twofold to the message m: one time by X
with the standard factoring representation problem, the other time by M with
a base where the hash value of the former commitment enters (and for which we
use τ + 2t rather than τ + t, see below). For this, let H : HQRN → ZZ2t be some
universal one-way hash function [NY90] with which we hash down X ∈ ZZ∗

N to
x ∈ ZZ2t . In case of t ≥ n one may eliminate the hash function by using X as
exponent x.

Theorem 4. There exists (efficient) commitments schemes with the following
properties relative to the hardness of factoring:
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1. Non-malleable with respect to opening.
2. Computationally binding.
3. Statistical privacy (and perfect privacy for the scheme in Figure 4).

We outline the non-malleability proof for the non-interactive commitment
scheme given in Figure 4. The definition of non-malleability essentially requires
that for any adversary that is given a commitment of the sender and generates
another commitment for which it is also able to adapt the sender’s opening to
one of a related message, there is a simulator that is almost as successful but
without interacting with the sender at all.

We briefly recall the proof method in [CKOS01]. There, the simulator pre-
pares a commitment on behalf the original sender which includes a trapdoor.
The simulator submits it to the adversary who answers with its commitment.
Then the simulator samples a sufficient number of random messages and sequen-
tially opens the trapdoor commitment (by adapting the decommitment with the
trapdoor accordingly). By this, the adversary reveals with sufficiently high prob-
ability a valid opening for its commitment to some message. The probability that
the adversary finds different valid openings is negligible under the discrete-log
or RSA assumption, hence, the simulator extracts the message of the adversary
that is related to the original message of the sender.

In our case, given a commitment (x, M) for some unknown message m, the
adversary A tries to commit to a related but different message m∗ by sending
(x∗, M∗). We first condition on the event that the adversary selects x∗ �= x.
Assume towards contradiction that the adversary succeeds in an actual attack
by sending x∗ = x with noticeable probability. For simplicity, we presume that
the sender’s value X := gmr2τ+t

mod N equals the adversary’s choice X∗ :=
gm∗

(r∗)2τ+t

mod N ; otherwise we find a collision for the universal one-way hash
function H. But then the decommitment step yields distinct representations of
X and this allows to efficiently solve the factoring representation problem with
noticeable success. We may thus consider only the adversary’s success on values
x∗ �= x without sacrificing more than a negligible probability.

It remains to describe the trapdoor in our scheme to apply the technique of
[CKOS01]. Given (N, τ, t, h0) ← FactIndex(1n) select a universal one-way hash
function H and define M := s2τ+t

, X := r2τ+t

, g := u2τ+t

, h1 := h−x
0 v2τ+2t

for
random r, s, u, v ∈R ZZ∗

N and x := H(X). Take (N, τ, t, H, g, h0, h1) as public
parameters and send (x, M) on behalf of the honest sender.

For the data in the simulation we know a 2τ+2t-root v of hx
0h1 = v2τ+2t

. This,
together with the 2τ+t-th root of X, enables us to correctly open the commitment
(x, M) with any message later. In contrast, even if we know the trapdoor, the
adversary will not be able to find distinct openings for its commitment since, by
assumption, x∗ �= x. The reason for this is that any valid decommitments of the
adversary including (m∗

1, r∗
1), (m∗

2, r∗
2) for M∗ imply that

(hx∗
0 h1)m∗

1 (r∗
1)2τ+2t

= M∗ = (hx∗
0 h1)m∗

2 (r∗
2)2τ+2t

and, substituting h1 = h−x
0 v2τ+2t

,
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h
(x∗−x)m∗

1
0 (vm∗

1 rj)2τ+2t

= M∗ = h
(x∗−x)m∗

2
0 (vm∗

2 r∗
2)2τ+2t

.

Since x∗−x �= 0 and both products with m∗
1 �= m∗

2 are less than 22t this results in
different representations with x-components (x∗ − x)m∗

1, (x∗ − x)m∗
2 ∈ ZZ22t for

M∗. The probability that this happens is therefore negligible under the factoring
assumption. With these preliminaries the rest of the proof is the same as in
[CKOS01].
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A On Okamoto’s Identification Scheme

Okamoto [Ok92] presents witness-indistinguishable identification schemes based
on the hardness of discrete log and RSA. In the same paper he also suggests the
modified RSA scheme given in Figure 5. Compared to the RSA based scheme
the prime RSA exponent is replaced by 2e for some prime e.

Prover P N, e, g Verif ier V

representation x, r of X X = gxr2e mod N

pick y ∈ ZZ2e, s ∈ ZZ∗
N

Y := gys2e mod N
Y−−−−−−−−−−−−−−→
c←−−−−−−−−−−−−−− pick c ∈R [0, 2e)

z := y + cx mod (2e)
W := srcg�(y+cx)/2e� mod N

W, z−−−−−−−−−−−−−−→ Y Xc != W 2egz

Fig. 5. Okamoto’s Identification Scheme

Okamoto claims that the security is based on the hardness of factoring the
modulus N . However, we show that the security de facto relies on the RSA
problem rather than on the factoring problem. Namely, we show that computing
e-th roots enables an adversary to pass the protocol with probability 1

2 .
Suppose we are given g ∈ QRN and the public key X. Hence, X ∈ QRN .

Now, pick x ∈R ZZ2e and compute r2 = (Xg−x)
1
e by solving the RSA problem.

Apparently, (x, r) is a representation for X = gxr2e but we are just aware of x
and the square r2. Nevertheless, we are able to compute z := y + cx mod 2e and
whenever the challenge c is even then knowledge of r2 suffices to determine W :

W = srcg�(y+cx)/2e� = s(r2)
c
2 g�(y+cx)/2e�.

Thus, solving the RSA problem allows to pass the protocol with probability
1
2 since the challenge is even with this probability. Whenever g /∈ QRN , one
computes r4 = (Xg−x)

2
e and succeeds if the challenge satisfies c = 0 mod 4.

It is tempting to restrict the challenge c to odd values. Still, we are not aware
of any proof in this case (e.g., we were unable to modify the proof of Lemma 2
about security against passive adversaries to work in this case).
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Abstract. We explore the problem of enciphering members of a finite
set M where k = |M| is arbitrary (in particular, it need not be a power
of two). We want to achieve this goal starting from a block cipher (which
requires a message space of size N = 2n, for some n). We look at a few
solutions to this problem, focusing on the case when M = [0, k − 1]. We
see ciphers with arbitrary domains as a worthwhile primitive in its own
right, and as a potentially useful one for making higher-level protocols.
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1 Introduction

A Motivating Example. Consider the following problem: a company wishes
to generate distinct and unpredictable ten-digit credit-card numbers. One way
to accomplish this involves keeping a history of all previously-issued numbers.
But the company wishes to avoid storing a large amount of sensitive information.
Another approach is to use some block cipher E under a randomly-selected key
K and then issue credit-card numbers EK(0), EK(1), · · · . But the domains of
contemporary block ciphers are inconvenient for this problem: this company
needs distinct numbers in [0, 1010 − 1] but block cipher have a domain [0, 2n − 1]
for some n such as 64 or 128. Is there an elegant solution to this problem?

Enciphering with Arbitrary Domains. More generally now, we have good
tools—block ciphers—to encipher points when the message space M is strings
of some particular length, M = {0, 1}n. But what if you want to encipher a
number between one and a million? Or a point in ZN or Z∗

N , where N is a
1024-bit number? Or a point from some elliptic-curve group? This paper looks
at the question of how to construct ciphers whose domain is not {0, 1}n.

That is, we are interested in how to make a cipher which has some desired
but “weird” domain: F : K × M → M where K is the key space and M is the
finite message space that we have in mind. A tool from which we may start our
construction is a block cipher: a map E : K′ × {0, 1}n → {0, 1}n where K′ is the
key space and n is the block length. A solution to this problem immediately solves
the credit-card problem: for a block cipher F : K×[0, 1010−1] → [0, 1010−1], the
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company chooses a random K ∈ K and issues the (distinct) credit-card numbers
FK(0), FK(1), FK(2), . . . , FK(i), and has only to remember the last i value used.

Measuring Success. We would like to make clear right away what is the
security goal that we are after. Let’s do this by way of an example. Suppose
that you want to encipher numbers between one and a million: M = [1, 106].
Following [7,2], we imagine two games. In the first game one chooses a random
key K from K and hands to an adversary an oracle EK(·). In the second game one
chooses a random permutation π on [1, 106] and hands the adversary an oracle
for π(·). The adversary should be unable to distinguish these two types of oracles
without spending a huge amount of time. Note that the domain is so small that
the adversary might well ask for the value of the oracle f(·) ∈ {EK(·), π(·)}
at every point in the domain. This shouldn’t help the adversary win. So, for
example, if the adversary asks the value of EK(·) at all points except 1 and 2 (a
total of 106 −2 points), then the adversary will know what are the two “missing”
numbers, c1 and c2, but the adversary won’t be able to ascertain if EK(1) = c1
and EK(2) = c2, or if EK(1) = c2 and EK(2) = c1, instead.

Our Contributions. Though the problem of enciphering on an arbitrary do-
main has been considered before [13], here we draw attention to this problem
and give the first rigorous treatment, providing a few solutions together with
their analyses. Our solutions focus on the case in which the message space is
M = [0, k − 1], though we sketch extensions to some other message spaces, like
Z∗

pq and common elliptic-curve groups.
Our first method assumes that we have a block cipher E that acts on N = 2n

points, where N ≥ k. To encipher M = [0, k − 1] one just enciphers these points
with block cipher E and uses the ordering of EK(0), EK(1), up to EK(k − 1)
to name the desired permutation on [0, k − 1]. This method is computationally
reasonable only for small k, such as k < 230.

A second method, similar to known techniques used in other settings, en-
ciphers a message m ∈ M by repeatedly applying the block cipher, starting
at m, until one gets back to a point in M. (Assume once again that N ≥ k.)
This method is good if M is “dense” in the domain of the block cipher, {0, 1}n.
So, for example, one can use this method to encipher a string in ZN , where
N is a 1024-bit number, using a block cipher with block length of 1024 bits.
(A block cipher with a long block length, like this, can be constructed from a
“standard” block cipher by following works like [9,11,3].) This construction has
been suggested before [13]; our main contribution here is the analysis of the
construction.

A final method which we look at chooses an a, b where ab ≥ k and performs a
Feistel construction on the message m, but uses a left-hand side in Za and a right-
hand side in Zb. Our analysis of this is an adaptation of Luby and Rackoff’s [9].
This method can be quite efficient, though the proven bounds are weak when
the message space is small (eg, k < 2128).

With each of our ciphers we provide a deciphering algorithm, though this
may not be required in all domains (eg, in our credit-card example above).
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Note that the three methods above solve our problem for small and large
domains, but there is a gap which remains: intermediate-sized values where our
first method requires too much space and time, and our second method requires
too many block-cipher invocations, and our third method may work but the
bound is too weak. This gap occurs roughly from k = 230 up to about k = 260,
depending on your point of view. Our credit-card example (k = 1010 ≈ 233.2)
falls into this gap. This problem remains open.

Why Ciphers on Non-Standard Sets? Popular books on cryptography
speak of enciphering the points in the message space M, whatever that mes-
sage space may be, but few seem to have thought much about how to actually
do this when the message space is something other than a set of bit strings,
often of one particular length. This omission is no doubt due to the fact that
it is usually fine to embed the desired message space into a larger one, using
some padding method, and then apply a standard construction to encipher in
the larger space. For example, suppose you want to encipher a random num-
ber m between one and a million. Your tool is a 128-bit block cipher E. You
could encode m as a 128-bit string M by writing m using 20 bits, prepending 108
zero-bits, and computing C = EK(M). Ignoring the fact that the ciphertext C
“wastes” 108 bits, this method is usually fine. But not always.

One problem with the method above is that it allows one to tell if a candidate
key K ′ might have been used to produce C. To illustrate the issue, suppose
that the key space is small, say |K| = 230. Suppose the adversary sees a point
C = EK(M). Then the adversary has everything she needs to decrypt ciphertext
C = EK(M): she just tries all keys K ′ ∈ K until she finds one for which E−1

K′ (C)
begins with 108 zeros. This is almost certainly the right key. The objection that
“we shouldn’t have used a small key space” is not a productive one if the point
of our efforts was to make due with a small key space.

If we had used a cipher with message space M = [1, 106] we would not
have had this problem. Every ciphertext C, under every possible key K, would
correspond to a valid message M . The ciphertext would reveal nothing about
which key had been used.

Of course there are several other solutions to the problem we have described,
but many of them have difficulties of their own. Suppose, for example, that
one pads with random bits instead of zero bits. This is better, but still not
perfect: in particular, an adversary can tell that a candidate key K ′ could not
have been used to encipher M if decrypting C under K ′ yields a final 20 bits
whose decimal value exceeds 1,000,000. If one had 1,000 ciphertexts of random
plaintexts enciphered in the manner we have described, the adversary could,
once again, usually determine the correct key.

As a more realistic example related to that above, consider the Bellovin-
Merritt “EKE” protocol [4]. This entity-authentication protocol is designed to
defeat password-guessing attacks. The protocol involves encrypting, under a pos-
sibly weak password K, a string gx mod p, where p is a large prime number and g
is a generator of Z∗

p . In this context it is crucial that from the resulting cipher-
text C one can not ascertain if a candidate password K ′ could possibly have
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produced the ciphertext C. This can be easily and efficiently done by encipher-
ing with message space M = Z∗

p . Ordinary encryption methods won’t work.
Another problem with ciphertext-expansion occurs when we are constrained

by an existing record format: suppose we wish to encrypt a set of fields in a
database, but the cost of changing the record size is prohibitive. Using a cipher
whose domain is the set of values for the existing fields allows some measure of
added security without requiring a complete restructuring of the database. And
if the data have additional restrictions beyond size (eg, the fields must contain
printable characters), we can further restrict the domain as needed.

In addition to these (modest) applications, the question is interesting from a
theoretical standpoint: how can we construct new ciphers from existing ones? In
particular, can we construct ciphers with arbitrary domains without resorting
to creating new ciphers from scratch? It certainly “feels” like there should be a
good way to construct a block cipher on 32 bits given a block cipher on 64 bits,
but, even for this case, no one knows how to do this in a practical manner with
good security bounds.

Related Work. We assume that one has in hand a good block cipher for any
desired block length. Since “standard” block ciphers come only in “convenient”
block lengths, such as n = 128, here are some ways that one might create a
block cipher for some non-standard block length. First, one could construct
the block cipher from scratch. But it is probably better to start with a well-
studied primitive like SHA-1 or AES. These could then be used within a balanced
Feistel network [14], which creates a block cipher for any (even) block length 2n,
starting with something that behaves as a pseudorandom function (PRF) from
n bits to n bits. Luby and Rackoff [9] give quantitative bounds on the efficacy
of this construction (when using three and four rounds), and their work has
spawned much related analysis, too. Naor and Reingold [11] provide a different
construction which extends a block cipher on n bits to a block cipher on 2ni
bits, for any i ≥ 1. A variation on their construction due to Patel, Ramzan and
Sundaram [12] yields a cipher on ni bits for any i ≥ 1. Lucks [10] generalizes
Luby-Rackoff to consider a three-round unbalanced Feistel network, using hash
functions for round functions. This yields a block cipher for any given length
N starting with a PRF from r bits to � bits and another from � bits to r bits,
where � + r = N . Starting from an n-bit block cipher, Bellare and Rogaway [3]
construct and analyze a length-preserving cipher with domain {0, 1}≥n. This is
something more than making a block cipher on arbitrary N ≥ n bits. Anderson
and Biham [1] provide two constructions for a block cipher (BEAR and LION)
which use a hash function and a stream cipher. This again uses an unbalanced
Feistel network.

It is unclear how to make any of the constructions above apply to message
spaces which are not sets of strings. Probably several of the constructions can
modified, and in multiple ways, to deal with a message space M = [0, k − 1], or
with other message spaces.
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The Hasty Pudding Cipher of Schroeppel and Orman [13] is a block cipher
which works on any domain [0, k − 1]. They use what is essentially “Method 2,”
internally iterating the cipher until a proper domain point is reached. Schroeppel
believes that the idea underlying this method dates back to the rotor machines
used in the early 1900’s.

Our notion of a pseudorandom function is due to Goldreich, Goldwasser and
Micali [6]. Pseudorandom permutations are defined and constructed by Luby and
Rackoff [9]. We use the adaptation of these notions to deal with finite objects,
which first appears in Bellare, Kilian and Rogaway [2].

2 Preliminaries

Notation. If A and B are sets then Rand(A, B) is the set of all functions from A
to B. If A or B is a positive number, n, then the corresponding set is [0, n − 1].
We write Perm(A) to denote the set of all permutations on the set A and if n is
a positive number then the set is assumed to be [0, n − 1]. By x

R← A we denote
the experiment of choosing a random element from A.

A function family is a multiset F = {f : A → B}, where A, B ⊆ {0, 1}∗.
Each element f ∈ F has a name K, where K ∈ Key. So, equivalently, a function
family F is a function F : Key × A → B. We call A the domain of F and B the
range of F . The first argument to F will be written as a subscript. A cipher is a
function family F : Key × A → A where FK(·) is always a permutation; a block
cipher is a function family F : Key × {0, 1}n → {0, 1}n where FK(·) is always a
permutation. An ideal block cipher is a block cipher in which each permutation
on {0, 1}n is realized by exactly one K ∈ Key.

An adversary is an algorithm with an oracle. The oracle computes some
function. We write Af(·) to indicate an adversary A with oracle f(·). Adversaries
are assumed to never ask a query outside the domain of the oracle, and to never
repeat a query.

Let F : Key × A → B be a function family and let A be an adversary. In
this paper, we measure security as the maximum advantage obtainable by some
adversary; we use the following statistical measures:

Advprf
F (A) def= Pr[f R← F : Af(·) = 1] − Pr[R R← Rand(A, B) : AR(·) = 1] ,

and when A = B

Advprp
F (A) def= Pr[f R← F : Af(·) = 1] − Pr[π R← Perm(A) : Aπ(·) = 1] .

Useful Facts. It is often convenient to replace random permutations with
random functions, or vice versa. The following proposition lets us easily do this.
For a proof see Proposition 2.5 in [2].

Lemma 1. [PRF/PRP Switching] Fix n ≥ 1. Let A be an adversary that
asks at most p queries. Then

∣∣∣Pr[π R← Perm(n) : Aπ(·) = 1] − Pr[ρ R← Rand(n, n) : Aρ(·) = 1]
∣∣∣ ≤ p2/2n+1.
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Algorithm Init PxK

for j ← 0 to k − 1 do Ij ← EK(j)
for j ← 0 to k − 1 do Jj ← Ord(Ij , {Ij}j∈[0,k−1])
for j ← 0 to k − 1 do LJj ← j

Algorithm PxK(m)
return Jm

Algorithm Px−1
K (m)

return Lm

Fig. 1. Algorithms for the Prefix Cipher. First the initialization algorithm Init PxK is
run. Then encipher with PxK(m) and decipher with Px−1

K (m).

3 Method 1: Prefix Cipher

Fix some integer k and let M be the set [0, k − 1]. Our goal is to build a cipher
with domain M.

Our first approach is a simple, practical method for small values of k. We
name this cipher Px. Our cipher will use some existing block cipher E with
keyspace K and whose domain is a superset of M. The key space for Px will
also be K. To compute PxK(m) for some m ∈ M and K ∈ K we first compute
the tuple

I = (EK(0) EK(1) · · · EK(k − 1)).

Since each element of I is a distinct string, we may replace each element in I
with its ordinal position (starting from zero) to produce tuple J . And now to
encipher any m ∈ M we compute PxK(m) as simply the m-th component of
J (again counting from zero). The enciphering and deciphering algorithms are
given in Figure 1.

Example. Suppose we wish to encipher M = {0, 1, 2, 3, 4}. We choose some
random key K for some block cipher E. Let’s assume E is an 8-bit ideal block
cipher; therefore EK is a uniformly chosen random permutation on [0, 255]. Next
we encipher each element of M. Let’s say EK(0) = 166, EK(1) = 6, EK(2) =
130, EK(3) = 201, and EK(4) = 78. So our tuple I is (166 6 130 201 78) and J
is (3 0 2 4 1). We are now ready to encipher any m ∈ M: we return the m-th
element from J , counting from zero. For example we encipher 0 as 3, and 1 as
0, etc..

Analysis. Under the assumption that our underlying block cipher E is ideal, I
is equally likely to be any of the permutations on M. The proof of this fact is
trivial and is omitted. The method remains good when E is secure in the sense
of a PRP. The argument is standard and is omitted.

Practical Considerations. Enciphering and deciphering are constant-time
operations. The cost here is O(k) time and space used in the initialization step.
This clearly means that this method is practical only for small values of k. A
further practical consideration is that, although this initialization is a one-time
cost, it results in a table of sensitive data which must be stored somewhere.
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Algorithm CyK(m)
c ← EK(m)
if c ∈ M return c
else return CyK(c)

Algorithm Cy−1
K (m)

c ← E−1
K (m)

if c ∈ M return c
else return Cy−1

K (c)

Fig. 2. Algorithms for the Cycle-Walking Cipher. We encipher with CyK(·) and deci-
pher with Cy−1

K (·).

4 Method 2: Cycle-Walking Cipher

This next method uses a block cipher whose domain is larger than M, and then
handles those cases where a point is out of range. Again we fix an integer k, let
M be the set [0, k − 1], and devise a method to encipher M.

Let N be the smallest power of 2 larger or equal to k, let n be lg N , and
let EK(·) be an n-bit block cipher. We construct the block cipher CyK on the
set M by computing t = EK(m) and iterating if c �∈ M. The enciphering and
deciphering algorithms are shown in Figure 2.

Example. Let M = [0, 106]. Then N = 220 and so n = 20. We use some
known method to build a 20-bit block cipher EK(·) on the set T = [0, 220 − 1].
Now suppose we wish to encipher the point m = 314159; we compute c1 =
EK(314159) which yields some number in T , say 1040401. Since c1 �∈ M, we
iterate by computing c2 = EK(1040401) which is, say, 1729. Since c2 ∈ M,
we output 1729 as CyK(314159). Decipherment is simply the reverse of this
procedure.

Analysis. Let’s view the permutation EK(·) as a family of cycles: any point
m ∈ M lies on some cycle and repeated applications of EK(·) can be viewed as
a particle walking along the cycle, starting at m. In fact, we can now think of
our construction as follows: to encipher any point m ∈ M walk along the cycle
containing m until you encounter some point c ∈ M. Then c = CyK(m). Of
course this method assumes that one can efficiently test for membership in M.
This is trivial for our case when M = [0, k − 1], but might not be for other sets.

Now we may easily see that CyK(·) is well-defined: given any point m ∈ M
if we apply EK(·) enough times, we will arrive at a point in M. This is because
walking on m’s cycle must eventually arrive back at some point in M, even if
that point is m itself. We can also see that CyK(·) is invertible since inverting
CyK(m) is equivalent to walking backwards on m’s cycle until finding some
element in M. Therefore, we know CyK(·) is a permutation on M. However the
question arises, “how much security do we lose in deriving this permutation?”
The fortunate answer is, “nothing.”

Theorem 1. [Security of Cycle-Walking Cipher] Fix k ≥ 1 and let M =
[0, k − 1]. Let EK(·) be an ideal block cipher on the set T where M ⊆ T . Choose
a key K uniformly at random and then construct CyK(·) using EK(·). Then
CyK(·) is a uniform random permutation on M.
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Proof. Fix some permutation π on the set M. We will show that an equal number
of keys K will give rise to π; this will imply the theorem.

We proceed by induction, showing that the number of permutations on
{0, . . . , k − 1, x} which give rise under our construction to π is constant. Since
M ⊆ T we can repeatedly add all elements x ∈ T − M while maintaining that
the number of permutations which give rise to π is constant.

Decompose π into r cycles of lengths l1, l2, · · · , lr. We count the number of
ways to insert the new element x. There are li ways to insert x into the ith orbit
corresponding to the ith cycle, and one way to insert x into a new orbit of its
own (ie, the permutation which fixes x). Therefore there are

∑r
i=1 li + 1 = k

ways to add element x to π yielding a permutation which will give rise to π by
repeated iterations. This holds no matter what π we choose.

Let |T | = t. Then by induction we see that there are exactly
∏t

i=k i keys K
under which our construction reduces EK(·) to π.

Similar to the Prefix Cipher, our construction has retained all of the security of
the underlying block cipher.

Theorem 1 is an information-theoretic result. Passing to the correspond-
ing complexity-theoretic result is standard. Because no security is lost in the
information-theoretic setting, and because we apply E an expected two times
(or fewer), an adversary’s maximal advantage to distinguish EK(·) from a ran-
dom permutation of Z2n in expected time 2t approximately upper bounds an
adversary’s maximal advantage to distinguish CyK(·) from a random permuta-
tion on M in time t.

5 Method 3: Generalized-Feistel Cipher

Our final method works as follows: we decompose all the numbers in M into pairs
of “similarly sized” numbers and then apply the well-known Feistel construction
[14] to produce a cipher. Again we fix an integer k, let M be the set [0, k − 1],
and devise a method to encipher M.

We call our cipher Fe[r, a, b] where r is the number of rounds we use in our
Feistel network and a and b are positive numbers such that ab ≥ k. We use a
and b to decompose any m ∈ M into two numbers for use as the inputs into
the network. Within the network we use r random functions F1, . . . , Fr whose
ranges contain M. The algorithms to encipher and decipher are given in Figure 3.
Notice that if using the Feistel construction results in a number not in M, we
iterate just as we did for the Cycle-Walking Cipher.

Example. In order to specify some particular Fe[r, a, b]K(·) we must specify the
numbers a and b, the number of Feistel rounds r, and the choice of underlying
functions F1, · · · , Fr we will use.

As a concrete example, let’s take k = 235, r = 3, and a = 185360 and
b = 185368 (methods for finding a and b will be discussed later). Note that
ab ≥ k as required. Since ab is 74112 larger than k, our Feistel construction
will be on the set M′ = [0, (235 − 1) + 74112], meaning there are 74112 values
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Algorithm Fe[r, a, b]K(m)
c ← fe[r, a, b]K(m)
if c ∈ M return c
else return Fe[r, a, b]K(c)

Algorithm fe[r, a, b]K(m)
L ← m mod a; R ← �m/a�
for j ← 1 to r do

if (j is odd) then tmp ← (L + Fj(R)) mod a
else tmp ← (L + Fj(R)) mod b
L ← R; R ← tmp

if (r is odd) then return aL + R
else return aR + L

Algorithm Fe[r, a, b]−1
K (m)

c ← fe[r, a, b]−1
K (m)

if c ∈ M return c
else return Fe[r, a, b]−1

K (c)

Algorithm fe[r, a, b]−1
K (m)

if (r is odd) then R ← m mod a; L ← �m/a�
else L ← m mod a; R ← �m/a�
for j ← r to 1 do

if (j is odd) then tmp ← (R − Fj(L)) mod a
else tmp ← (R − Fj(L)) mod b
R ← L; L ← tmp

return aR + L

Fig. 3. Algorithms for the Generalized-Feistel Cipher. We encipher with Fe[r, a, b]K(·)
and decipher with Fe[r, a, b]−1

K (·). Here a and b are the numbers used to bijectively map
all m ∈ M into L, and R, and r is the number of rounds of Feistel we will apply. The
key K is implicitly used to select the r functions F1, . . . , Fr.

which are in M′ − M for which we will have to iterate (just as we did for the
Cycle-Walking Cipher). Let’s use DES with independent keys as our underlying
PRFs. DES is a 64-bit cipher which uses a 56-bit key; we will regard the 64-bit
strings on which DES operates as integers in the range [0, 264 − 1] in the natural
way. We need three PRFs so our key K = K1 ‖ K2 ‖ K3 will be 3 × 56 = 168
bits. Now to compute Fe[3, 185360, 185368](m) we compute L = m mod 185360,
and R = 
m/185360�, and then perform three rounds of Feistel using DESK1(·),
DESK2(·), and DESK3(·) as our underlying PRFs. The first round results in L ←

m/185360� and R ← (m mod 185360+DESK1(
m/185360�)) mod 185360, and
so on.

Analysis. First we note that Fe[r, a, b](·) is a permutation: it is well-known that
the Feistel construction produces a permutation, and we showed previously that
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iterating any permutation is a permutation. We now analyze the how good is
this Generalized-Feistel Cipher for the three-round case.

Assuming the underlying functions F1, F2, and F3 used in our construction
are truly random functions, we will compare how close Fe[3, a, b](·) is to a truly
random permutation. Passing to the complexity-theoretic setting is then stan-
dard, and therefore omitted.

Theorem 2. [Security of Generalized-Feistel Cipher] Fix k ≥ 1 and let
M = [0, k − 1]. Fix two numbers a, b > 0 such that ab ≥ k. Let ∆ = ab − k. Fix
an n such that 2n > a and 2n > b. Let D be an adversary which asks q queries
of her oracle. Then

Advprf
Fe (D) = Pr[F1, F2, F3

R← Rand(2n, 2n) : DFe[3,a,b](·) = 1]

− Pr[ρ R← Rand(k, k) : Dρ(·) = 1]

≤ (q + ∆)2

2n+1 (�2n/a
 + �2n/b
) .

The proof is an adaptation of Luby’s analysis from Lecture 13 of [8], which
is in-turn based on [9]. It can be found in Appendix A.

Finally, we must adjust this bound to account for the fact that we have com-
pared Fe[3, a, b]K(·) with a random function instead of a random permutation.
We can invoke Lemma 1 which gives us a final bound quantifying the quality of
our construction:

Advprp
Fe (D) = Pr[F1, F2, F3

R← Rand(2n, 2n) : DFe[3,a,b](·) = 1]

− Pr[π R← Perm(k) : Dπ(·) = 1]

≤ (q + ∆)2 + q2

2n+1 (�2n/a
 + �2n/b
) .

6 Discussion

Prefix Cipher. Our first method, the Prefix Cipher, is useful only for suitably
small k. Since enciphering one point requires enciphering all k points in [0, k−1],
many applications would find this prohibitively expensive for all but fairly small
values of k.

Cycle-Walking Cipher. Our second method, the Cycle-Walking Cipher, can
be quite practical. If k is just smaller than some power of 2, the number of points
we have to “walk through” during any given encipherment is correspondingly
small. In the worst case, however, k is one larger than a power of 2, and (with
extremely bad luck) might require k calls to the underlying block cipher to
encipher just one point. But if the underlying block cipher is good we require,
in the worst case, an expected two calls to it in order to encipher and decipher
any point.

Generalized-Feistel Cipher. To get the best bound we should select a and
b such that these numbers are somewhat close together and such that ∆ = ab−k
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is small. One obvious technique is to try numbers near
√

k; for example, taking
a = b = �√

k
 means that ab − k will never be more than 2
√

k + 1. But often
one can do better.

Another way to improve the bound is to ensure n is suitably large. The “tail
effects” spoken of in the proof are diminished as n grows (because as 2n gets
larger �2n/a
/2n gets closer to 1/a).

The One-Off Construction. Another method, not mentioned above, works
well for domains which are one element larger than a domain we can accommo-
date efficiently. Say we have a cipher E with domain [0, k − 1] and we wish to
construct a cipher E′ with domain [0, k]. We choose a key K ′ = {K, r} for E′

by choosing a key K for E and a random number r ∈ [0, k]. We then compute
E′

K′(X) as follows:

E′
K′(X) =





r if X = k
k if X = E−1

K (r)
EK(X) otherwise

The security of this construction is tightly related to the security of E and the
method for selecting r. The analysis is omitted.

Of course we can use this method to repeatedly extend the domain of any
cipher to the size of choice, but for most settings it is impractical to do this
more than a few times. A typical method for generating r would be to take
r = EK∗(0) mod (k + 1) where K∗ is a new randomly-selected key. The “tail
effect” here is not too bad, but will cause a rapid deterioration of the security
bound when used too often. Also, the scheme begins to become quite inefficient
when we extend the domain in this way too many times.

Other Domains. Though we have spoken in terms of the domain [0, k − 1] the
same methods work for other domains, too. For example, to encipher in Z∗

N ,
where N = pq is a 1024-bit product of two primes, one can use either cycle-
walking or the generalized-Feistel construction, iterating in the highly unlikely
event that a point is in ZN but not in Z∗

N .
We may also use our methods to encipher points from an elliptic curve group

(EC group). There are well-known “compact” representations of the points in
EC groups, and these representations form our starting point. For example, one
finds in [5] simple algorithms to compress the representation of a point in an EC
group. Consider the EC group G over the field Fq where q is either a power of
two or a prime. Then any point (x, y) ∈ G may be represented as a member of Fq

together with a single bit. Let’s consider first the case where q = 2m with m > 0.
The Hasse theorem (see [5], page 8) guarantees at least d(r) = r+1−2

√
r points

in G. Since it is possible to represent any point in G with m+1 bits and it is also
possible to efficiently test for membership in G, we could use the cycle-walking
construction over a 2m+1-bit cipher. The expected number of invocations of this
cipher to encipher a point in G is then 2m+1/d(2m) ≈ 2.

If q is instead a prime p, we can represent any point in G as a number
x ∈ [0, p − 1] and a single bit y. We may again use any of our methods to
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encipher these 2p points. Here the Hasse theorem ([5], page 7) guarantees at
least d(p) points in G and once again an efficient test for membership in G
exists. Therefore we may use the cycle-walking construction over some �lg 2p
-
bit cipher. However if 2p is not close to a power of 2, we may wish to instead
use the generalized-Feistel construction.

Open Problems. As mentioned already, we have not provided any construc-
tion which works well (and provably so) for intermediate-sized values of k. For
example, suppose you are given an ideal block cipher Π on 128-bit strings, and
you want to approximate a random permutation π on, say, 40-bit strings. Prob-
ably enough rounds of Feistel work, but remember that our security goal is that
even if an adversary inquires about all 240 points, still she should be unable to
distinguish π from a random permutation on 40 bits. Known bounds are not
nearly so strong. Of course the prefix method works, but spending 240 time and
space to encipher the first point is not practical.
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A Proof of Theorem 2

Proof. To simplify the exposition, we will initially assume that k = ab. In other
words, that no iterating is required to compute Fe[3, a, b]K(·). Once we establish
the result in this setting, we can make some minor changes to get the general
result.

We begin by defining a couple of games. Let us call “Game Fe” the game
in which we choose three random functions F1, F2, F3 ← Rand(2n, 2n) and then
answer D’s queries according to Fe[3, a, b](·) using F1, F2, and F3 as our under-
lying functions. Let us call “Game Rn” the game in which we choose a random
function ρ ∈ Rand(k, k) and then answer D’s queries according to ρ(·). Let’s
denote by PFe the probability that D outputs 1 in Game Fe, and denote by PRn
the probability that D outputs 1 in Game Rn. We are trying to show that

PFe − PRn ≤ (q + ab − k)2

2n+1 (�2n/a
 + �2n/b
) .

Without loss of generality, assume D never repeats a query. We begin by
describing a new game called “Game B′”. Game B′ will look the same to adver-
sary D as Game Fe, but Game B′ will be played completely differently. Instead of
choosing three random functions F1, F2, F3, we’ll choose only some random num-
bers x1, . . . , xq, y1, . . . , yq, and z1, . . . , zq. Each of these numbers is in [0, 2n − 1].
The only random choices we will make in playing game B′ is in the choice of
the xi, yi, and zi. We describe Game B′ in Figure 4. It is played as follows: first
choose random numbers x1, . . . , xq, y1, . . . , yq, and z1, . . . , zq. Now answer the
i-th query with aβi + γi, where βi and γi are described in the figure.
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Fig. 4. Game B′. This game is identical, as far as the adversary can tell, to Game Fe.
Begin by choosing x1, . . . , xq, y1, . . . , yq, and z1, . . . , zq at random. Then answer the
i-th query, Li, Ri, by βi, γi, computed as in the figure.

It should be obvious that Game B′ is the same, as far as the adversary can
see, to Game Fe. Thus PFe = Pr[DB′

= 1].
We now modify Game B′ to a Game B which is identical, from the adversary’s

point of view, to Game B′ (and therefore to Game Fe). This modification is
unusual: we will subtract Rvi from the second sum, and we will subtract αwi

from the final sum. The new game is shown in Figure 5.
The reason that these new addends do not change the adversary’s view of

the game stems from the fact that the ((yvi
− Rvi

) mod b, (zwi
− αwi

) mod a) in
Game B retain the same distribution as (yvi , zwi) had in game B′.

We now have that PFe = Pr[DB = 1]. The probability is taken over the
random q-vectors x, y, and z with coordinates in [0, 2n − 1].

We now consider one final game, Game C. This game is identical to B except
that we output ayi + zi (instead of aβi + γi). Obviously PRn = Pr[DC = 1].
Again the probability is over the random vectors x, y, z.

We will now make some observations and calculations about Games B and C
which will allow us to conclude with the theorem. The idea is that Games B and



128 John Black and Phillip Rogaway

ε
ji

Let u   = min{j       {1,...,i} : R    = R   }
i

α i

α i β i

β i

v i

wi

v i

wi

L

R

R

x ui

y

+  (mod a)

+   (mod a)

+   (mod b)

ii j
ββεLet w   = min{j       {1,...,i} :     =    }

ε
ii α α j

Let v   = min{j       {1,...,i} :     =     }

 i  i

i

γ
i

z

α-

  R-

Fig. 5. Game B. We modify B′ by adding the quantities indicated by the emboldened
arrows. This game is once again identical, from the adversary’s perspective, to Game Fe.

C usually coincide. We will manage to bound adversarial advantage by looking
at the chance that games B and C do not coincide.

First we define some events. These events are defined in Game C. (It is
important that we do this in Game C, not Game B.) Define the event REPEATα

as true if αi = αj for some i < j–that is, some αi arises twice. Define the event
REPEATβ as true if βi = βj for some i < j–that is, some βi arises twice. Define
the event REPEAT as the disjunct of αi and βi–that is, either an αi repeats or
a βi repeats. Again, these events are defined in Game C.

Claim. Pr[REPEATα] ≤ q2�2n/a

2n+1 .

Look at query i. If Ri itself is a repetition of an earlier Rj , then we know for sure
that αi �= αj , since all queries are assumed to be distinct. It is possible, however,
that αi could coincide with some αj where Rj was different from Ri. But we
have provided the adversary no information about internal xi and αi values. If
the cardinality of [0, 2n − 1] were evenly divisible by a then we would know the
chance for any particular αj to coincide with αi would be 1/a. This is because
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we are taking the sum of Li with a random member of [0, 2n −1] and then taking
this (mod a). But of course 2n may not be divisible by a and this modulus will
create an “tail effect” slightly biasing the probability. We can easily measure
this, however, as follows: the amount of probability mass on some points will be

2n/a�/2n and on the others it will be �2n/a
/2n. We will simply take the latter
as a bound. If Ri is a new, unrepeated value, then xui will be a random number
in [0, 2n −1] and so the chance that αi will collide with any particular prior αj is
again bounded by �2n/a
/2n. Thus the chance that αi will collide with an earlier
query is at most (i − 1)�2n/a
/2n, and the chance that there will eventually be
a collision in αi-values is at most

∑q
i=1(i − 1)�2n/a
/2n ≤ q2

2 �2n/a
/2n. ♦

Claim. Pr[REPEATβ |REPEATα] ≤ q2�2n/b

2n+1 .

By assumption, the vi values are all distinct, so y is being evaluated on distinct
points. The chance that two βi values coincide is determined similar to the case
in the previous claim where the Ri values were distinct. So analogously we have∑q

i=1(i − 1)�2n/b
/2n ≤ q2

2 �2n/b
/2n. ♦

Putting this together we have that

Claim. Pr[REPEAT] ≤ q2

2n+1 (�2n/a
 + �2n/b
).

The reason is that

Pr[REPEAT] = Pr[REPEATα] + Pr[REPEATβ ∧ REPEATα]
= Pr[REPEATα] + Pr[REPEATβ | REPEATα] · Pr[REPEATα]
≤ Pr[REPEATα] + Pr[REPEATβ | REPEATα],

and we have just bounded each of the above addends. ♦

Now for the key observation:

Claim. Pr[DB = 1 | REPEAT] = Pr[DC = 1 | REPEAT].

Both probabilities are over random choices of x, y, z. On the right-hand we output
yi, zi in response to the ith query. On the left-hand side, assuming that REPEAT
does not hold in Game C, once again we output yi, zi. This would be clear if we
had said “assuming that REPEAT does not hold in Game B,” and we defined this
even in Game B in the obvious manner. But notice that as long as REPEAT does
not hold in Game C, Game C and Game B behave identically, always returning
yi, zi in response to query i. This is easily established by induction. ♦

We claim that, because of the last claim,

PFe − PRn = Pr[DB = 1] − Pr[DC ] = 1
≤ Pr[REPEAT]
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Let A, B, C be arbitrary events and assume Pr[A | C] = Pr[B | C]. Now

Pr[A] − Pr[B] = Pr[A | C] Pr[C] + Pr[A | C] Pr[C]
− Pr[B | C] Pr[C] − Pr[B | C] Pr[C]

and so Pr[A | C] = Pr[B | C] tells us that first and third addends cancel. Now
upperbound the second addend by dropping the Pr[A|C] (that is, upperbound
this by 1) and drop the final addend (which is negative) entirely, thereby getting
an upperbound of Pr[C], as desired.

We now address the case where we iterate the cipher. In other words, what hap-
pens when ab − k > 0? In this case we may invoke fe[3, a, b]K(·) multiple times
per encipherment, and we must account for this in the bound. The crucial point
in the proof affected by iterating is when we are calculating REPEATα. In the
worst case, the first encipherment could cause us to compute fe[3, a, b](m) for all
m ∈ [k, ab−1]. In this case up to ab−k values of αi may already have been com-
puted. We therefore include these points in the computation of Pr[REPEATα].
The new bound is therefore

∑q+(ab−k)
i=1 (i − 1)�2n/a
/2n ≤ (q+ab−k)2

2 �2n/a
/2n

for Pr[REPEATα] and similarly for Pr[REPEATβ | REPEATα]. So the overall
bound is now

Pr[REPEAT] ≤ (q + ab − k)2

2n+1 (�2n/a
 + �2n/b
) .

And setting ∆ = ab − k we obtain the bound of Theorem 2.
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Abstract. We investigate a known plaintext attack on RC5 based on
correlations. Compared with the best previous known-plaintext attack
on RC5-32, a linear cryptanalysis by Borst, Preneel, and Vandewalle,
our attack applies to a larger number of rounds. RC5-32 with r rounds
can be broken with a success probability of 90% by using 26.14r+2.27

plaintexts. Therefore, our attack can break RC5-32 with 10 rounds (20
half-rounds) with 263.67 plaintexts with a probability of 90%. With a
success probability of 30%, our attack can break RC5-32 with 21 half-
rounds by using 263.07 plaintexts.

1 Introduction

RC5, designed by Rivest ([11]), is a block cipher which is constructed by only
simple arithmetic such as an addition, a bit-wise exclusive-or(XOR), and a data
dependent rotation. Therefore, RC5 can be implemented efficiently by software
with small amount of memory. RC5-32/r means that two 32-bit-block plain-
texts are encrypted by r rounds, where one round consists of two half-rounds.
Various attacks against RC5 have been analyzed intensively ([1,2,4,5,6,7]). The
best chosen-plaintext attack ([1]), up to the present, breaks RC5-32/12 by using
(244, 254.5) pairs of chosen plaintexts and known plaintexts. However, it requires
many stored plaintexts such as 254.5. Even in the case of RC5-32/10, it requires
(236, 250.5) pairs of chosen plaintexts and known plaintexts with stored 250.5

plaintexts. In a realistic sense, it would be infeasible to employ such an algo-
rithm on a modern computer. On the other hand, a known plaintext attack can
work more efficiently and practically, even though it has not been reported far
higher round like 12.

The best known-plaintext attack against RC5 is a linear cryptanalysis ([2]).
They have reported that RC5-32 with 10 rounds is broken by 264 plaintexts under
the heuristic assumption, that is, RC5-32 with r rounds is broken with a success
probability of 90% by using 26r+4 plaintexts. However, their assumption seems
to be highly optimistic. Table 1 shows both their results and our results. In fact,
their experimental results report that RC5-32 with 3 or 4 rounds is broken with a

B. Preneel (Ed.): CT-RSA 2002, LNCS 2271, pp. 131–148, 2002.
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Table 1. Required plaintexts for attack on RC5. The second column provides a theo-
retical estimate based on heuristics

r − round 2 rounds 3 rounds 4 rounds 5 rounds
estimate #texts #keys #texts #keys #texts #keys #texts #keys

[2] 26.8r+2.4(26r+4) 216 92/100 222 81/100 228 82/100 234 9/10

our 26.14r+2.27 215 100/100 222 100/100 228 99/100 233 90/100
attack 214 95/100 221 95/100 227 96/100 232 60/100

success probability of 81% or 82% if we use 222 or 228 plaintexts respectively. This
means that their estimation does not hold even in such lower rounds as 3 or 4. On
the other hand, they also discussed the theoretical complexity of breaking RC5-
32 with r rounds: RC5-32 with r rounds can be broken with a success probability
of 90% by using 26.8r+2.4 plaintexts. According to their theoretical assumption,
it requires 222.8 or 229.6 plaintexts in order to break RC5-32/3 or RC5-32/4 with
a success probability of 90%. Actually, it seems that the theoretical estimate
reflects their experimental results. Note that, under the theoretical assumption,
their known plaintext attack can break RC5-32/9 but not RC5-32/10 with a
success probability of 90%.

In this paper, we investigate a known plaintext attack by improving a cor-
relation attack against RC6 ([7]). RC6 is the next version of RC5, which has
almost the same construction as RC5: RC6 consists of a multiplication, an add-
ition, XOR, and a data dependent rotation. While the input of RC5 consists of
2 words such as (L0, R0), that of RC6 consists of 4 words. This is why approach
of attacks on RC5 is similar to that on RC6, but a slight difference is needed.
Correlation attack makes use of correlations between an input and an output,
which is measured by the χ2 test: the specific rotation in both RC5 and RC6 is
considered to cause the correlations between the corresponding two 5-bit integer
values. In [7], correlation attacks against RC6-32 recover subkeys from the 1st
round to the r-th round by handling a plaintext in such a way that the χ2-test
after one round becomes significantly higher value. Their main idea is to choose
such a plaintext that the least significant five bits in the first and third words are
constant after one-round encryption as follows: 1. the least significant five bits
in the first and third words are zero; 2. the fourth word is set to the values that
introduce a zero rotation in the 1st round. Their attack controls a plaintext in
two parts with 5 bits: 5 bits corresponding to the χ2-test, and 5 bits in relation
to data dependent rotations. We apply their attack to RC5, where a plaintext is
represented by 2 words (L0, R0). According to their approach, it is necessary to
control a plaintext in each block with each 5 bits: 1. the least significant five bits
of L0, lsb5(L0), is 0; 2. lsb5(R0) introduces a zero rotation in the 1st round. As
a result, available plaintexts are reduced by 210. Compared with RC6, available
plaintexts to attack RC5 are extremely fewer because the block size of RC5 is
just half of RC6. Therefore, it is critical to reduce available plaintexts of RC5
by 210 in order to break RC5 with a higher round. This is why their attack does
not work well on RC5 directly. In fact, they also report that their attacks do not
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work well on RC5 compared with the existing attack ([1]). In [3], a correlation
attack is also applied to RC5. Their algorithm searches subkeys from the final
round to the 1st round by fixing both lsb5(R0) and lsb5(L0) to be 0. Therefore,
their attack also suffers from the same problem of fewer available plaintexts. The
important factor to target at RC5 is how to increase the available plaintexts.

We investigate how an output after h half-rounds, Lh+1, depends on a chosen
plaintext, and find experimentally the following features of RC5:

1. The χ2-values for the least significant five bits on Lh+1 become significantly
high by simply setting such R0 that fixes a rotation amount in the 1st half-round.
Note that any rotation amount, even large one, outputs the higher χ2-values.
2. Any consecutive five bits on Lh+1 outputs similarly high χ2-values by simply
setting such R0 that fixes a rotation amount in the 1st half-round.

Usually, we know that output of RC5 is highly unlikely to be uniformly dis-
tributed if a plaintext introduces small rotation amounts such as a zero in the
1st half-round ([7]). However, from Feature 1, output of RC5 is also highly un-
likely to be uniformly distributed if only a rotation in the 1st half-round is fixed.
Apparently, a rotation in the 1st half-round is fixed if and only if the least signif-
icant five bits of R0 is fixed. This means that any given plaintext can be used for
correlation attack by classifying it in the same least significant five bits. In this
way, we can extend a chosen plaintext correlation attack to a known plaintext
attack without any cost. From Feature 2, any consecutive five bits on Lh+1 can
be used to compute the χ2-values in the similar success probability.

We improve a correlation attack as a known plaintext attack by taking full
advantage of the above features. The main points of our attack on RC5 are as
follows:

1. Use any plaintext by classifying it into the same least significant five bits;
2. Determine the parts, on which the χ2-statistic is measured, according to the
ciphertexts.

We also present two algorithms to recover 31 bits of the final half-round key:
one recovers each 4 bits in serial, and the other recovers each 4 bits in parallel.
By employing our correlation attack, RC5-32 with r rounds(h half-rounds) can
be broken with a success probability of 90% by using 26.14r+2.27(23.07h+2.27)
plaintexts. As a result, our attack can break RC5-32/10 with 263.67 plaintexts in
a probability of 90%. In the case of success probability 30%, our attack can break
RC5-32 with r rounds(h half-rounds) by using 25.90r+1.12(22.95h+1.12) plaintexts.
Therefore, our attack can break RC5-32 with 21 half-rounds by using 263.07

plaintexts in a probability of 30%.
This paper is organized as follows. Section 2 summarizes some notations and

definitions in this paper. Section 3 applies Knudsen-Meier’s correlation attack to
RC5, and discusses the differences between RC5 and RC6. Section 4 describes
some experimental results including the above features of RC5. Section 5 presents
the chosen plaintext algorithm, Main algorithm. Section 6 discusses how to ex-
tend Main algorithm to the known plaintext algorithm, Extended algorithm.
Section 7 applies Extended algorithm to 31-bit key recovery in the final round.
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2 Preliminary

This section denotes some notations, definitions, and experimental remarks. First
we describe RC5 algorithm after defining the following notations.

+ (−): an addition (subtraction) mod 232;
⊕ : a bit-wise exclusive OR;
r : the number of rounds;
h : the number of half-rounds (h = 2r);

a ≪ b(a ≫ b): a cyclic rotation of a to the left (right) by b bits;
(Li, Ri): an input of the i-th half-round, and (L0, R0) is a plaintext;

Si : the i-th subkey(Sh+1 is a subkey of the h-th half-round);
lsbn(X) : the least significant n bits of X;

Xi : denotes the i-th bit of X;
X [i,j] : denotes from the i-th bit to the j-th bit of X (i > j);

X : a bit-wise inversion of X.

We

denote the least significant bit(LSB) to the 1st bit, and the most significant
bit(MSB) as the 32-th bit for any 32-bit element. RC5 encryption is defined as
follows: a plaintext (L0, R0) is encrypted to (Lh+1, Rh+1) by h half-rounds itera-
tions of a main loop, which is called one half-round. Two consecutive half-rounds
correspond to one round of RC5.

Algorithm 1 (Encryption with RC5)
1. L1 = L0 + S0; R1 = R0 + S1;
2. for i = 1 to h do: Li+1 = Ri; Ri+1 = ((Li ⊕ Ri) ≪ Ri) + Si+1).

We make use of the χ2-tests for distinguishing a random sequence from non-
random sequence ([5,7,8]). Let X = X0, ..., Xn−1 be a sequence with ∀Xi ∈
{a0, · · · , am−1}. Let Naj

(X) be the number of Xi which equals aj . The χ2-
statistic of X, χ2(X), estimates the difference between X and the uniform dis-
tribution as follows: χ2(X) = m

n

∑m−1
i=0

(
Nai(X) − n

m

)2. We use the threshold
for 31 degrees of freedom in Table 2. For example, (level, χ2)=(0.95, 44.99) in
Table 2 means that the value of χ2-statistic exceeds 44.99 in the probability of
5% if the observation X is uniform. Here, we set the level to 0.95 in order to
distinguish a sequence X from a random sequence.

Table 2. χ2-distribution with 31 degree of freedom

Level 0.50 0.60 0.70 0.80 0.90 0.95 0.99 0.999 0.9999
χ2 30.34 32.35 34.60 37.36 41.42 44.99 52.19 61.10 69.11

In our experiments, all plaintexts are generated by using m-sequence ([9]).
For example, Main or Extended algorithm uses 59-bit or 64-bit random num-
ber generated by m-sequence, respectively. The platforms are IBM RS/6000 SP
(PPC 604e/332MHz × 256) with memory of 32 GB.
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3 Applying Knudsen-Meier’s Correlation Attack to RC5

Knudsen and Meier ([7]) proposed a key-recovery attack to RC6, which estimates
a subkey from the 1st round to the r-th round by handling a plaintext. Their
main idea is to choose such a plaintext that the least significant five bits in
the first and third words are constant after one-round encryption. Therefore
plaintexts in RC6 are chosen as follows: 1. the least significant five bits in the first
and third words are zero; 2. the fourth word is set to the values that introduce
a zero rotation in the 1st round. To sum up, their attack controls a plaintext in
two parts with 5 bits: 5 bits corresponding to the χ2-test and 5 bits in relation
to data dependent rotations. Let us apply their idea to RC5 directly.

Algorithm 2 (Knudsen-Meier’s attack to RC5)
This algorithm recovers lsb5(S1). Set s = lsb5(S1), and lsb5(R0) = x.
1. For each s(s = 0, 1, · · · , 31), set such an x that leads to a zero

rotation in the 1-st half-round, that is, set x + s = 0 (mod 32).
2. Choose plaintexts (L0, R0) with (lsb5(L0), lsb5(R0)) = (0, x), and set

y = lsb5(Lh+1)
3. For each (L0, R0), update each array by incrementing count[s][y].
4. For each s, compute the χ2-value χ2[s], and output s with the

highest value χ2[s] as lsb5(S1).

Table 3. Success probability of Algorithm 2 (in 100 trials)

4 half-rounds 6 half-rounds 8 half-rounds
#texts #keys χ2-value∗ #texts #keys χ2-value∗ #texts #keys χ2-value∗

210 25 530.12 213 20 139.59 217 13 69.56
219 28 256034.12 219 31 6639.60 221 26 443.06
223 28 4097164.86 223 32 105660.92 226 29 13303.08

∗ The average of the maximum χ2-value in each trial.

Table 3 shows the experimental results of Algorithm 2. From Table 3, we see
that a correct key can not be efficiently recovered, even though the maximum
χ2-value is enough high. Apparently, plaintexts with a zero rotation in the 1st
round outputs the high χ2-value, but a small-absolute-value one such as ±1, ±2,
etc., also outputs the high χ2-value. Since Algorithm 2 uses only plaintexts with
a zero rotation in the 1st round, it suffers from other high-χ2-value plaintexts,
and thus cannot recover keys efficiently. Algorithm 2 is distinguishable, but un-
recoverable. Furthermore, Algorithm 2 can use only 254 plaintexts. In general,
the number of plaintexts on RC5 is not so large as RC6. Another problem may
occur in recovering other bits of S1 because the rotation in the 1st half-round
is determined only by lsb5(S1). In RC6, the rotation in the 1st half-round is
determined by all bits of S1, and thus their algorithm can work well to recover
all bits of S1. This is why it is not efficient to apply their attack to RC5.
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4 χ2-Statistic of RC5

In this section, we investigate how to reduce the constraint of plaintexts in order
to increase available plaintexts. In RC5, lsb5(R0) determines the 1st half-round
data dependent rotation, so it would be desirable to handle lsb5(R0) in some
way. On the other hand, the effect of lsb5(L0) = 0 deeply depends on lsb5(R0)
as follows: 1. if lsb5(R0) is fixed to a value that leads a zero rotation in the
1st half-round like Algorithm 2, then lsb5(L0) = 0 can fix lsb5(R2), that is, fix
the rotation amount of the 2nd half-round, and can also fix lsb5(L3) for any
available plaintext; 2. if lsb5(R0) is fixed to just 0 ([3]), then lsb5(L0) = 0 can
not fix lsb5(R2) (i.e. lsb5(L3)) for any available plaintext. We experimentally
compare the effect of lsb5(L0) = 0, lsb5(R0) = 0, or both. We also investigate
which parts output the higher χ2-statistics. To observe these, we conduct the
following five experiments in each h half-round.

Test 1: χ2-test on lsb5(Lh+1) with lsb5(R0) = lsb5(L0) = 0.
Test 2: χ2-test on lsb5(Lh+1) with lsb5(R0) = 0.
Test 3: χ2-test on lsb5(Lh+1) with lsb5(L0) = 0.
Test 4: χ2-test on lsb5(Lh+1) with lsb5(R0) = x (x = 0, 1, ..., 31).
Test 5: χ2-test on any consecutive 5bits of Lh+1 with lsb5(R0) = 0.

4.1 Test 1, 2, and 3

Here we show the experimental results of Test 1, 2, and 3 after discussing the
differences among these Tests. The condition of lsb5(R0) = 0 means that the
rotation amount of the 1st half-round is fixed. The purpose of Tests 1 and 2 is
to observe the effect of handling a plaintext in the part corresponding to the
χ2-test: Test 1 handles it; and Test 2 does not handle it. On the other hand,
Test 3 sets only lsb5(L0) = 0, so it cannot control the rotation amount of the
1st half-round at all.

Table 4 shows the experimental results of Test 1, 2, and 3 which represent
the number of plaintexts required for χ2-value exceeding 44.99. These tests are
computed to the second decimal place, and the χ2-value is computed on the
average of 100 different keys. From Table 4, we see that the χ2-value in Test 3
is much lower than that in Test 1, and also lower than that in Test 2. Test 3
requires about 25(23) times as many plaintexts as Test 1(Test 2) in order to get
the same effect as Test 1(Test 2). As a result, we see that fixing the rotation
amount of the 1st half-round, that is, lsb5(R0) = 0, causes highly nonuniform
distribution, and that Test 3 has no advantage to both Tests 1 and 2.

Next we focus on the effect of lsb5(L0) = 0 under lsb5(R0) = 0. From Table 4,
we see that in each half-round, the χ2-value in Test 1 is higher than that in Test
2, but that almost the same effect of Test 1 is expected in Test 2 if we use about
22 times plaintexts as many as Test 1. The number of plaintexts required for
χ2-value exceeding 44.99 on h half-rounds, log2(#text), is estimated

log2(#text) = 3.03h − 3.21 (Test 1), log2(#text) = 2.93h − 0.73 (Test 2)
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Table 4. #texts required for χ2-value > 44.99 in Test 1, 2 and 3 (on the average of
100 keys)

#half-rounds 4 5 6 7 8 9 10
Test 1(log2(#texts)) 9.08 11.77 14.92 18.05 20.93 24.36 26.98
Test 2(log2(#texts)) 10.94 14.05 16.83 19.84 22.79 25.74 28.57
Test 3(log2(#texts)) 14.26 17.26 19.62 23.14 25.75 — —
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by using the least square method. On the other hand, the number of available
plaintexts in Test 1(Test 2) is 254(259). By substituting the number of available
plaintexts, we conclude that the case of Test 1, or Test 2 is estimated to be
distinguishable from a random sequence by 18 half-rounds, or 20 half-rounds,
respectively. As a result, Test 2 is more advantageous than Test 1.

4.2 Test 4 and 5

We observe the experimental results of Test 4 in Fig. 1. As we have discussed the
above, setting lsb5(R0) = 0 means to fix the rotation amount in the first round.
Note that the rotation amount is not necessarily equal to 0. Therefore, the same
effect as lsb5(R0) = 0 would be expected if only fixing lsb5(R0). Test 4 examines
the hypothesis. In Fig. 1, the horizontal line corresponds to the fixed value of
lsb5(R0) and the vertical line corresponds to the number of plaintexts required
for χ2-value exceeding 44.99. From Fig. 1, we see that any lsb5(R0) can be
distinguished from a random sequence in almost the same way as lsb5(R0) = 0.
To sum up, we do not have to set lsb5(R0) = 0 in order to increase the χ2-value.
We can use any plaintext (L0, R0) with any R0 by just classifying it into the
same lsb5(R0).

We observe the experimental results of Test 4 in Fig. 1. In Test 5, we com-
pute the χ2-value in each consecutive 5 bits of Lh+1, and how many plaintexts
are required in order to exceed the threshold χ2-value of 44.99. Fig. 2 shows the
experimental results. The horizontal line corresponds to the first bit of consec-
utive 5 bits of Lh+1, and each plot presents the number of plaintexts required
for χ2-value exceeding 44.99 for each consecutive 5 bits. For example, the case
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of i = 1, or i = 32 corresponds to L
[5,1]
h+1, or {L32

h+1, L
[4,1]
h+1}. From Fig. 2, we see

that any consecutive five bits can be distinguished from a random sequence in
almost the same way as L

[5,1]
h+1. Correlations are observed on any consecutive five

bits of Lh+1.

5 A Chosen Plaintext Correlation Algorithm

In this section, we present a key recovery algorithm, called Main algorithm. Main
algorithm is designed by making use of the results of tests in Sect. 4 as follows:
1. Only lsb5(R0) is fixed to 0 (Test 1, 2);
2. The parts measured by χ2-statistic are not fixed to lsb5(Lh+1) (Test 5);
3. The χ2-value is computed on z to which consecutive 5 bits, y, is exactly
decrypted by 1 half-round (see Fig. 3);
4. The decrypted, z, is classified into 32 cases according to lsb5(Lh+1) = x, and
the χ2-value is computed on each distribution of z for each lsb5(Lh+1) = x.

Algorithm 3 (Main algorithm)
This algorithm recovers lsb4(Sh+1). Set (lsb5(Lh+1), lsb5(Rh+1)) = (x, y),
and lsb4(Sh+1) = s, where x is the rotation amount in the h-th
half-round.
1. Choose a plaintext (L0, R0) with lsb5(R0)=0, and encrypt it.
2. For each s(s = 0, 1, · · · , 15), set S5

h+1 = 0, and decrypt Rh+1 by 1
half-round. Note that, from the rotation amount x in the h-th
half-round, we exactly know where y is decrypted by 1 half-
round, which is set to z.
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Fig. 4. Success probability of Main algorithm (in 100 trials)

3. For each value s, x, and z, we update each array by
incrementing count[s][x][z].

4. For each s and x, compute χ2[s][x].
5. Compute the average ave[s] of {χ2[s][x]} for each s, and output s

with the highest ave[s] as lsb4(Sh+1).

Main algorithm computes the χ2-value on z, to which y is decrypted by the
final round subkey. Therefore, the χ2-value in lsb5(Sh+1) = 1s is coincident with
that in lsb5(Sh+1) = 0s in the following reason. For s = lsb4(Sh+1), we set two
candidates of lsb5(Sh+1), t = 1s and t′ = 0s. So t = t′ + 16 (mod 32). We also
set each decrypted value of y = lsb5(Rh+1) by using each key, t or t′, to z or z′,
respectively. Then z[4,1] = z′[4,1], and z5 = z′5, and thus z = z′ + 16 (mod 32).
Two distribution of count[t][x][z] and count[t′][x][z′] in Algorithm 3 satisfy

count[t][x][z] = count[t′][x][z′ + 16 (mod 32)].

So, we get χ2[t][x] = χ2[t′][x] from the definition of χ2-value. This is why the
χ2-value in S

[5,1]
h+1 = 1s is coincident with that in S

[5,1]
h+1 = 0s for s = S

[4,1]
h+1 .

Figure 4 and Table 5 show the success probability among 100 trials for RC5
with 4 − 10 half-rounds. More precise experimental results are shown in Table 6.
All experiments are calculated to the second decimal place. In our policy, we
design all experiments as precisely as possible in order to estimate the efficiency
of algorithm strictly. From Table 6, the number of plaintexts required for re-
covering a key in r rounds(h half-rounds) with the success probability of 90%,
log2(#text), is estimated1,
1 Our estimation is computed by using the results of 5-10 half-rounds except for 4

half-rounds because key recovery with 4 half-rounds depends deeply on the choice
of S0, and plaintexts R0. The key recovery with 4 half-rounds examines a bias for
distribution of consecutive 5 bits in L4, which is coincident with that in L2. A bias for
distribution of L2 depends only on the 2nd half-round operation, S0, and plaintexts
R0. In fact, the coefficient of determination ([12]) for approximation polynomial
including the result of 4 half-rounds is worse than that for approximation polynomial
without the result of 4 half-rounds.
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Table 5. Success probability of Main algorithm (in 100 trials)

4 half-rounds 5 half-rounds 6 half-rounds
#texts #keys #texts #keys #texts #keys

210 31 214 42 217 48
211 69 215 75 218 72
212 93 216 99 219 94

7 half-rounds 8 half-rounds 9 half-rounds 10 half-rounds
#texts #keys #texts #keys #texts #keys #texts #keys

220 46 223 41 226 35 229 44
222 88 225 89 228 84 231 88
223 100 226 98 229 98 232 99

Table 6. # texts required for recovering a key with the success probability 90% and
45% in Main algorithm

#half-rounds 4 5 6 7 8 9 10
log2(#text) (90%) 11.89 15.43 18.78 22.07 25.15 28.28 30.92
log2(#text) (45%) 10.76 13.94 17.23 19.96 23.22 26.59 29.30

log2(#text) = 6.23r + 0.07, (log2(#text) = 3.12h + 0.07),

by using the least square method. In the case of success probability of 45%, the
number of required plaintexts is estimated as follows,

log2(#text) = 6.18r − 1.47 (log2(#text) = 3.09h − 1.47).

By substituting log2(#text) = 59, Main algorithm can break RC5-32 with 18
rounds with 256.23 plaintexts with a probability of 90%. With a success proba-
bility of 30%, Main algorithm can break RC5-32 with 19 half-rounds by using
257.24 plaintexts. From these results, we see that it is indispensable to increase
available plaintexts in order to break RC5 with higher round.

6 A Known Plaintext Correlation Algorithm

In this section, we present a key recovery algorithm, called Extended algorithm,
which applies Main algorithm to a known plaintext attack.

6.1 Extended Algorithm

Extended algorithm classifies any plaintext (L0, R0) into the same lsb5(R0), and
applies Main algorithm as follows.

Algorithm 4 (Extended algorithm)
This algorithm recovers lsb4(Sh+1). Set s = lsb4(Sh+1), and
x = lsb5(Lh+1) in the same way as Algorithm 3.
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Fig. 5. Success probability of Extended algorithm (in 100 trials)

Table 7. Success probability of Extended algorithm (in 100 trials)

4 half-rounds 5 half-rounds 6 half-rounds
#texts #keys #texts #keys #texts #keys

213 43 216 30 219 30
214 95 217 65 220 71
215 100 218 94 221 95

7 half-rounds 8 half-rounds 9 half-rounds 10 half-rounds
#texts #keys #texts #keys #texts #keys #texts #keys

222 41 225 27 228 35 231 37
223 72 226 57 230 88 232 60
224 96 227 96 231 99 233 90

1. Given n known plaintexts (L0, R0), set l = lsb5(R0),
and encrypt it.

2. For each l, compute χ2[l][s][x] according to Step 2-4
in Algorithm 3.

3. Compute the average ave[l][s] of {χ2[l][s][x]}x for each s and each l.

4. Compute sum[s] =
∑31

l=0 ave[l][s] for each s, and output s with the
highest sum[s] as lsb4(Sh+1).

Figure 5 and Table 7 show that the success probability among 100 trials for
RC5 with 4 − 10 half-rounds. More precise experimental results are shown in
Table 8. From Table 8, the number of plaintexts required for recovering a key
on r rounds(h half-rounds) with the success probability of 90%, log2(#text), is
estimated,

log2(#text) = 6.14r + 2.27 (log2(#text) = 3.07h + 2.27),

by using the least square method. By substituting log2(#text) = 64, we conclude
that our algorithm is estimated to recover a key on RC5 with 20 half-rounds
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Table 8. # texts required for recovering a key with the success probability 90%, 45%,
and 30% in Extended algorithm

#half-rounds 4 5 6 7 8 9 10
log2(#text) (90%) 13.96 17.73 20.63 23.71 26.64 30.01 33.00
log2(#text) (45%) 13.09 16.39 19.41 22.14 25.62 28.43 31.52
log2(#text) (30%) 12.53 15.94 18.81 21.63 25.07 27.53 30.70

Table 9. The χ2-value of correct keys and wrong keys in 4 half-rounds (in 100 trials)

Key recovering Correct keys Wrong keys∗

# texts probability Average Variance Average Variance
Main algorithm 212 93% 40.50 3.69 38.42 2.41

Extended algorithm 214 95% 32.31 0.10 32.08 0.09
∗ The highest χ2-value among wrong keys is used for each trial.

with 263.67 plaintexts in the success probability of 90%. In the case of success
probability of 30%, the number of required plaintexts is estimated as follows,

log2(#text) = 5.90r + 1.12 (log2(#text) = 2.95h + 1.12).

Therefore, our algorithm can recover a key on RC5 until 21 half-rounds with
263.07 plaintexts in the success probability of 30%.

6.2 Further Discussion

Here we discuss the difference between Extended algorithm and Main algorithm.
Extended algorithm requires about 22 times as many plaintexts as Main algo-
rithm in order to recover correct keys as we have seen in Table 7 and 5. Since all
plaintexts in our experiments are randomly generated by m-sequences, lsb5(R0)
of plaintexts in Extended algorithm are roughly estimated to be uniformly dis-
tributed in {0, 1, · · · , 31}. As a result, the χ2-value in Extended algorithm is
computed by using about 2−3 times as many plaintexts as Main algorithm be-
cause the χ2-value in Extended algorithm is computed for each lsb5(R0). We
investigate experimentally the relation between χ2-value of correct keys and
that of wrong keys in both algorithms. Table 9 shows each average and vari-
ance in 100 keys. As for wrong keys, the highest χ2-value among wrong keys is
shown, which often causes to recover a wrong key. From Table 9, we see that the
average among χ2-value of correct keys in Extended algorithm is lower and the
variance is much lower than that in Main algorithm. We expect that Extended
algorithm reduces the variant of χ2-value by using not specific lsb5(R0) but all
lsb5(R0), and recovers a key with the lower χ2-value. Thus, Extended algorithm
can recover a key efficiently with the lower χ2-value.
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7 31-Bit Key Recovery in the Final Round

Here discusses two algorithms that recover 31-bit-final-round subkey: the serial
key recovery algorithm, and the parallel key recovery algorithm.

7.1 The Serial Key Recovery Algorithm

The serial key recovery algorithm recovers each 4 bits sequentially from S
[4,1]
h+1 to

S
[28,25]
h+1 and S

[31,28]
h+1 by using Algorithm 4. For example, in the case of recovering

S
[8,5]
h+1 , we set S

[4,1]
h+1 to the value recovered before and apply Algorithm 4 by setting

s = S
[8,5]
h+1 and y = R

[9,5]
h+1. As for the final 3 bits, S

[31,29]
h+1 , we apply Algorithm 4

by using s = S
[31,28]
h+1 and recover S

[31,28]
h+1 . After repeating the above procedures

by eight times, S
[31,1]
h+1 , that is, all bits of Sh+1 except for MSB are recovered.

The experimental results of serial key recovery are shown in Fig. 6. Compared
with Fig. 6 and Table 7, we see that any key of any interval from S

[31,28]
h+1 to S

[8,5]
h+1

can be recovered with almost the same high probability as S
[4,1]
h+1 . In the case of

4 half-rounds, 6 half-rounds, or 8 half-rounds, we can recover S
[31,1]
5 , S

[31,1]
7 , or

S
[31,1]
9 with a success probability of about 99%, 97%, and 92% by using about

215, 221, or 227 plaintexts on the average, respectively.

7.2 The Parallel Key Recovery Algorithm

We have seen that the serial key recovery algorithm can recover the final half-
round key S

[31,1]
h+1 with the significantly high success probability. However, unfor-

tunately, the serial key recovery algorithm can not work in parallel. This section
investigates how to recover each subkey of S

[31,28]
h+1 ,..., S

[4,1]
h+1 in parallel. Before

showing our parallel key recovery algorithm, we conduct the next experiment.



144 Atsuko Miyaji, Masao Nonaka, and Yoshinori Takii

0

10

20

30

40

50

60

70

80

90

100

14 16 18 20 22 24 26 28
texts(log)

S
u

cc
es

s
P

ro
b

ab
ili

ty

1-4bit 5-8bit 9-12bit 13-16bit
17-20bit 21-24bit 25-28bit 28-31bit

4 half-rounds

6 half-rounds

8 half-rounds

Fig. 7. Success probability of Test 6 (in 100 trials)

Test 6: Apply Algorithm 4 to S
[4+4i,1+4i]
h+1 (i = 0, 1, · · · , 6) or S

[31,28]
h+1 by setting

lower bits of Sh+1 than S
[4+4i,1+4i]
h+1 or S

[31,28]
h+1 to 0. Compute the probability with

which a correct key can be recovered.

Figure 7 shows the experimental results in Test 6. The result of S
[4,1]
h+1 in Test 6

is the same as that in Extended algorithm (Table 7). Figure 7 shows that Test
6 suffers completely from error bridging of lower bits. More importantly, the
probability of Test 6 converges to about 50%: however many plaintexts are used,
the probability has never become higher than an upper bound. From this, we
put forward a hypothesis that some specific keys are not recovered. In fact, we
see experimentally that, in the case of recovering keys of S

[8,5]
h+1 , S

[8,5]
h+1 with the

lower bits S
[4,1]
h+1 = 8, · · · , 15 can not be almost recovered. Especially, any S

[8,5]
h+1

with S
[4,1]
h+1 = 13, · · · , 15 can not be recovered at all however many plaintexts are

used. The success probability of recovering keys in S
[8,5]
h+1 deeply depends on the

lower bits S
[4,1]
h+1 .

For simplicity, let us investigate the case of recovering S
[8,5]
h+1 . The same

discussion also holds in other cases of S
[31,28]
h+1 , · · · , S

[12,9]
h+1 . In Test 6, we set

lower 4 bits than S
[8,5]
h+1 to be 0. To make the discussion clear, we denote the

real value by S
[4,1]
h+1 , and the assumed value by β. In Tests 6, β = 0. For any

Rh+1, (Rh+1 − Sh+1)[9,5] is determined by S
[9,5]
h+1 , R

[9,5]
h+1, and the bridging on

(R[4,1]
h+1 − S

[4,1]
h+1), which is estimated by (R[4,1]

h+1 − β). This is why key recovering

is failed if and only if the bridging on (R[4,1]
h+1 − β) is not coincident with that

on (R[4,1]
h+1 − S

[4,1]
h+1). The probability that bridging on (R[4,1]

h+1 − β) is not coinci-

dent with that on (R[4,1]
h+1 − S

[4,1]
h+1) is different for each S

[4,1]
h+1 . For example, in

the case of S
[4,1]
h+1 = 0, a bridging on (R[4,1]

h+1 − 0) is apparently coincident with
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Table 10. Error-bridging R
[4,1]
h+1 and the probability for S

[4,1]
h+1 (β = 0)

S
[4,1]
h+1 0 1 2 3 4 5 6 7

error-bridging R
[4,1]
h+1 - 0 0,1 0,1,2 0, · · · , 3 0, · · · , 4 0, · · · , 5 0, · · · , 6

Probability 0 1/16 2/16 3/16 4/16 5/16 6/16 7/16

8 9 10 11 12 13 14 15
0, · · · , 7 0, · · · , 8 0, · · · , 9 0, · · · , 10 0, · · · , 11 0, · · · , 12 0, · · · , 13 0, · · · , 14

1/2 9/16 10/16 11/16 12/16 13/16 14/16 15/16

Table 11. Success probability of each key recovering in S
[8,5]
h+1 with each error-bridging

probability (β = 0, in 100 keys)

Error-bridging 4 half-rounds 6 half-rounds 8 half-rounds
probability S

[4,1]
h+1 214 217 220 220 223 226 226 229 232

< 1/2 0, · · · , 7 33/55 55/55 55/55 30/51 51/51 51/51 31/51 50/51 51/51
≥ 1/2 8, · · · , 15 7/45 4/45 5/45 4/49 3/49 2/49 10/49 3/49 2/49

≥ 13/16 13, · · · , 15 0/13 0/13 0/13 0/23 0/23 0/23 0/22 0/22 0/22

that on (R[4,1]
h+1 − S

[4,1]
h+1) for any R

[4,1]
h+1. Here, R

[4,1]
h+1 is called an error-bridging for

S
[4,1]
h+1 if the bridging on (R[4,1]

h+1 − β) is different with that on (R[4,1]
h+1 − S

[4,1]
h+1). For

each S
[4,1]
h+1 , we compute R

[4,1]
h+1 that is an error-bridging, and the error-bridging

probability,

#{R
[4,1]
h+1 � t | t is an error-bridging.}

#{R
[4,1]
h+1}

.

Table 10 shows the results. From Table 10, in the case of S
[4,1]
h+1 = 8, · · · , 15, a

bridging on (R[4,1]
h+1 − 0) is not coincident with that on (R[4,1]

h+1 − S
[4,1]
h+1) with the

probability of 1/2 and over. In these keys, the χ2-value is computed by using
invalid value with the probability of 1/2 and over. Therefore, it is expected that
recovering such keys is difficult even if many plaintexts are used. To observe this,
we conduct an experiment on the relation between the success probability of a
key recovering and the error-bridging probability. Table 11 shows the success
probability of keys with the error-bridging probability of less than 1/2, that of
1/2 or above, and that of 13/16 or above. In Table 11, we see that: 1. keys
with the error-bridging probability of less than 1/2 can be recovered correctly
by using enough many plaintexts; 2. keys with the error-bridging probability of
1/2 and over cannot almost be recovered correctly even if many plaintexts are
used; 3. any key with the error-bridging probability of 13/16 and over cannot
be recovered correctly. From these observation, we estimate the lower bound of
probability to recover a correct key, Pr(β), as the probability of keys with the
error-bridging-probability of less than 1/2,
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Table 12. Error-bridging R
[4,1]
h+1 and the probability for S

[4,1]
h+1 (β = 8)

S
[4,1]
h+1 0 1 2 3 4 5 6 7

error-bridging R
[4,1]
h+1 0, · · · , 7 1, · · · , 7 2, · · · , 7 3, · · · , 7 4, · · · , 7 5, 6, 7 6, 7 7

Probability 1/2 7/16 6/16 5/16 4/16 3/16 2/16 1/16

8 9 10 11 12 13 14 15
– 8 8, 9 8, 9, 10 8, · · · , 11 8, · · · , 12 8, · · · , 13 8, · · · , 14
0 1/16 2/16 3/16 4/16 5/16 6/16 7/16

Table 13. Success probability of each key recovering in S
[8,5]
h+1 with each error-bridging

probability (β = 8, in 100 keys)

Error-bridging 4 half-rounds 6 half-rounds 8 half-rounds
probability S

[4,1]
h+1 214 217 220 220 223 226 226 229 232

< 1/2 1, · · · , 15 55/92 92/92 92/92 37/92 90/92 91/92 40/95 93/95 95/95
1/2 0 4/8 3/8 4/8 3/8 4/8 3/8 1/5 4/5 5/5

Pr(β) =
#{S

[4,1]
h+1 � t | the error-bridging probability of t < 1/2}

#{S
[4,1]
h+1}

.

We get Pr(0) = 1/2 = 0.50, which reflects the experimental results in Fig. 7 and
Table 11.

In order to improve the parallel attack, we have searched all available β(0 ≤
β ≤ 15) to find β with the maximum Pr(β). The maximum Pr(β) is 15/16 =
0.9375, which is given by β = 7, 8. We have also investigated a type of two-valued
β such as

β =
{

4 if R
[4,1]
h+1 < 8,

11 otherwise.

However, even in this type, the maximum Pr(β) is 15/16. There are total 256
kinds of β including two-valued, out of which 87 kinds give the maximum Pr(β).

We discuss the improved parallel attack by using β = 8, in which Pr(8) is just
15/16. Table 12 shows error-bridging R

[4,1]
h+1 and the error-bridging probability for

each S
[4,1]
h+1 . Table 13 shows the success probability of keys with the error-bridging

probability of less than 1/2, and that of keys with the error-bridging probability
of 1/2. From Table 13, in the same way as β = 0, keys with the error-bridging
probability of less than 1/2 can be recovered correctly by using enough many
plaintexts. More precise experimental results are shown in Table 14 and Fig. 8.
From Table 14, we see that the parallel algorithm can recover a 31-bit key with
the success probability of about 90% by using roughly the same plaintexts as
that of about 50% in Test 6, and about twice as many plaintexts as that of the
serial algorithm (Fig. 6).
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Table 14. Success probability of improved parallel key recovery (the average of 7*100
trials of S

[31,28]
h+1 , S

[28,25]
h+1 , · · · , S

[8,5]
h+1 (100 trials an interval))

4 half-rounds 6 half-rounds 8 half-rounds
#texts #keys #texts #keys #texts #keys

213 30.1 219 18.1 225 20.7
214 59.1 220 40.7 226 42.4
215 88.6 221 77.3 227 71.6
216 95.7 222 93.1 228 90.9
217 97.1 223 97.1 229 95.3
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Fig. 8. Success probability of improved parallel key recovery (in 100 trials)

8 Conclusions

In this paper, we have proposed a known plaintext correlation attack on RC5.
Our attack can break RC5-32/r with a success probability of 90% by using
26.14r+2.27 plaintexts. Therefore, our attack can break RC5-32 with 20 half-
rounds(10 rounds) by 263.67 plaintexts. In a success probability of 30%, our
attack can break RC5-32 with 21 half-rounds by using 263.07 plaintexts.

We have also shown a parallel key recovery algorithm which recover 31-bit
subkey of the final half-round on RC5. A parallel key recovery algorithm can
work in parallel, and recover 31-bit keys with the high success probability.
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Abstract. We present new micropayment schemes that are more effi-
cient and user friendly than previous ones.
These schemes reduce bank processing costs by several orders of magni-
tude, while preserving a simple interface for both users and merchants.
The schemes utilize a probabilistic deposit protocol that, in some of the
schemes, may be entirely hidden from the users.

1 Introduction

A payment scheme consists of a set of protocols involving (at least) three basic
parties: the buyer or user, the merchant, and the bank. These could be individual
entities – such people, devices, computer programs – or collections of entities1.

Electronic checks. The simplest form of payment scheme is an electronic
check. Very informally, this consists of a check that is digitally signed rather
hand-signed. In essence, a user pays a merchant for a transaction by digitally
signing a piece of data that identifies the transaction (the user, the merchant, the
“merchandise,” the amount to be paid, the time, etc.) and possibly other data
(such as account and credit information). The merchant deposits an electronic
check by sending it to the bank. Having verified that the check is genuine and
that has been deposited for the first time, the bank credits the merchant with
the proper amount and charges the buyer with the same amount.

It goes without saying. A few side details are supposed to be included in
all payment schemes discussed herein. For instance, the parties’ digital signature
capabilities may supported by digital certificates (proving that they own their
public keys, or that they are authorized to conduct electronic payments). These
certificates can be sent alongside other messages, and their current validity may
be verified before accepting an electronic payment. (See [13] for very efficient
ways to verify certificates’ current validity.)

When we say that the bank credits the merchant with $x and charges the
user with the same amount, we do not mean that these amounts are exactly
equal: the bank may deduct fees from the merchant’s credit or add fees to the
1 Of course, in a payment system there may be a plurality of users and merchants,

and there may be too a plurality of banks. Indeed, in each transaction the user may
have his own bank and the merchant his own, separate bank.

B. Preneel (Ed.): CT-RSA 2002, LNCS 2271, pp. 149–163, 2002.
c© Springer-Verlag Berlin Heidelberg 2002



150 Silvio Micali and Ronald L. Rivest

user’s charge. The bank may also impose entry or subscription fees to users and
merchants for their participation in the payment system.

A payment scheme per se does not provide the assurance that the merchant
will deliver the relevant “merchandise” (goods, services, information, etc.). Other
schemes such as that of [12] may guarantee that a “fair exchange” takes place.
Also, a payment scheme per se does not guarantee that the user has enough
money to pay. A separate mechanism may insure the merchant against this risk
(e.g., the bank may guarantee payment if the user had a valid certificate).

Anonymity is not explicitly added to our payment schemes, though it can be
added to them2.

Micropayments. Payment schemes that emphasize the ability to make pay-
ments of small amounts are called micropayment schemes. Several micropayment
schemes have been suggested, including Millicent [10] by Manasse et al., the Pay-
word and MicroMint [16] schemes of Rivest and Shamir, Anderson’s NetCard [2]
scheme, Jutla and Yung’s PayTree[7], Hauser et al.’s Micro iKP [5], the “Micro-
payment Transfer Protocol (MPTP)” of the W3C [4,18], the probabilistic polling
scheme[6] of Jarecki and Odlyzko, the “Electronic Lottery Ticket” proposal[15]
of Rivest, Wheeler’s similar “Transactions Usings Bets”[19], Pedersen’s similar
scheme[14], and the related proposal for micropayments by efficient coin-flipping
by Lipton and Ostrovsky[9] (this last paper includes an excellent survey of the
field).

Applications of micropayments include paying for each web page visited, and
for each minute of music or video as it is streamed to the user.

In principle, micropayments could be implemented by electronic checks. Mer-
chant and user are otherwise engaged in the transaction, and the computation
time they may devote to digital signing is not a real problem. The real problem
lies with the bank’s processing cost of any form of payment. Indeed, it seems
likely that the cost of doing any transaction with the bank will be many times
larger than the value of the micropayment itself. For example, processing a credit
card transaction costs about 25 cents today, while a typical micropayment may
be worth 1 cent. This processing cost seems unlikely to diminish dramatically in
the near future.

Fortunately, while users and merchants are expected to be involved in every
transaction, there is no essential reason why the bank must do work propor-
tional to the number of transactions made. Micropayment schemes thus try to
aggregate many small payments into fewer, larger payments, whose processing
costs (by the bank) are relatively small.

1.1 Two Old Micropayment Schemes

Let us quickly recall two well-known micropayment schemes: (1) Rivest and
Shamir’s “PayWord” [16], and (2) Rivest’s “electronic lottery tickets as micro-

2 Payment schemes that emphasize user anonymity are often called electronic coin
schemes. See Law et al. [8] for an excellent overview of electronic coin schemes.
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payments” [15]. Indeed, our proposed micropayment schemes retain some of their
ideas, and fix some of their drawbacks.

PayWord. Let H be a one-way function; that is, a function easy to evaluate
but hard to invert. A user computes a “H-chain” consisting of values

x0, x1, x2, . . . , xn

where
xi = H(xi+1) for i = 0, 1, . . . , n − 1,

and commits to the entire chain by sending his signature of the root x0 to the
merchant. After that, each successive payment of the user is made by releasing
the next consecutive value in the chain, which can be verified by checking that
it hashes to the previous element. This allows the merchant to conveniently
aggregate the buyer’s payments as follows. Assume that the user has made i
micropayments, and the merchants feels that, taken together, they constitute a
sizable enough macropayment. Then, the merchant can make a single deposit
for i cents by giving the bank only two values: xi and the user’s signature of x0.
The bank can verifies the user’s signature of x0 and iterates H on xi i times, to
verify that this operation yields x0.

PayWord’s problem. PayWord suffers from a main problem:

A merchant cannot aggregate micropayments of different users. Each user
has established his own H-chain with the merchant, and there is no way of
“merging” different chains. Thus, if a user spends only 1 cent with a given
merchant, to deposit that cent the merchant or the bank would lose money,
because the deposit’s processing cost will exceed the payment value.

Rivest’s Lottery scheme. In this scheme, there is a known selection rate, s,
between 0 and 1. For each micropayment user and merchant interact according
to a pre-determined protocol so as to select it with probability s: a non-selected
micropayment is worthless and can be discarded, while a selected one can be
deposited for an amount 1/s times bigger than the originally specified amount.
For instance, if s = 1/1000 and each micropayment is for 1 cent, then on the
average, out of 1000 micropayments, 999 will be discarded and 1 will be deposited
for 1000 cents (i.e., for $10), thus incurring only a single processing cost. This
approach minimizes processing costs, while on the average every one pays and
receives what he should.

A fast implementation of the lottery scheme also uses H-chains as in Pay-
Word. In a first step, the merchant gives the user the root w = w0 of a H-chain

w0, w1, w2, . . . , wn .

where
wi = H(wi+1) for i = 0, 1, . . . , n − 1,

In a second step, the user includes w into his commitment to x0, and thus
into his commitment to his own H-chain. Assuming that the selection rate is
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1/1000, then the user’s i-th is payment is selected if (xi mod 1000) is the same
as (wi mod 1000). (A mathematically rigorous version of this approach can be
found in [9].)

Note that, at the end of the selection protocol, the merchant learns whether
a given micropayment has been selected. In principle therefore, he might deny
giving the user the expected merchandise if the payment was not selected. But
this cheating possibility is not worrysome: since we are dealing with a micro-
payment, the merchandise involved may be worth 1 cent; while the merchant’s
reputation and his ability to continue to conduct business through electronic
micropayments is worth much more.

The lottery scheme’s problems. The scheme suffers from two main prob-
lems:

1. Interaction. The user and the merchant must interact to select micropay-
ments. This interaction slows down the whole process and makes it imprac-
tical for some applications.

2. User risk. The scheme burdens the user with the risk that he may have to
pay more than he should. For instance, though the selection rate is 1/1000,
10 (rather than 1) of his first 1000 micropayments may be selected for a
macropayment! This may be a rare problem, because the probability of its
happening is small, and its relative impact decreases dramatically with the
number of micropayments made. Nonetheless, it may constitute a strong psy-
chological obstacle to the wide acceptance of the scheme, because ordinary
users are not accustomed to managing risk.

The lottery scheme can also be implemented using an external entity. For in-
stance, in the example above, the wi may not be committed in advance by the
merchant, but may consist of the winning numbers of the state lottery. This too,
however, poses problems. Namely, the merchant may have to store a large num-
ber of payments, because he must wait for the next lottery outcome to determine
which of them will be selected. In addition, the merchant may conspire with the
external entity against the user. For instance, he may arrange for certain values
wi to “pop-up” so as to guarantee that a given user’s payments are always se-
lected. Alternatively, the user may conspire with the external entity against the
merchant.

1.2 Three New Micropayment Schemes

We put forward three micropayment schemes that solve the above mentioned
problems.

MR1 Scheme “MR1”, presented in Section 2, improves on Rivest’s lottery
scheme by making it non-interactive while allowing the merchant to learn
immediately whether or not a check is selected for payment. We achieve non
interaction by (among other ways) properly utilizing the merchant’s public
key in the payment protocol.
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MR2 Scheme “MR2”, presented in Section 3, solves the problem that proba-
bilistic schemes such as Rivest’s lottery scheme and MR1 may – by bad luck
– charge the user more than the total value of the checks he has written. We
solve this problem by modifying the charging protocol to depend properly
on the serial numbers of the user’s checks.

MR3 Scheme “MR3”, presented in Section 4, is a variant which trades off the
immediacy (for the merchant) of finding out which checks are payable in favor
of giving the bank greater control and flexibility over the deposit process.

In all our three schemes, each micropayment requires the computation of a
digital signature, just as for an electronic check. A few years ago, this compu-
tational requirement was significant. But digital signature technology has con-
tinued to improve, and signature schemes that are both more secure and sig-
nificantly faster are currently available. Moreover, the computational cost of a
public-key signature has continued to decrease due to the deployment of more
powerful processors. Furthermore, we note that the use of “on-line/off-line” dig-
ital signatures (as proposed in [3] and recently improved in [17]) may be a good
choice for micropayment schemes3. In sum, we now feel free to utilize public-key
computations even in most micropayment schemes.

2 The MR1 Scheme

In this section we improve Rivest’s lottery scheme. As before, payments will be
selected to be deposited according to a selection rate s, but the MR1 scheme
does not require interaction between user and merchant, and yet the merchant
learns right away which payments are selected.

These features make the MR1 scheme eligible for new uses. For example,
it could be used by a packet to pay for its bandwidth as it travels along a
precomputed route, where the intermediate routers have known public keys.
(Note that having the router interact with the user sending the packet is not a
realistic option!)

The idea is that when a user sends a (micro) check C to a merchant, C
will be selected for (a macro) deposit if a given property holds between C and
a unique quantity dependent on C that is easily computable by the merchant,
but unpredictable to the user. Therefore, when the user sends a check C to the
merchant, he has no idea whether C will be selected for deposit (and thus the
user cannot avoid a possible deposit).

Notice that our proposal differs significantly from Rivest’s lottery scheme not
only at an implementation level, but also at a high level. In Rivest’s case, a check
3 Such digital signature are in fact computed in two steps: first an “off-line” step,

computationally more demanding but performed before the message to be signed
is chosen or available, and then a light-weight “on-line” step, performed once the
message to be signed becomes available. Thus, for example, we imagine that the
off-line step could be performed while a human user is deciding what to do next;
once she decides, the signature for the micropayment can be completed quickly.
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sent by the user to the merchant is not determined to be payable or unpayable.
Rather, its “payability” will be determined by the execution of the selection
protocol that ensues, and thus by the random choices that merchant and user
will make. In our case, instead, any check sent by the user to the merchant is
already “pre-selected” for payability4. In some sense, each check carries its own
special mark, “payable” or “unpayable”, so as to guarantee the following three
properties (1) the fraction of checks marked payable is approximately s, (2) the
user cannot read the mark of the checks he sends, (3) the merchant can read the
mark and can make it visible to others.

Let us first describe our preferred, practical implementation of the MR1
scheme, and then some of its variants, including a theoretical one for which a
rigorous proof of correctness could be provided.

2.1 The Preferred Embodiment of MR1

Preliminaries. Let T denote (the encoding of) a transaction. We assume that
T specifies all quantities deemed useful – such as the user, the merchant, the
bank, the “merchandise”, the transaction time, the transaction’s (monetary)
value, etc.

For simplicity, we assume that each transaction has a fixed value (equal to 1
cent) and that there is a fixed selection rate, denoted by s. (I.e., s is the fraction
of payments that is expected to be selected for deposit.)

We let F (·) denote a fixed public function that takes arbitrary bit strings as
input and returns as output a number between 0 and 1, inclusive. For example,
F might operate by taking the input string e and pre-pending a zero and a
point, and interpreting the result as a binary number, so that for example “011”
becomes “0.011” which is interpreted as the number 3/8. The function F might
also apply a standard hash function to the input as an additional first step.

If X is a party and Y a message, we denote by SIGX(Y ) X’s digital signature
of Y . For simplicity, we assume that each message is one-way hashed prior to
being signed and is explicitly included in its own signature5.

The Preferred MR1 Scheme.

Set up: Each user and each merchant establishes his own public key (with the
corresponding secret key) for a secure digital signature scheme. The mer-
chant’s digital signature scheme must be deterministic.

Payment: A user U pays a merchant M for a transaction T (with selection
rate s) by sending M the check C = SIGU (T ).
Check C is actually payable if F (SIGM (C)) < s. If C is payable, then M
sends bank B both C and SIGM (C) for deposit. (Out of courtesy, M may
inform U whether C was payable.)

4 If you want, a check’s probability of being selected depends on choices made by the
merchant during a set-up phase – e.g., on which public signature key the merchant
actually chose.

5 For example, SIGX(Y ) could be implemented as (Y, SIGX(H(Y )), where H is a
fixed public one-way hash function.
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Selective Deposit: If U ’s and M ’s signatures are correct, and C is a previously
undeposited payable check, then B credits M ’s account with 1/s cents and
debits U ’s account with the same amount (and may justify its action by
providing U with SIGM (C)).

Basic Properties.

– The set-up phase is simple and general. There is no need of a separate set-up
for each user-merchant pair as in PayWord.

– The payment phase is non-interactive. The user simply sends a signed mes-
sage to the merchant, to which the merchant needs not to respond.

– The selection rate is s. In fact, SIGM (C) is a quantity unpredictable to U ,
because U does not know M ’s secret signing key. Thus, practically speaking,
even if U may control C in any way he wants (e.g. by choosing the transaction
T ), SIGM (C) will essentially be a random number. Therefore, F (SIG(C))
is a random and long enough number between 0 and 1, and thus will be less
than the selection rate s essentially for a fraction s of the checks C.
(Note that for a reasonable selection rate, such as 1/1024, it would be suf-
ficient for F (SIGM (C)) to be 10-bit long. A typical signature is instead
hundreds of bits long, which is an “overkill.”)

– Bank B is called into action only for a fraction s of the micropayments, and
once it acts it does so only on macropayments. The merchant can immedi-
ately verify whether a check C is payable, because he can easily evaluate
F (SIGM (C)) and compare it to the selection rate. Thus, the every check
forwarded by the merchant to the bank is payable, and each such check re-
sults in a “macropayment” because it has a selected value of 1/s cents. (e.g.,
if s = 1000, it has a value of $10). Thus, the system generates only relatively
negligible transaction costs.

– No two parties can successfully cheat the third one. Even with B’s help, U
cannot write a check that has “less than s chance” of being payable. Indeed,
the value SIGM (C) is unpredictable to both B and U , even if they share
information about SIGM (C ′) for any prior check C ′ and even if they jointly
choose C. Similarly, M and B together cannot defraud U . Informally, once
the public signature key of M is chosen in the set-up stage (by M alone or by
M and B together), because the signature scheme is deterministic, there is
only one possible value SIGM (C) for every check C, and thus no amount of
conspiracy may change that value. Moreover, when M ’s public key is chosen,
M and B do not know what U ’s checks look like. Even if B and M were
capable of guessing or controlling which transactions U will execute, they
cannot choose M ’s public key so as to guarantee that U ’s checks will be
payable with probability greater than s. In fact, U ’s check for a transaction
T consists of SIGU (T ), and is thus unpredictable to both M and B. Finally,
notice that the bank cannot be defrauded in the sense that, each time that
B pays M , B withdraws the same amount from U ’s account. (The problem
that U may be unable to pay his checks arises also for ordinary checks, and
is therefore independent of our cryptographic scheme and should be handled
as usual.)
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2.2 Variants of the Preferred Embodiment of MR1

Theoretical variants. The basic scheme can be modified a bit so as to
formally achieve security.

In our analysis of the MR1 scheme, it is crucial that F (SIGM (C)) be a
(“random”) number of sufficient precision unpredictable to the user. Whether
this security condition holds may depend on the signature scheme and on the
definition of F .

For example, consider an F that returns the binary fraction whose represen-
tation is the low-order 20 bits of its input. The security condition is immediately
true if one models digital signature schemes as random oracles; it is however
more traditional to model only one-way hash functions as random oracles. The
condition nonetheless holds if the merchant digitally signs using a suitable sig-
nature scheme such as RSA. In fact RSA is a deterministic signature scheme
and it has been proven in [1] that, relative to a randomly chosen RSA public
key of L bits, the last c · log L bits of the signature of a random message are
computationally indistinguishable from a random c · log L-bit string, where c is
any constant greater than 1. As a consequence of this result, if merchant M
randomly chose his RSA keys as 1024-bit long strings, then, letting c = 2, the
last 20 bits of SIGM (C) provide a 20-bit string Y essentially indistinguishable
from a random 20-bit string, no matter how C was chosen. (Recall in fact that
rather than signing C directly, merchant M actually signs H(C). Modeling the
one-way hash function H as a random oracle, H(C) would be random even if C
were specially selected.) Notice that using even as few as 20 bits for Y enables
one to easily implement a selection rate as low as 2−20 and provides sufficient
resolution for most purposes; with s = 2−20 selected 1-cent micropayments are
transformed into macropayments worth $10,000 each, whose processing costs
would be quite negligible.

The same crucial point can also be formally solved without recourse to any
random oracle model. Namely, it would suffice for the merchant to use a verifiable
random function (VRF) rather than an ordinary digital signature scheme. As
introduced and exemplified by Micali, Rabin and Vadhan [11], a VRF comprises
a pair of keys and a pair of algorithms: a public key PK, a matching secret key
SK, an evaluation algorithm E, and a verification algorithm V . Key PK totally
specifies a function F (= FP K), from arbitrary bit strings to k-bit strings, such
that it is hard to compute F (x) on input x and PK. Key SK enables one to
evaluate F easily; that is, on inputs x, PK and SK, E returns F (x) together
with a proof Px that indeed F (x) is the correct value of F at point x. Proof Px

is accepted by V on additional inputs PK and x. The crucial property of a VRF
is that F (x) is polynomial-time indistinguishable from a random k-bit string for
any input x for which a proof Px has not been seen. (This remains true even if
one is allowed to request and obtain F (x′) and Px′ for any input x′ �= x of his
choice.) Thus, in the MR1 scheme, the merchant can select his own PK and SK
and establish PK as his public VRF key, so that a check C becomes payable if
FP K(C) < s. Note that the merchant can immediately determine whether C is
payable, because he knows SK and thus easily evaluates FP K . Moreover he can
enable the bank to verify that C is payable by releasing the proof PC .
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As for a different technical point, the user and merchant may choose their
public signature keys by means of a mutually independent commitment scheme.

Practical variants. Different variants are possible that maintain the same
(non-interactive) spirit of the MR1 scheme. In particular,

– Time. The basic scheme allows a merchant to deposit a payable check at any
time. However, the bank may refuse to credit the merchant’s account during
the deposit phase unless he presents a payable check which has a sufficiently
correct time. (E.g., if the transaction T to which a check C refers happened
in day i, then the merchant should deposit C within the end of day i, or by
day i + 1.) This gives an extra incentive to the merchant to verify the time
accuracy of the checks he receives (which he should do anyway). Indeed, if
the time is wrong, he could refuse to provide “the merchandise” requested.
Timely deposit ensures that the user is not charged “too late,” when he has
no longer budgeted for that possible expenditure.

– Functions F and G. The functions F and G may not be fixed, but vary. For
instance, a check or a transaction may specify which F or G should be used
with it.

– The check-payability condition, F (SIGM (C)) < s, could be replaced by
F (SIGM (G(C))) < s, where G is a given function/algorithm. So, rather
than signing C itself, the merchant may sign a quantity dependent on C,
denoted by G(C). In particular, because C is U ’s signature of a transaction
T , and because we assume that such a signature also specifies T , G(C) may
be a function of T alone, for instance a substring of T , such as T ’s date/time
information. As for another example, T may also specify a user-selected
string W , preferably unique to the transaction and selected at random, and
G(C) may just consist of W (so that the merchant will sign W , or W together
with time information).

– The check-payability condition may be chosen in a rather different way. For
instance, a check C may be payable if a given property holds between C and
a quantity dependent on C that is computable only by the merchant, such
as the property that the last 10 bits of C (or some specific 10 bits of T )
equal the last 10 bits of SIGM (G(C)).

– To minimize the merchant’s number of signatures, rather than using
F (SIGM (G(C))) to determine check payability, one may use
F (SIGM (G(Vi))), where {Vi} is a sequence of values associated to a se-
quence of times. For instance, Vi is a daily value and specifies the day in
question (e.g., Vi = 02.01.01, Vi+1 = 02.02.01, etc.) and a check C relative
to a transaction T on day i may be payable if F (SIGM (Vi)) < s (or if some
other property holds between C and a quantity computable from Vi only by
M , such as whether the last 10 bits of C – or some specific 10 bits in T –
equal the last 10 bits of SIGM (Vi)).
Note that the merchant may evaluate F (SIGM (G(Vi))) at the beginning
of day/time interval i, so that, upon receiving a check C on that day/time
interval, M may immediately discard C if it is not payable, and set C aside
for proper credit otherwise.
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Note too that it is better in this variant for the merchant to hide all infor-
mation about which checks he has discarded and which checks he has set
aside for credit during a given day/time interval. Else malicious users may
predict or infer somewhat F (SIGM (G(Vi))), and give M checks that are
not payable or have less probability of being payable. For this reason, if the
merchant uses a Vi-approach, we recommend that he stores all his payable
checks of a given day/time interval, and then send all of them to the bank
at the end the day/time interval. This way even a malicious bank cannot
collude with a user so as to enable him to defraud the merchant.

– A special way to implement the above approach consists of utilizing a hash/
one-way function chain. That is, the merchant computes a sequence of values

x0, x1, x2, . . . , xn

where
xi = H(xi+1) for i = 0, 1, . . . , n − 1,

where H is a one-way function/hash, and puts x0 in his public file, or other-
wise publicizes x0 (e.g., by steps that include digitally signing it). Then one
can use xi, rather than F (SIGM (G(Vi))) on day/time interval i.

– It is easy to extend the basic MR1 scheme to handle checks of different
values; everything is simply scaled appropriately for each check.

3 The MR2 Scheme

Recall that Rivest’s lottery scheme suffered from two problems: (1) interaction
in the payment process, and (2) the possibility of user’s excessive payments.
The MR1 scheme solved the first problem, but did not address the second one.
Of the two problems, we regard the first one to be a real one, and the second
to be mostly a “psychological” one. Indeed, the possibility that the user may
be debited substantially more than the micropayments he makes is very small,
and will decrease with the number of micropayments made. Nonetheless, user
acceptance is key to making micropayments widely used.

Accordingly, in this section we present a selective-deposit micropayment
scheme that solves both problems. In particular, it guarantees that a honest
user is never charged more than he actually spends. The small risk of excessive
payment is shifted from the user to the bank. Note that this is much preferable
for two reasons. First, as we said, excessive payment occurred only rarely (i.e.,
for few users) and in moderate amounts. Now if this may have bothered users,
it will not bother banks who are actually accustomed to managing substantial
risks, never mind the rare risk of a small excessive payment! Second, the relative
risk becomes less and less probable in the long run, and thus is less probable for
the bank, given that it will experience much higher volumes than a single user.

Another main attraction of the scheme is its extreme simplicity. Accordingly,
rather than trying hard to prevent cheating, it simply punishes cheating parties,
or purges them from the system before they can create any substantial damage.
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Preliminaries. We adopt the same simplifying assumptions and notations
(about transactions, fixed monetary value, fixed selection rate, and digital sig-
natures, etc.) as in the MR1 scheme.
The Basic Scheme.
Set up: Each user and each merchant establishes his own public key (with the

corresponding secret key) for a secure digital signature scheme; the mer-
chant’s signature scheme must be deterministic.

Payment: A user U pays a merchant M for a transaction T (with selection rate
s) by sending M the check C = SIGU (T ). The user includes the time and
a serial number SN in every check/transaction. (The serial numbers should
start at 1 and be assigned sequentially.)
Check C is actually payable if F (SIGM (C)) < s. If C is payable, then M
sends bank B both C and SIGM (C) for deposit.

Selective Deposit: Let maxSNU denote the maximum serial number of a
payable check of U processed by B so far (initially maxSNU = 0). As-
sume that C is a new, payable check, and that U ’s and M ’s signatures are
correct. Then the bank B credits M ’s account with 1/s cents. Furthermore,
if the serial number SN of the check is greater than maxSNU , the bank B
debits U ’s account by SN − maxSN cents, and sets MaxSNU ← SN – and
may justify its action by providing U with SIGM (C).
(An exception to the above rules is made if the bank notices that the new
check has the same serial number as a previously processed check, or if the
new check’s serial number and time are “out of order” somehow with respect
to previously processed checks, or if the amount of the check is excessive, or
if other bank-defined conditions occur. In such exceptional cases the bank
may fine the user and/or take other actions as it deems appropriate.)

Selective Discharge: The bank may keep statistics and throw out of the sys-
tem (e.g., by revoking their certificates) users whose payable checks cause ex-
ceptions (as noted above) because they are inconsistently numbered and/or
dated, or whose checks are “more frequently payable than expected.” It may
similarly throw out merchants with whom such problematic or “more fre-
quently payable” checks are spent.

Basic Properties. As for the MR1 scheme, the set-up phase is simple and
general, the payment phase is non-interactive, and the selection rate is s.

Let us now argue that the scheme is fair for the honest user. At any time
t, an honest user U has been charged maxSN cents if maxSN is the highest
serial number of U ’s successfully deposited checks. Assume now that, by time t,
U has made n transactions. Then, because an honest user numbers his checks
sequentially starting with 1, n will also be the highest serial number of any check
that U has written, and thus maxSN ≤ n. That is, U will have been charged at
most (rather than exactly) 1 cent per transaction.

Out of courtesy, M may inform U when a check was payable, but in this
scheme it is preferable that M does not so inform the user, and certainly un-
necessary for him to do so. It is better to keep the user ignorant of which serial
numbers have turned out not to be payable. Note that the user’s cumulative
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charges do not depend much on which checks turned out to be payable, but only
on the number of checks he has written.

To incur lesser charges, a malicious user U ′ may try to lower artificially
maxSN by using twice at least one serial number SN . Thus U ′ can be caught
by B in at least two ways: (1) two checks of U ′ are deposited whose serial
numbers and times are inconsistent, or (2) two checks of U ′ with the same serial
number are deposited6. Thus, if a suitably high fine or punishment is imposed
on users caught cheating (something that is preferably agreed-upon beforehand),
then cheating would be counterproductive.

A malicious user U ′, however, may collude with a malicious merchant M ′,
so as to ensure that a check of U ′ spent with M ′ is always payable. Indeed, for
each potential check C, M ′ can tell U ′ the value of SIGM ′(C), so it is no longer
unpredictable to U ′ whether the check would be payable. With a little trial and
error, U ′ only writes payable checks. This way, U ′ will always pay just 1 cent
to B, while B will always pay 1/s cents (i.e., $10 if s = 1/1000) to M ′. U ′ and
M ′ may then share their illegal proceeds: indeed, U ′ may coincide with M ′ if he
sets himself up as a merchant! Nonetheless, U ′ and M ′ may only make a modest
illegal gain: if they try to boost it by repeating it several times, they are likely to
be thrown out of the system. (This is a high price to pay, particularly if M ′ also
has legitimate gains in the system.) If it is not easy for thrown-out users and
merchants to come back in the system (e.g., under a new identity), or if the price
to get into the system (e.g., that of getting an initial certificate) is sufficiently
high, this illegal game pays little or even has negative returns to the user, and
its cost may be easily absorbed by the bank.

A small probability exist that a honest user may look malicious because he
makes n checks and significantly more than n/s of them become payable. In this
case, he may be thrown out. With appropriate parameter settings, there will be
very few such users. In addition, they can be convinced that they unintentionally
caused losses to the bank (e.g., because the bank presents them with the relevant
SIGM (U) values for their checks). Therefore, they may accept being kept on the
system under different conditions – for instance, as users of an MR1 system; that
is, they may agree to be debited 1000 cents, from then on, for each payable check.
(Such a transition to an MR1 system might even be an automatic feature of the
original agreement between the user and the bank.)

Variants. In general, variants of the MR1 scheme apply here too.
We note that to handle checks of different values needs a bit of care. In

general, a check worth v cents should be treated as a bundle of v one-cent checks
(with consecutive serial numbers). A bit more efficiently, the user may write a
single check that, rather than having a traditional serial number has a serial-
number interval, [SN, SN + v]. We leave as an exercise how to modify the MR2
scheme (and its ”penalty system”) so t handle properly such checks.

6 Note that way 1 can occur even if honest merchants check for the time accuracy
of the checks they receive: there cannot be perfect accuracy. Note that way 2 may
occur because U ′ does not control which of his checks spent with honest merchants
become payable.
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4 The MR3 Scheme

This scheme differs from both MR1 and MR2 in that the bank determines,
probabilistically and fairly, which checks are payable. Again, the small risk of
excessive payment is shifted from the user to the bank, which is accustomed to
risk management. And again simplicity is a main attraction: rather than trying
hard to prevent cheating, the bank simply punishes/eliminates cheating parties
before they can create any substantial damage.

The Basic Scheme.

Set up: Each user and each merchant establishes his own public key for a secure
digital signature scheme.

Payment: A user U pays a merchant M for a transaction T by sending M
the check C = SIGU (T ). The user includes in every check/transaction a
progressive serial number SN .

Selective Deposit: Let t′ and t denote, respectively, the time of M ’s last and
current deposit. M groups all checks dated between t′ and t into n lists,
L1,...,Ln. Denote by Vi the total value of the checks in Li, and by V the sum
of the Vi’s. M computes a commitment Ci to list Li, preferably together
with Vi (e.g., practically speaking by one-way hashing them so that Ci =
H(Li, Vi)), and then sends C1, . . . , Cn to B, preferably signed and with an in-
dication of deposit time. For instance, M sends SIGM (t, n, V, H(L1, V1), . . . ,
H(Ln, Vn)) to B.
B verifies M ’s latest deposit time, and selects k indices, i1, i2, ..., ik, and
sends them to the merchant.
M responds by de-committing Ci1 , . . . , Cik

.
B credits M ’s account with V cents, and debits the users whose checks
belong to Li1 , . . . , Lik

according to the serial numbers used – e.g., as in the
MR2 scheme.
(An exception to the above rules is made if the bank notices that something
is wrong. For instance, if the sum of the checks in Lij

is not Vij
, if one check

in Lij has the wrong time, if a newly processed check has the same serial
number as a previously processed check, or if the new check’s serial number
and time are “out of order” somehow with respect to previously processed
checks, or if the amount of the check is excessive, or if other bank-defined
conditions occur. In such exceptional cases the bank may fine and/or throw
out of the system the merchant and/or the user, or take other actions as it
deems appropriate.)

Selective Discharge: B may keep statistics and throw out of the system (e.g.,
by revoking their certificates) users or merchants who misbehave, those users
U whose checks cause B to pay merchants more than it is entitled to receive
from U, and the merchants with whom those users spend their checks.

Basic Properties. As for the MR1 and MR2 schemes, the set-up phase is
simple and general and the payment phase is non-interactive. Moreover, the
present scheme is very understandable and looks very fair to the merchants.



162 Silvio Micali and Ronald L. Rivest

Notice that the value of k is arbitrary and up to the bank. When there is
more attempted fraud, or there is suspicion of a particular merchant, a larger
value of k may be used. Indeed, B may ask the merchant to de-commit all of
his commitments. (Failure to de-commit, in particular, may trigger a fine or a
discharge of the merchant.) Choosing k > 1 is recommendable in order to having
a chance to catch two checks from the same user with the same serial number
(rather than throwing out such a user later on “statistical evidence”).

Notice that the merchant may deposit at prescribed times, t1, t2, . . ., or at
times of his choice. For instance, at a time t in which he has new checks totaling
a given value (so that he does not want to delay payment any further), or when
he has sufficiently many new checks (and does not want to store them any more).

As in MR1 and MR2, users and merchant may collude, but again with little
or no benefit, since the bank may adopt the same defense mechanisms. Honest
users who look suspicious may be treated similarly too.

Variants. Variants of the MR1/MR2 schemes may also be applied here. In
addition, the merchant may make use of Merkle trees to commit to L1, . . . , Ln.
Check value information may be authenticated within the tree or alongside with
it. In particular, the Merkle tree may authenticate at each node the total value
of the checks “stored below it,” as well as the total value of the check stored
below each child. The same holds for check time information. The root of the
Merkle tree may be digitally signed by the merchant – possibly together with
other data, such as (partial or total) check value and time information.

The value of n may be variable or fixed. The bank may choose k out the
n lists to have the merchant decommit, and pay the merchant an amount that
depends on k, n and the value in the checks contained in the k de-committed
lists. For instance, if the total value of these checks is TV , the bank may pay
nTV/k.

Banks and merchant may agree not to process deposits whose checks total
more than a given value, or deposits containing a list totaling more than a given
value. (This discourages a single cheating attempt with the goal of getting either
a high payoff or going bust.)

5 Conclusions

We believe that the schemes presented here provide effective solutions to the
micropayments problem. Malicious behavior of a single player is generally pre-
vented by design, while malicious behavior of a coalition of players is dealt with
by a penalty system backed up by hard evidence. From a user’s point of view,
the interface is beautifully simple: it is just like writing (small) checks. From the
bank’s point of view, it is just like processing (large) checks. And the merchant
is happy, because he can efficiently aggregate small payments from many users.
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Abstract. Certificates play an essential role in public-key cryptography,
and are likely to become a cornerstone of commerce-related applications.
Traditional certificates, however, are not secure against certificate lend-
ing, i.e., a situation in which a certificate holder voluntarily shares with
others the rights bestowed upon him through a certificate. This type of
abuse is a concern in several types of applications, such as those related
to digital rights management.
In this paper, we introduce the notion of proprietary and collateral cer-
tificates. We present a scheme whereby one certificate, known as a pro-
prietary certificate, may be linked to another, known as a collateral cer-
tificate. If the owner of the proprietary certificate shares the associated
private key, then the private key of the collateral certificate is simulta-
neously divulged.
Certificates in our scheme can be integrated easily into standard PKI
models and work with both RSA and discrete-log-based keys (such as
those for DSS). Our scheme leaks no significant information about pri-
vate keys, and leaks only a small amount of information about certificate
ownership. Thus, use of proprietary certificates still allows users to main-
tain multiple, unlinkable pseudonyms, and adds functionality without
posing any threats to user privacy.

Keywords: certificates, collateral key, digital rights, fair encryption,
proprietary key

1 Introduction

A digital certificate assigns an identity or a right to its holder, that is, to the
possessor of the associated private key. This assignment is made by way of a
digital signature that a certificate authority (CA) applies to the corresponding
public key and to a description of the certificate’s scope of use. Certificates may
be employed for such broad purposes as binding a user identity to a public key
for purposes of encryption, or to assign an entity the authority to sign legal
documents on its own behalf. More specific situations in which certificates may
be useful include the granting of access rights to a building or to a subscription-
based service.

It is implicitly assumed that certificates, and the rights that come with them,
belong solely to the person or entity to which they were issued. The issue of non-
transferability of certificates and their associated rights, however, has been only
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superficially addressed in the literature. In this paper we propose the notion
of proprietary certificates, which are certificates with the property that their
rights cannot be transferred (corresponding to giving somebody the private keys
associated with the certified public keys) without punitive leakage of collateral
information.

We believe that proprietary certificates may be important for three reasons.
One is the likely future dependence on certificates for applications relating to
commerce, and the benefit of incorporating new functionality into certificates.
A second is the need for user privacy, which our solution preserves to a high
degree. The third and perhaps most critical reason is the likely possibility of
a proliferation of fair charging and access control mechanisms for information-
based Web services in the near future. With many forms of Web advertising in
decline (see, e.g., [19]), content providers have expressed a growing need to turn
to subscription fees for revenue at some point.

We therefore see the main contribution of our paper as the concept of propri-
etary certificates, with its possible impact on the development of new services.
Our primary focus is to exhibit secure and reasonably efficient structures for pro-
prietary certificates. In doing so, we rely to a large extent on a combination of
cryptographic components introduced for other purposes. Our current proposal
causes an increase of the certificate size of between 384 and 768 Bytes, depending
on the cryptosystems used. Alternatively, this certificate augmentation may be
kept externally, indexed by the proprietary certificate it relates to. Such an ap-
proach would allow the certificates to retain their exact format while extending
their functionality by means of this external record. We note that a further study
of appropriate mechanisms – with a focus on their use in proprietary certificates
– may result in more compact certificates.

We develop a mechanism to ensure that users can produce multiple unlinkable
certified pseudonyms, with the certificates issued by one or many certificate
authorities, such that it is impossible for a user to give away the right (to another
user) to issue one or more types of signatures or other secret functions related to
the certificates. This holds unless the user gives away the right to issue all kinds
of signatures for all kinds of certificates and pseudonyms he holds, which means
a total impersonation of the “lender”. Also, it is possible to produce a system
in which some keys (but not all) are released, were some keys to be given out.
Thus, if a user is not willing to give away the right to sell his home to a second
user, or to sign other legal documents for the first user, he can also not give
away or share the right to access a subscription, or to enter a building, etc. (This
assumes off-line collaboration, which is a good model for many scenarii.) In other
words, we show how we can construct certificates on unlinkable pseudonyms such
that the disclosure of one private key (which we will call the proprietary key)
automatically implies the disclosure of a second private key (what we call the
collateral key). If two keys are each others’ collateral (directly or indirectly), we
call the relationship symmetric; otherwise asymmetric.

A trivial approach would be to have the user employ the same private and
public keys for every certificate (or for many). This approach has several draw-
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backs. First, it immediately and publicly links the identity of the holder to all of
the associated certificates, thereby undermining the privacy guarantees afforded
by unlinkability. Second, this approach is crude in that it does not permit the
establishment of asymmetric relationships. In the trivial approach, disclosure
of private keys is all or nothing, whereas our approach allows for a great deal
more refinement, as we show below. Finally, in the trivial approach, there is no
clear way to link certificates employing different cryptosystems. In contrast, we
demonstrate in this paper how to offer this kind of flexibility.

Technically, this can be achieved by incorporating a ciphertext corresponding
to the collateral private key (or a representation thereof), either in the propri-
etary certificate, or in an external database. (Onwards, we assume the ciphertext
to be part of the certificate, for simplicity, but note that the options are tech-
nically equivalent.) Given that the encryption of the collateral key would be
performed using the proprietary public key, we have that a party with know-
ledge of the proprietary private key will be able to derive the collateral private
key by decryption of this ciphertext. Assuming the use of semantically secure
encryption, the ciphertext will not reveal any information about the link be-
tween the two public keys or their certificates. It is important to note that it
is not sufficient simply to encrypt one private key using another public key and
incorporate the result in the certificate. Namely, it is important to guarantee
robustness (i.e., to allow the CA to be certain about the contents of the ci-
phertext) without having to give the encrypted private key to any party or set
of parties. Another technical difficulty is to provide the above functionality for
schemes supported by standards, as opposed to schemes and structures designed
solely for the purpose of the paper. While the ”interior” of our solution con-
tains schemes that are not currently supported by standards (such as Paillier’s
encryption scheme), it is important to note that the ”exterior” of our solution
relates to standard schemes, namely RSA and DSS. This means that any RSA
or DSS key can be used as a proprietary or collateral key.

Outline. We begin in section 2 by describing the related work, followed in
section 3.1 by an informal description of our goals and a statement of the con-
tributions of the paper. We then describe our technical approach in section 3.2,
but keep the discussion on a detail-free and intuitive level. In section 4, we then
introduce denotation and outline the structure of our modified certificates, and
review the building blocks we will use. In section 5 we then describe our solution
in technical detail, using the previously introduced building blocks to describe
our protocols. We state the properties of our solution in section 6; Appendix A
contains proofs of these claims.

2 Related Work

The notion of non-linkability and independence among signatures arises fre-
quently in the literature on digital payments, while the issue of non-transferability
of access rights has been investigated from one perspective by Dwork, Lotspiech,
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and Naor [9], and from another by Goldreich et al. [14]. The combination of the
two properties, however, has to our knowledge not been considered yet, and poses
interesting technical questions as well as the possibility of new applications.

Our work is conceptually related to the work on signets by Dwork, Lotspiech
and Naor [9], in which a secret, such as a credit card number, is incorporated in
a private key to prevent the latter from being given away. Similarly, our aim is
to some extent related to that of digital watermarking, as surveyed in [17]. In a
digital watermarking system, identifying information of some kind is embedded
in an indelible way in an image so as to discourage illicit copying. In neither
of these proposals, though, is the embedded private (the collateral key in our
terminology) hidden from the party who wishes to verify that it is there. In
contrast, this is precisely what occurs in our solution.

The problem we study is also spiritually related to a problem previously
studied by Goldreich et al. [14]. In their paper, a user owns a certificate associated
with some rights, and wishes to delegate a certain portion of these to himself.
This allows him to delegate rights for use on a laptop, with the benefit that if this
gets stolen, then the damage is limited to the delegated portion of the rights (and
the lost machine.) Thus, their scenario is the following: A user has a primary
(long-term) key associated with some personalized access rights, some of which
he wishes to delegate to some secondary (and short-term) keys. If sufficiently
many secondary keys are disclosed, then the primary key can be recovered from
these, thereby preventing the user from giving away his secondary keys. On the
other hand, if few secondary keys are disclosed (fewer than a certain threshold),
then the primary key remains secure. If the threshold is set to one (as it is in our
scheme), however, then their primary and secondary keys are identical. (In other
words, the issue of user privacy, or unlinkability of certificates, is not addressed
in [14].) On the other hand, if the threshold is set higher, a corrupt user can
give out some keys without any risk. Therefore, their solution – which was not
intended for securing intellectual property – is also not very well suited for this
task.

The problem we address in this paper is related to that studied by Camenisch
and Lysyanskaya [4], who produce a credential scheme in which signatures (and
other authentication elements) are generated from one and the same private
key without being linkable to each other. Additionally, and similar to what is
achieved in our scheme, they allow different private keys associated with a user to
be tied to each other in a way that prevents users from sharing some private keys
without sharing others as a result of this. However, while conceptually related
from a birds-eye view, the two results are different on several counts. First, we
do not provide unlinkability on a signature-by-signature basis. In our scheme,
all signatures associated with one public key can be linked to this public key,
as is normal for standard signatures and a standard PKI infrastructure. While
this linkability is highly undesirable for, e.g., group signatures (whose very goal
is for the opposite to hold), it is desirable in an infrastructure with standard
signatures where each public key and all its signatures get associated with its
owner. (However, it remains desirable that signatures from different public keys
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remain unlinkable, which we provide.) Another difference between the schemes
is that the leakage of one key in their scheme immediately results in the leakage
of all other keys, while our approach allows a tighter control of the inferrable
relations between keys – namely, we can employ any graph of symmetric or
asymmetric relationships between nodes / keys. This results in many practical
advantages. Furthermore, and more importantly, we allow the linking of private
keys for standard signature schemes (such as DSS and RSA), while the methods
in [4] relate only to a new signature scheme introduced in their paper. It is
worthwhile to notice that the employment of our methods to existing signature
schemes is not only of potential technical value, but also of practical value in any
legacy system (of which digital signatures may be one of the best examples).

Technically speaking, our solution depends most importantly on methods for
key escrow, for which similar cryptographic building blocks are employed. Young
and Yung [23] recently showed how to obtain a software key escrow system if
users provide ciphertexts to certification authorities that permit the recovery of
users’ private keys. These ciphertexts are encrypted under the public key of an
escrow authority. The structure that is used to assure the CA that the ciphertext
is of the correct format has been called fair encryption. Thus, the encryption key
in an escrow application is the public key of the escrow authority, while in our
system, it is the public proprietary key. Similarly, the encrypted key in a escrow
scheme is the user’s private key, while it corresponds to the collateral key in our
scheme for proprietary certificates.

The fair encryption scheme of [23] could be used for purposes of proprietary
certificates. In fact, proprietary certificates constitute a new application for fair
encryption. In order to allow for compatibility with more common crypto systems
– namely RSA and standard discrete-log based schemes – we do not employ their
methods, which are based on a “double decker” structure.

We do, however, make direct use of the rather efficient fair encryption scheme
of Poupard and Stern [21] for some of the protocols of our scheme, namely those
where the proprietary key is an RSA key. We develop and propose new schemes
for the case where the proprietary key is a discrete-log key. These new schemes
constitute an extension of previous results for fair encryption and are thus of
independent interest.

Finally, we employ methods from [12] for proving equality of discrete logs
over composite integers. These, in turn, are related to proof methods of Chaum
[7] for proving equality of discrete logs over prime-order fields.

3 Goals

3.1 Overview

Just as a person may carry several identifying tokens for access to various re-
sources and rights (such as a driver’s license, a passport, and various credit and
debit cards), he or she may need several public keys, each one of which may
be associated with a different sets of rights. Different public keys (and their
certificates) may also be associated with different policy requirements, such as
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requirements on the methods used to verify the identity of the certificate owner
at the time the certificate is issued; the possible escrowing of keys; and the
acceptable uses of the certified public key.

Our aim is to construct a proprietary certificate system that respects these
requirements for heterogeneity and flexibility in a public key infrastructure. We
assume that certificate authorities publish directories containing public infor-
mation on the certificates they have issued. To make our goals precise, let us
consider a case in which a certificate authority CA1 wishes to issue a propri-
etary certificate C1 to a certain user. The user is to provide a second certificate
C2, issued by a (possibly) distinct entity CA2, as collateral. Informally stated,
our goals in creating the proprietary/collateral relationship between C1 and C2
are as follows:

1. Non-transferability: With high probability, any player who learns the pri-
vate key for C1 will learn the private key for C2, and be able to locate public
information for C2 in the directory maintained by CA2. Thus, given that the
user does not wish to relinquish control over C2, the private keys associated
with C1 are non-transferable.

2. Unlinkability: CA1 learns that the user knows the private key associated
with C2, and that CA2 issued C2. CA1 learns no additional information
about certificates held by the user, and no other player learns any information
about the certificates of the user.

3. Cryptosystem agility: C1 and C2 can be based on different cryptosystems:
either can make use of an RSA key or a discrete-log key.

4. Locality: CA1 needs to interact only with the user, and not CA2.
5. Security: CA1 learns only a negligible amount of information about the pri-

vate keys associated with C1 and C2. No other party learns any information
relating to the certificates.

6. Efficiency: The certificate C1 is not substantially larger than a conventional
certificate of its type. Moreover, the computational and communication re-
quirements on CA1 and the user in establishing the proprietary/collateral
relationship are reasonable.

7. PKI compatibility: We require that the modified certificates allow for
easy integration into standard PKI models. (While we require use of so-called
“safe” RSA keys, these are fully compatible with most existing mechanisms.)

We may view the collection of certificates belonging to a particular user as
a collection of nodes C = {C1, C2, . . . , Ct} in a directed graph G = (C, E). An
arc (Ci, Cj) ∈ E in this graph represents a binding of a proprietary certificate
Ci to a collateral one Cj . If there is an additional reverse arc (Cj , Ci), then
the relationship between Ci and Cj is called symmetric; otherwise, it is called
asymmetric. Nodes may have degrees of arbitrary size. In our system, the size
of a certificate Ci is linear in its out-degree, as are the computational and com-
munication requirements to establish outgoing arcs. As an illustration of exactly
what purpose an arc serves, we present the following brief example.
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Fig. 1. Example certificate relationships.

Example. Say that a user wants to obtain a certificate for an on-line newsletter.
This newsletter requires that the certificate Ci associated with one particular
user of their service serve as a proprietary one, with the user’s Mastercard cer-
tificate Cj as collateral. Moreover, to guard against a situation in which the
user closes her Mastercard account, the newsletter may require that the user’s
public encryption key and corresponding certificate Ck also serve as collateral.
(Alternatively, the newsletter may blacklist the certificate Ci once it detects
that Mastercard blacklists Cj .) Additionally, Mastercard may employ the user’s
decryption key as collateral for its own certificate. Thus, the newsletter creates
arcs (Ci, Cj) and (Ci, Ck) in the graph G. See figure 1 for a graphical depiction
of this scenario.

Privacy note. It is important to note that the CA, while not learning either
the collateral or proprietary secret key, learns the association between the two
public keys. Namely, he learns that the public key of the proprietary certificate
is associated with the same person as the public key of the collateral certificate.
For many purposes, this may not be so outlandish, as long as the public cannot
infer the same relation. To hide the association of keys from the CA, it is possible
to use more heavy-weight protocols, in which the user proves correct encryption
with respect to an unspecified public key belonging to some set of potential
collateral public keys. The likely drawback of such solutions, though, would be
the resulting reduction of the efficiency. Alternatively, if we do allow the CA to
learn the association, standard techniques [16] can be employed to prevent him
from convincing others.

3.2 What Does an Arc Look Like?

Our approach is to include in a proprietary certificate a ciphertext on the collat-
eral keys. This ciphertext (while not necessarily of a standard format) may be
decrypted using the public keys of the proprietary private keys, thereby yielding
the collateral keys. In order to reach this goal, we need secure protocols for a
certificate holder to prove to the CA that the generated ciphertexts are of the
right format (namely that they contain valid representations of the collateral
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private keys). This must be done in a manner that is both efficient and which
limits leaks of information to the CA. This will be achieved by basic fair encryp-
tion techniques, including use of zero-knowledge proofs and semantically secure
encryption. Apart from including an encryption of the private collateral key in
the certificate, the certificate authority may additionally include a pointer to
the directory entry for the collateral key. For reasons of privacy, this would also
be encrypted, using a semantically secure encryption scheme and the public key
of the proprietary certificate (making it possible to decrypt given the private
key associated with the proprietary certificate). Technically, the encryption of
the pointer is straightforward, as the plaintext information does not need to be
hidden from the CA issuing the proprietary certificate. Thus, we will focus on
the encryption of the private key instead of that of the public key. Practically,
it is worth mentioning, though, as it allows the retrieval of private keys as well
as an understanding of what was retrieved, should the proprietary key be given
away.

In a fair encryption system, a user holds a private/public key pair (PK, SK),
and a public key PKT is published for some trusted third party. The user con-
structs a ciphertext Γ1→2 and a non-interactive proof that Γ1→2 is an encryption
under PKT of a representation of SK or data that enable efficient reconstruc-
tion of SK. In our system, Γ1→2 is a ciphertext on the private key for C2 (or
something equivalent) under the public key associated with C1. A critical differ-
ence in our system from conventional use of fair encryption is our assumption
that CA1 is responsible for ensuring that Γ is correctly constructed. (This is the
case in all of the applications we envisage, as it is CA1 that wishes to prevent
abuse of C1.) Hence, the owner of C2 must prove correct construction of Γ only
once to CA1. In consequence, the proof may be interactive, and the size of the
proof is of less importance than in a typical fair encryption system, as it has no
impact on the size of C1, which only carries Γ1→2.

In section 5, we detail the various protocols for creating an arc (C1, C2)
between two certificates C1 and C2. As explained above, we use the Poupard-
Stern fair encryption system as the basis for protocols in which C1 is an RSA-key-
based certificate and C2 is either RSA or DL-based. An important contribution
of our paper is a pair of novel fair encryption protocols for the case where C1
is instead a discrete-log-based certificate and C2 is either RSA or discrete-log
based.

4 Notation and Building Blocks

4.1 Notation

We define a cryptosystem CR in the broadest sense to include a suite of five al-
gorithms keygenCR, signCR, verifyCR, encryptCR and decryptCR for the respective
operations of key generation, signing, verification, encryption, and decryption.
(Thus, where we consider a signing algorithm such as, e.g., DSS, we assume a
corresponding encryption/decryption algorithm over the same algebraic struc-
tures, e.g., ElGamal.) We assume implicitly that a secure suite of algorithms of
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this kind are available for all cryptosystems under consideration. To produce a
certificate C1 on a public/private key pair (PK1, SK1), a given certificate au-
thority applies an algorithm signCR to PK1 and possibly to some additional
policy information aux1.

Our contribution in this paper is a set of protocols for arc creation, and
a corresponding set of protocols for key extraction, i.e., for computation of a
collateral key given the corresponding proprietary one.

Arc creation: Let (PK1, SK1) and (PK2, SK2) be the public/private key pairs
respectively for proprietary certificate C1 and collateral certificate C2. Addi-
tionally, let C1 be a certificate on a public key for cryptosystem type CR1 and
C2 a certificate for cryptosystem type CR2. We let ArcCR1→CR2 denote an arc
creation protocol on the proprietary/collateral certificate pair (C1, C2).

The protocol ArcCR1→CR2 takes as input from the prover the two pub-
lic/private key pairs (PK1, SK1) and (PK2, SK2), and relevant security cryp-
tosystem security parameters. Input from the verifier is a security parameter
specifying protocol soundness. The output of the protocol is the pair of public
keys (PK1, PK2), the collection of security parameters, and a ciphertext Γ1→2.

We require two security properties on a given algorithm ArcCR1→CR2 :

– Soundness: With overwhelming probability over the coin flips of the prover
and verifier, the ciphertext Γ1→2 is well formed. In other words, given input
SK1 and Γ1→2, the protocol ExtractCR1→CR2 described below yields output
SK2.

– Privacy: The full transcript of the protocol is simulatable in a computation-
ally indistinguishable manner by a player with knowledge of PK1 and PK2
only. (Thus, e.g., the verifier learns no non-negligible information about SK1
or SK2.)

We consider two cryptosystem types in this paper, namely RSA and dis-
crete log (DL). In other words, either CR1 or CR2 can be a cryptosystem in
which the public key is an RSA modulus, e.g., RSA encryption and signing or
Paillier encryption with RSA signing, or, alternatively, a cryptosystem based on
discrete log, such as (ElGamal / DSS), (ElGamal / Schnorr,) etc. Thus, in our
paper, we specify four generic arc creation protocols: ArcRSA→DL, ArcRSA→RSA,
ArcDL→RSA, and ArcDL→DL.

Key extraction: Corresponding to each arc creation algorithm ArcCR1→CR2 is
a key extraction algorithm ExtractCR1→CR2 . This algorithm takes as input a
ciphertext Γ1→2 and the keys PK2 and SK1. If successful, it outputs SK2.
Involved here are some standard decryption operations in combination with ad-
ditional cryptographic operations such as lattice reduction and gcd algorithms.

4.2 Building Blocks

Discrete-log-based signature schemes. If the signature scheme associated with
key pair (PK, SK) is discrete-log based (such as DSS [18] or Schnorr [22]), then
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PK = (p, q, g, y), for primes p, q, such that p = kq + 1, an element g of order q,
and a value y = gx mod p. Here, the private key SK = x is chosen uniformly
at random from Zq. Example sizes of the parameters are (|p|, |q|) = (1024, 160).
We refer to [18,22] for more details on the schemes.

ElGamal encryption. Let g be a generator of a large subgroup G of Zn. Often,
the integer n is chosen to be prime, but we will also consider the use of strong
RSA moduli, and we assume that all computation is performed modulo n, where
applicable. Let s denote the size of the subgroup generated by g, and let y = gx

be the public key used for encryption, where x ∈ Zs.
To encrypt a message m, one picks a random element α ∈u Zs and computes

the pair (a, b) = (yαm, gα). (We note that s can be determined by a party who
knows the factorization of n, which will not be a restriction in our setting.) To
decrypt a ciphertext (a, b), one computes m = a/bx.

It is well-known that the ElGamal scheme is semantically secure under the
Decision Diffie-Hellman (DDH) assumption on the subgroup G, and given that
messages are chosen from G (see [1]). If messages are chosen from another set,
the ciphertext may leak some information, such as the Jacobi symbol of the
message.

Proof of equality of discrete logs. Let yi = gi
xi , for i ∈ {1, 2}, where y1, y2, g1, g2 ∈

G for some group G. We let EQDL1(y1, y2, g1, g2) denote a zero-knowledge proof
protocol demonstrating that logg1

y1 = logg2
y2. There are many methods pro-

posed in the literature for implementing EQDL1, [7,22]. In the appendix, we
exhibit a version of [22] modified for use with RSA moduli, and discuss its secu-
rity.

A useful variant employed in our protocols involves elements spanning two
groups G1 and G2. In particular, we let EQDL2(y1, y2, g1, g2, n1, n2) denote a
proof that y1 = gx1

1 mod n1 and y2 = gx2
2 mod n2 for x1 = x2. (In general, G1

and G2 need not be modular multiplicative groups, but these are the only type
used here.) We use the very efficient proof technique for EQDL2 introduced in
[5].

Both EQDL1 and EQDL2 are zero-knowledge. While the soundness of both
protocols relies on the discrete log assumption, we note that the soundness of
the efficient, one-round version of the protocol for EQDL2 depends additionally
on the strong RSA assumption. See [5] for more detailed discussion.

Let (a, b) = (myk, gk) represent an ElGamal ciphertext under public key y.
Observe that a prover with knowledge of the private key x = logg y can prove
in zero-knowledge that (a, b) represents a valid ciphertext on plaintext m simply
by proving EQDL1(y, a/m, g, b).

Paillier encryption. The Paillier cryptosystem was introduced in [20]. It uses the
Carmichael lambda function λ(N) defined as the largest order of the elements of
Z

∗
N . Let N = PQ be an RSA modulus such that ϕ(N) is coprime to N . Recall

that λ(N) = lcm(p − 1, q − 1). The general Paillier’s cryptosystem, as defined
in [20], uses an integer G of order multiple of N modulo N2. It was noticed



174 Markus Jakobsson, Ari Juels, and Phong Q. Nguyen

in [8,6] that the simplest choice is probably G = 1 + N , because (1 + N)M ≡
1 + MN mod N2. Thus, in this paper, we only use G = 1 + N , which slightly
simplifies the description of the scheme and has no impact on the semantic
security: we refer to [20] for a general description. The public key is N and the
secret key is λ(N).

To encrypt a message M ∈ ZN , randomly choose u ∈ Z
∗
N and compute the

ciphertext c = (1 + MN)uN mod N2. To decrypt c, compute:

M =
L(cλ(N) mod N2)

λ(N)
mod N,

where the L-function takes as input an element congruent to 1 modulo N , and
outputs L(u) = u−1

N .
The Paillier public-key cryptosystem is semantically secure under the hard-

ness of distinguishing N -th residues modulo N2 (see [20]).

Fair encryption methods. Assume that users have pairs of public and private
keys and give an encryption E of their private key (or something allowing the
recovery of the private key) using the public key PKT of a trusted third party.
A fair encryption is a publicly verifiable proof that the third party is able to
recover the private key using his own private key and the ciphertext. Poupard
and Stern proposed practical fair encryption [21] using the Paillier cryptosystem
(meaning that the third party’s public key is a Paillier public key). Poupard-
Stern proposed two protocols: One to encrypt ElGamal-type keys, and one for
RSA keys. To the best of our knowledge, no fair encryption protocol in which
the third party uses a discrete log system exists in the literature. There exist
other fair encryption protocols (see [10,2] for instance), but they do not seem to
be as efficient as the Poupard-Stern protocols for our application, so we do not
use them.

We will use fair encryption as a proof that any person knowing the private
key corresponding to PKT can recover the private key encrypted in E. In other
words, in the setting of proprietary certificates, the “third party” is any possessor
of the proprietary private key, and the fair encryption is the proof of collateral
private key recovery.

5 Arc Creation Protocols

We will now consider how one can perform the various proofs of ciphertext
correctness, with the various types of encryption needed. We will denote the
various protocols by the types of proprietary and collateral keys they relate to.
Thus, a DL → RSA protocol is a protocol for proving that given a ciphertext
and the correct discrete log private key (the proprietary key), one can decrypt
and obtain the correct RSA private key (the collateral key). We note that we
will use Paillier’s encryption scheme in lieu of RSA – however, since one can
perform Paillier encryption and decryption using an RSA public versus private
key, this is not a restriction.
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In the following, we let (y, x) be a public key / private key pair for a discrete-
log-based scheme, as described previously, and (e, d) be the public versus private
keys of an RSA scheme with public modulus N . We use the same moduli and
generators as previously shown. For ArcDL→RSA and ArcDL→DL, it is necessary
to include in the certificates a generator G as described below. We note that this
does not impact the unlinkability properties, since G relates to the public key in
whose certificate it is included.

5.1 RSA → DL

Let (e1, d1) denote the proprietary public and private keys corresponding to a
public modulus N1, and (y2, x2) the collateral public and private keys, with
associated modulus p. His Paillier public key is N1, and his private key is λ(N1).

In the protocol ArcRSA→DL, the user randomly chooses u ∈ Z
∗
N1

and com-
putes the ciphertext Γ1→2 = (1 + x2N1)uN1 mod N1

2, and a non-interactive
proof (to the CA) of the “third party”’s ability to compute x2 from y2 and
Γ1→2, using the Poupard-Stern fair encryption of ElGamal keys [21, Sect. 3.1].

Extraction of keys. The algorithm ExtractRSA→RSA involves application of the
key recovery process of the Poupard-Stern fair encryption [21, Proof of The-
orem 1], based on Gauss lattice reduction algorithm (note: a simple Paillier
decryption presumably does not always enable to recover the private key, due to
some cheating strategy, as explained in [21]; the proof refers to this key recovery
process and not Paillier decryption). This yields x2.

5.2 RSA → RSA

Let (e1, d1) denote the proprietary public and private keys associated with a
public modulus N1, and (e2, d2) the collateral public and private keys associated
with a public modulus N2. His Paillier public key is N1, and his private key is
λ(N1).

In the protocol ArcRSA→RSA, the user computes x = N2 − ϕ(N2), randomly
chooses u ∈ Z

∗
N1

and the ciphertext Γ = (1+xN1)uN1 mod N2
1 . He proves to the

CA that a party with knowledge of the decryption key (i.e., our proprietary key)
is able to factor N2 using Γ1→2 and his Paillier private key, using the Poupard-
Stern fair encryption of RSA keys [21, Sect 3.2].

Extraction of keys. To recover the collateral private key using ExtractRSA→RSA,
one must apply the key recovery process of the Poupard-Stern fair encryption [21,
Proof of Theorem 2] to obtain the factorization of N2 from Γ and the Paillier
private key.

5.3 DL → RSA

Let (y1, x1) be the public/private key pair for the DL (i.e., proprietary) certifi-
cate, and let N2 be the modulus for the RSA (i.e., collateral) certificate. For the
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user to ensure privacy of her private keys, we require that N be the product of
two safe primes. Namely, we should have N2 = PQ where P , Q, (P − 1)/2 and
(Q − 1)/2 are all large primes. (thus, in particular, P and Q are congruent to 3
modulo 4). The use of safe primes can be proved using [5]. To ensure soundness
of the protocol, however, the user need only prove about N2 that it is the product
of (at most) two primes. This can be accomplished with practical computational
and communication requirements by combining protocols from [11] or [15] with
those in [3], as shown in, e.g., [13].

Apart from a proof that N2 is a well-formed RSA modulus, there are two
key components to the protocol ArcDL→RSA. The first is that of key translation.
This is a procedure whereby the user constructs a generator G with large order
in ZN2 and a public ElGamal key Y = Gx1 mod N2. Since x1 is the private key
for the DL certificate of the user, a player with access to this private key will be
able to decrypt any ElGamal ciphertext under public key1 Y . The user proves
correct translation through straightforward use of EQDL2.

The second key component in the protocol is encryption of a non-trivial root
r of unity in Z

∗
N2

. In particular, the user constructs an ElGamal ciphertext (a, b)
on such a root r under the public key Y . Given r, it is easy to compute a factor
of N2, and thus compute any private key for the RSA certificate (provided that
N2 is a well-formed RSA modulus). To prove that the plaintext r corresponding
to (a, b) is indeed a root of unity, the user must prove that (a2, b2) has plaintext
1. To see that r is a non-trivial root, i.e., not equal to 1 or −1, the CA must
verify the following three Jacobi quantities:

– The integer −1 has Jacobi symbol 1. (This is always the case if N is a product
of two large safe primes.)

– The value b has Jacobi symbol 1.
– The value a has Jacobi symbol -1.

Together, these three checks ensure that (a, b) has a plaintext r with Jacobi
symbol -1, and thus that r �∈ {−1, 1} and is thus non-trivial. With all of the
other proofs given above, this ensures that a player with knowledge of x can use
the ciphertext (a, b) to factor N2 and obtain any private keys associated with
the RSA certificate.

Here is our protocol in detail. If any of the verification performed by the CA
fails, or any of the sub-protocols fails, then the protocol is aborted.

Protocol ArcDL→RSA

1. The user selects an element G ∈ Z
∗
N2

of Jacobi symbol 1 such that G2 �≡ 1
and G2 − 1 is coprime to N2. Thus, G has multiplicative order of either
(P − 1)(Q − 1)/4 or (P − 1)(Q − 1)/2 (see for instance [12]). Note that the
DDH problem in the subgroup spanned by G is believed to be hard (see [1]).
The user sends G to the CA.

1 Note that this public key will have order at least (P-1)(Q-1)/4 with overwhelming
probability. Thus, with overwhelming probability, the choice of public key will itself
leak no information about the plaintext root.
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2. The user performs the key translation. She computes Y = Gx1 mod N2 and
proves EQDL2[g, y, G, Y, n, N ].

3. The user computes a non-trivial root r of unity with Jacobi symbol -1. This
is easy to accomplish given knowledge of P and Q and use of the Chinese
Remainder Theorem.

4. The user selects an encryption factor α ∈ Z(P −1)(Q−1)/2 uniformly at ran-
dom. She constructs an ElGamal ciphertext on r of the form (a, b) = (Y αr,
Gα). She sends this to the CA.

5. The user proves that (a, b) is a ciphertext under Y of a root of unity. In
particular, she proves EQDL1[G, Y, b2, a2].

6. CA verifies that −1 and b have Jacobi symbol 1, and that a has Jacobi
symbol −1.

Key extraction. The algorithm ExtractDL→RSA interprets the proprietary key
x1 as a key X = x1 for the composite ElGamal ciphertext E = (a, b), one can
compute r = a/bX mod N2. One derives the factorization of N2 by simple gcd:
Indeed, r2 = 1 mod N2 implies (r−1)(r+1) = 0 mod N2 where r �= ±1 mod N2,
so that gcd(r−1, N2) is a non-trivial factor of N . This yields the private collateral
key.

5.4 DL → DL

In order to use a discrete-log proprietary key and a discrete-log collateral key
– although possibly over different group structures, we introduce the use of in-
termediary keys. This is a key whose only use is to act as a connector between
existing protocols for putting up collateral and performing extraction. Namely,
when performing extraction, the proprietary key is used to obtain the interme-
diary key (serving as a collateral), and then the intermediary key is used as
proprietary key to obtain the real collateral key.

Thus, in the protocol ArcDL→DL, the user selects a strong RSA modulus N ′

as an intermediary public key (whose corresponding private key is ϕ(N ′)). He
then uses the DL → RSA protocol above to establish N ′ as the collateral key
of his proprietary key. Then, he uses N ′ as the proprietary key in a RSA → DL
protocol (Poupard/Stern). The result is two sets of ciphertexts, one containing
the intermediary key, and using the proprietary key for encryption/decryption;
the second containing the collateral key, and using the intermediary key for
encryption/decryption.

Key extraction. The protocol ExtractDL→DL is an obvious composition of the
previous key extraction protocols ExtractDL→RSA and ExtractRSA→DL. This is
a two-step process in which one first obtains the intermediary key and then the
collateral key.

6 Claims

We prove in appendix A that our solution satisfies non-transferability, unlink-
ability and security. It is clear from our protocol description that it satisfies
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cryptosystem agility; locality; and PKI compatibility. We address the efficiency
of our scheme in appendix A as well.
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A Analysis

Non-transferability. The scheme satisfies non-transferability if the CA can be
guaranteed that for any certificate he has issued, knowledge of its proprietary
private key allows the corresponding collateral private key to be computed with
an overwhelming probability, and in polynomial time. Thus, this directly corre-
sponds to the soundness of the protocol for proving that the ciphertext in an
encryption of the appropriate plaintext (the collateral private key, or a repre-
sentation thereof), and under the appropriate public key (the proprietary public
key.)

The soundness of the fair encryption schemes used for arc ArcRSA→DL and
ArcRSA→RSA has already been proven (see [21]). Since ArcDL→DL is composed
of ArcDL→RSA and ArcRSA→DL (the latter which we know is sound), we see that
only the soundness of ArcDL→RSA remains to be proven.

The soundness of EQDL2 was proven in [5]. Thus, step two is sound, and
establishes that X = x for Y = GX mod N , y = gx mod p. Furthermore, step
five is sound, given the soundness of Schnorr signatures (see [22]) and their
extension to composite moduli (see appendix B.) Thus, this step establishes
that (a2, b2) is a valid encryption of 1, using public key Y and modulus N . Thus,
(a2, b2) = (Y β , Gβ). This implies that the plaintext must be a root r of unity, and
that (a, b) = (Y αr, Gα), where β ≡ϕ(N) 2α. The CA verifies (in step six) that b
have Jacobi symbol 1. Therefore, since Y is a power of G (as established in step
2), a/r is a power of b. Since a has Jacobi symbol −1, so must r. In step 6, it is
established that −1 has Jacobi symbol 1, and (obviously), the same holds for the
value 1. Therefore, the plaintext r must be a non-trivial root of 1. As was outlined
in the key extraction protocol for ArcDL→RSA, knowledge of such a value allows
straightforward factoring of N . Since knowledge of the proprietary discrete log
private key x implies knowledge of the decryption key X (as established in step
2), we see that anybody with knowledge of the proprietary key can compute the
private collateral key, which concludes the proof.
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Security. The security of the RSA → DL and the RSA → RSA arc creation
protocols is the same as in the Poupard-Stern fair encryption protocols [21].
Namely the proofs are zero-knowledge, and the ciphertext is with respect to
the Paillier cryptosystem which is semantically secure under the hardness of
distinguishing N -th residues modulo N2 (see [20]). For the DL → RSA protocol,
the proofs are zero-knowledge.

One needs to assume, however, that the key-translation protocol does not
weaken the hardness of the discrete log problem. For this, we rely on a variant of
the DDH assumption. Normally, this assumption is applied over a single group
G of order q. It states that for generators µ1 and µ2 drawn uniformly at random,
and exponents a, b drawn uniformly at random from Zq, it is computationally in-
feasible for a polynomial-time entity to distinguish between the two distributions
D1 = {µ1, µ2, µa

1 , µa
2} and D2 = {µ1, µ2, µa

1 , µb
2}.

We introduce a variant assumption that we call the cross-group DDH as-
sumption. We consider two groups G1 and G2, where the order of G1 is q, and
that of G2 is at least q. The distributions D1 and D2 are constructed exactly as
above, except that µ1 is a generator of G1 and µ2 is a generator of G2. In other
words, the cross-group DDH assumption as applied to G1 and G2 states that it is
infeasible to test equality of discrete logs across groups. We apply this assump-
tion in our paper to two groups for which the conventional DDH assumption
is believed to be hard. The cross-group DDH assumption may be seen to arise
in implicit form in earlier literature such as, e.g., [5], and seems a potentially
important assumption for a wide range of protocols.

The ciphertext E is an ElGamal encryption of a non-trivial root r of unity,
and such an r does not belong to the subgroup G spanned by G because it
has Jacobi symbol -1. But the semantic security of ElGamal under the DDH
assumption over G relates to plaintext in G. However, one can easily notice
that if ElGamal with plaintexts chosen in the kernel of the Jacobi symbol is
semantically secure (which is equivalent to the DDH assumption in that kernel,
which itself is believed to be true), then ElGamal with plaintexts having Jacobi
symbol -1 is also semantically secure. Indeed, if an attacker is able to build two
particular plaintexts m0 and m1 having Jacobi symbol -1, and to determine
with non-negligible advantage if a challenge ciphertext (of either m0 and m1)
is an encryption of m0 or m1, then he could also determine with non-negligible
advantage if a challenge ciphertext c (of either m2

0 and m0m1) is an encryption of
m2

0 or m0m1 (by division). Thus, since both m2
0 and m0m1 have Jacobi symbol

+1, this would break the semantic security of ElGamal for plaintexts in the
kernel of the Jacobi symbol. Note that the DDH problem for the kernel of the
Jacobi symbol is believed to be hard when the modulus is a product of two safe
primes (see [1]).

Unlinkability. We see that unlinkability follows from the fact that we use seman-
tically secure encryption of the collateral private keys and the pointers to the
collateral public keys and their associated CA; and that no information about
other keys associated with a user is used or included in a signature using one
particular public key.
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Efficiency. All of the protocols require the inclusion of a ciphertext describing or
pointing to the collateral public key. Additionally, ArcDL→RSA and ArcDL→DL

require the inclusion of a generator G as described above. Assuming (probabilis-
tically padded) RSA encryption is used when the proprietary key is an RSA key,
and ElGamal encryption used when it is a discrete log key, the encryption of the
”pointer” has size |N | resp. 2|p|.

The two arc establishment protocols that are directly based on Paillier en-
cryption result in ciphertexts of size 2|N |. The protocol using composite ElGamal
alone results in ciphertexts of that same size, while the protocol using both El-
Gamal encryption and Paillier encryption naturally results in ciphertexts of size
4|N |.

Thus, for |N | = |p| = 1024 bits, the total certificate expansion is between
3|N | = 384 and 4|N | + 2|p| = 768 Bytes.
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Abstract. In this paper we present a certified e-mail system which pro-
vides fairness while making use of a TTP only in exceptional circum-
stances. Our system guarantees that the recipient gets the content of the
e-mail if and only if the sender receives an incontestable proof-of-receipt.
Our protocol involves two communicating parties, a sender and a recip-
ient, but only the recipient is allowed to misbehave. Therefore, in case
of dispute, the sender solicits TTP ’s arbitration without involving the
recipient. This feature makes our protocols very attractive in real-world
environments in which recipients would prefer to assume a passive role
rather than being actively involved in dispute resolutions caused by mali-
cious senders. In addition, in our protocol, the recipient can be stateless,
i.e., it does not need to keep state to ensure fairness.

1 Introduction

The Internet has revolutionized the computer and communications world like
nothing before and it is today an important global resource for millions of people.
With its continue growing, it generated tremendous benefits for the economy and
our society. However, the Internet does not provide all the services required by
the business communication model such as secure and fair electronic exchange
or certified electronic delivery.

A fair electronic exchange protocol ensures that, at the end of the exchange,
either each player receives the item it expects or neither part receives any in-
formation about the other’s item. The classical solution to the fair exchange
problem is based on the idea of gradually exchanging small parts of the items.
However, practical solutions to the problem require a trusted third party (TTP )
as arbitrator. More specifically, in on-line protocols the trusted party is employed
as a delivery channel whereas in off-line protocols the trusted party is involved
only in case of dispute. On-line protocols require the presence of the TTP in
every transaction and, usually, do not provide confidentiality of the items ex-
changed. In addition, in some cases, the sender receives a receipt signed by the
TTP rather than by the original recipient of the message. In off-line protocols,
the TTP is invoked only under exceptional circumstances, for example in case
of disputes or emergencies.
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In a certified e-mail scheme the intended recipient gets the mail content if
and only if the mail originator receives an irrefutable proof-of-delivery from the
recipient.

In this paper we present a certified e-mail system which implements an off-
line protocol that makes use of verifiable encryption of digital signatures as
building block. A verifiable encryption of a digital signature represents a way to
encrypt a signature under a designated public key and subsequently prove that
the resulting ciphertext indeed contains such a signature.

The rest of the paper is organized as follows. The next section discusses
related work done in the areas of fair exchange and certified e-mail protocols.
Section 3 outlines the certified e-mail protocol used by our system. We analyze
the protocol in Section 4. Finally, we discuss the implementation of the system
in Section 5.

2 Related Work

One approach in solving the fair exchange problem consists of gradually ex-
changing information about the items between the two parties. Works in this
direction generally rely on the unrealistic assumption that the two parties have
equal computational power ([12]) or require many rounds to execute properly
([5]).

Another approach focuses on increasing the overall efficiency by using TTP s.
Notable works in this direction are the three-message off-line protocol for certified
e-mail presented in [18] and the efficient off-line fair exchange protocols in [1,2,7].
The protocol in [1] makes use of verifiable escrow schemes implemented via a cut
and choose interactive proof. Although expensive, the protocol provides timely
termination assuming only resilient channels.

A on-line certified e-mail protocol is presented in[24]. The protocol uses as
TTP a number of replicated servers. This has the drawback that each server
must be trusted in order to have the protocol working properly. Having only
one single compromised server would invalidate the entire scheme. Bahreman
and Tygar [6] present an on-line scheme using six messages. The scheme does
not address confidentiality from the TTP . An optimal on-line certified e-mail
protocol using only four messages is described in [11].

Schneier and Riordan [21] present a protocol where the TTP acts as a public
publishing location (which might be implemented as a secure database server).
The authors describe both an on-line and an off-line version of the protocol.
We note that the off-line solution requires a visible TTP , since the form of the
receipt changes depending on whether the trusted entity was invoked or not.
Moreover, the TTP must be directly involved in any secondary adjudication as
it must provide, in the case involving dispute resolution, an additional signed
proof-of-mailing with each query or deposit.

Recently, Ateniese et al. [4] have shown how to realize hybrid schemes that
combine the strengths of both the on-line and off-line approaches to achieve
efficiency while involving parties that are semi-trusted rather than fully trusted.
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3 An Efficient Off-Line Protocol

In this section, we describe the setting in which we operate and the certified
e-mail protocol built via verifiable encryption of RSA-based digital signatures.

In the rest of the paper, we will assume that the communication is carried
over private and authenticated channels.

A certified e-mail protocol should minimally provide:

– Fairness: No party should be able to interrupt or corrupt the protocol to
force an outcome to his/her advantage. The protocol should terminate with
either party having obtained the desired information, or with neither one
acquiring anything useful.

– Monotonicity: Each exchange of information during the protocol should
add validity to the final outcome. That is, the protocol should not require any
messages, certificates, or signatures to be revoked to guarantee a proper ter-
mination of the protocol. This is important, because if revocation in needed
to ensure fairness, then the verification of the validity of the protocol out-
come becomes a bottleneck as it requires TTP ’s active participation.

– TTP invisibility: A TTP is visible if the end result of an exchange makes
it obvious that the TTP participated during the protocol.

– Timeliness: It guarantees that both parties will achieve their desired items
in the exchange within finite time.

Occasionally, it is desirable to keep the content of confidential e-mails secret
from trusted parties acting as intermediaries. Thus, an optional feature is:

– Confidentiality: In case the exchange is deemed confidential, the protocol
should not need to disclose the message contents to any other party excepting
the sender and the recipient.

3.1 Our Setting and Verifiable Encryption of RSA Signatures

Let n be the product of two large primes p and q, such that factoring n is
computationally infeasible without knowing p or q. It is generally convenient to
work inside some cyclic subgroup of large order. For that reason, we generate
p and q as safe primes, i.e., p = 2p′ + 1 and q = 2q′ + 1 where p′ and q′ are
primes. We then consider the subgroup QR(n) of quadratic residues, i.e., QR(n)
contains all the elements y such that there exists x with y = x2. It is easy
to see that QR(n) is a cyclic group of order p′q′. Finding a generator is also
straightforward: randomly select ḡ and compute the generator g = ḡ2. Since
elements in QR(n) have orders p′, q′, or p′q′, the order of g will be p′q′ with
overwhelming probability.

We can also describe a proof of knowledge that allows a prover to convince
a verifier of the equality of discrete logarithms. Let g, h ∈ QR(n) be publicly
known generators. The prover selects a secret x and computes y1 = gx and
y2 = hx. The prover must convince the verifier that:

Dlogg y1 = Dlogh y2.
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The protocol, drawn from [9], is run as follows:

1. The prover randomly chooses t and sends (a, b) = (gt, ht) to the verifier.
2. The verifier chooses a random challenge c ∈ {0, 1}160 and sends it to the

prover.
3. The prover sends s = t − cx mod p′q′ to the verifier.
4. The verifier accepts the proof if:

a = gsyc1 and b = hsyc2.

To turn the protocol above into a signature on an arbitrary message m, the
signer can compute the pair (c, s) as:

c = H(m‖y1‖y2‖g‖h‖gt‖ht), s = t − cx mod p′q′.

where H(·) is a suitable hash function. To verify the signature (c, s) on m, it is
sufficient to check whether c′ = c, where

c′ = H(m‖y1‖y2‖g‖h‖gsyc1‖hsyc2).

Following the notation in [3], we will denote an instance of this signature tech-
nique by EQ DLOG(m;gx1 , gx2 ; g1,g2). Substantially, EQ DLOG(·) is a Schnorr-
like signature [23] based on a proof of knowledge performed non-interactively
making use of an ideal hash function H(·) (à la Fiat-Shamir [14]).

In [3] it is shown that it is possible to define very efficient protocols for
verifiable encryption of several digital signature schemes. Given an instance S
of a digital signature on an arbitrary message, we say that V E(S) is a TTP -
verifiable encryption of S, if such an encryption can be verified to contain S in
a way that no useful information is revealed about S itself. Only TTP is able to
recover the signature from the encryption V E(S).

We focus our attention on RSA signatures [22], that is, if (e, n) is a public
key with e prime then the secret key is d such that ed ≡ 1 mod 2p′q′. To sign
a message m, it is sufficient to compute C = R(m)d, where R(·) is a publicly
known redundancy function as defined in PKCS#1, ISO/IEC 9796, etc. (see [17]
p. 442). For the sake of simplicity, we employ the hash-and-sign paradigm and
assume that R(·) is a suitable hash function such as SHA-1. The signature is
accepted only if Ce = R(m). The encryption algorithm used to encrypt the RSA
signature is the ElGamal algorithm: given a secret key x and a corresponding
public key gx, a message s is encrypted by generating a random r and computing
K1 = sgxr, K2 = gr. The value s can be recovered by computing s = K1/(K2)

x.
Each user first runs a one-time initialization phase by which the user and the

trusted third party T agree on common parameters. More specifically (see [3]
for details):

1. The user, U say, sends (e, n) to T ;
2. T authenticates the user then selects a random base ḡ and a random expo-

nent x. It computes g = ḡ2 and sends CERTT :U = SignT (g, y = gx, U, (e, n))
to the user, where SignT (·) denotes a signature computed by T .
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It is assumed that the user provides a proof of n being a product of safe
primes (see [8]). The signature CERTT :U is a publicly known certificate and, in a
real-world implementation, will contain relevant information including protocol
headers, timestamp, transaction ID, and certificate lifetime. Notice that, the
trusted party T does not need to store the secret exponent x for each user. In
fact, such a secret can be inserted into CERTT :U encrypted via a symmetric
encryption algorithm. Thus, T needs to store only one value, the symmetric key,
for all the users.

The computation of a verifiable encryption of a RSA signature on a message
m is performed as shown in [3]. In particular, the user U encrypts via ElGamal
the signature R(m)d by computing a random r and:

K1 = R(m)2dyr and K2 = gr.

Notice that, the signature R(m)d is squared to make sure that the value
encrypted belongs to the set of quadratic residues QR(n). Then, the user provides
evidences that the encryption has been correctly computed by showing that:

Dlogye(Ke
1/R(m)2) = Dlogg(K2),

and this is done via EQ DLOG(·) w.r.t. the message m. (Observe that the
verifier should recover the bases y = gx and g from CERTT :A.) We will denote
the verifiable encryption of a RSA signature, R(m)d, with V ET (R(m)2d). Let U
denote a generic user, the value V ET (R(m)2d) contains: CERTT :U , the ElGamal
encryption of R(m)2d, and the signature of knowledge of the equality of discrete
logarithms (EQ DLOG(·)).

3.2 The Protocol

A certified e-mail protocol using verifiable encryption is shown in Figure 1. Con-
sider a scenario in which the sender A sends a message to B and wants a receipt
signed by B in exchange. The recipient B has to generate and sign the receipt
before being able to read the content of the message. The protocol has to provide
fairness, specifically, it must ensure that the sender receives the receipt if and
only if the recipient can read the message. The protocol is designed so that the
TTP is invoked only in case of dispute. As long as both A and B are honest,
there is no need to involve the trusted entity in the protocol. This is a big ad-
vantage compared to on-line protocols in which a trusted entity is needed for
each transaction.

Moreover, the protocol is designed to make sure that A cannot misbehave.
Only B is allowed to cheat by not sending the message in the last step. This
feature is highly desirable in the setting of certified e-mail, as the recipient would
prefer to assume a passive role rather than being actively involved in dispute
resolutions. Notice that, in a certified e-mail protocol, the sender initiates the
exchange process, thus it is natural to desire that the recipient of the message
be relieved by any burden caused by malicious senders.
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User B receives the certificate CERTT :B by engaging in an initialization
phase with the trusted party T as explained in the previous section. Similarly,
B’s public key is (e, n) with e prime and n product of safe primes and QR(n)
is the subgroup of squares in which we operate. The protocol consists of the
following steps (operations are taken modulo n):

– Step 1 The sender A selects a random r, computes y = reR(m), and signs
it including a protocol header PH. Such a signature, denoted by SA, is sent
to B.

– Step 2 The recipient B squares y and computes (y2)d = r2R(m)2d. It then
computes the verifiable encryption of y2d, V ET (y2d), and sends the result to
A. However, B has to sign the result in order to include a protocol header PH
and the sender’s signature SA. More importantly, B’s signature (SB) makes
it possible to neutralize malleability attacks against the ElGamal encryption
and also preserves B’s protocol view at that specific point in time.

– Step 3 After receiving the message from B, A verifies the signature and
that the encryption contains the correct receipt. If that is the case, A sends
m to B.

– Step 4 The recipient B reads the message m and sends the receipt Rec =
R(m)d to A.

A B
m

Rec = R(m)d

SA = SignA(PH, y = reR(m))

SB = SignB(PH, SA, VET(y2d ))

Fig. 1. Off-line certified e-mail protocol via verifiable encryption of RSA signatures

Notice that, a certified e-mail protocol is not a simultaneous exchange of
items but rather a asymmetric exchange since the message has to be sent first
to allow the recipient to compute a corresponding receipt based on the message
received. This fact has some positive side effects on our scheme. For instance,
the recipient does not need to include any time limit into the signature SB since
the decisions of sending a particular message and when this has to happen are
taken exclusively by the sender.

If B does not send the receipt in Step 4, then A contacts the trusted entity
and both run the following protocol:
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– Step 1 A sends B’s signature, SB , to the TTP along with r and m.
– Step 2 The TTP verifies first the signatures SA and SB (SA is contained in

SB). Then, it recovers y2d from the verifiable encryption and computes yd

(see Remark 2 below). Finally, the TTP checks whether the value s = yd/r
is indeed a valid signature of the message m under B’s public key (i.e, it
checks whether se = R(m)). If so, it sends s to A and forwards m to B.

The TTP has to forward the message m to B to nullify any attempts of the
sender A to successfully retrieve a receipt without revealing the message m to
B. Specifically, A may not have sent the message m in Step 3 above.

The protocol fairness is built around the assumption that the sender A can
verify that the verifiable encryption indeed contains a valid receipt. Only the
TTP can recover the receipt from the verifiable encryption.

Remark 1. The protocol headers, PH and PH, contain relevant information
such as the identities of the parties involved (A,B, and TTP ), the cryptographic
algorithms employed, timestamps and transaction IDs to prevent replay attacks,
and other pertinent information about the protocol.

Remark 2. Notice that, the recipient B squares the value y = reR(m) sent by
A to make sure that it is signing an element of the set QR(n) (d is odd since
e is prime). Only the recipient B knows the factorization of n and it is usually
infeasible to compute square roots modulo n without knowing the factors of
n. However, given z = y2d, the TTP can efficiently compute yd by employing
the following well-known method, based on the Euclidean algorithm, which we
report here for convenience:

1. observe that ze = y2 and that gcd(e, 2) = 1;
2. we can use the extended Euclidean algorithm to compute two integers u, v

such that u2 = 1 + ve in ZZ;
3. raising both terms of the equation ze = y2 by u, we obtain: zue = yu2 =

y1+ve = yyve

4. thus we have: zuey−ve = y, or (zuy−v)e = y;
5. it is now clear that the term zuy−v is congruent to yd (modulo n).

Remark 3. In our protocol, the sender A has to reveal the message m to the
TTP in case of dispute. If message privacy has to be preserved, it is sufficient

to substitute m with PH||PB(m) in the protocol above, where PB(·) represents

the public-key encryption under B’s public key and PH is a protocol header.
Notice that the receipt assumes a new format:

Rec = R(PH||PB(m))d,

which has to be interpreted in a special way: it is considered a valid receipt of

the message m only when accompanied by m and PH such that:

(Rec)e = R(PH||PB(m)).
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The public-key encryption PB(·) should be deterministic or, if randomized,
the sender A must reveal the random parameters used to encrypt the message.
The approach we have taken for the implementation of the protocol is to encrypt
the message m as Ek(MACl(m)||m), PB(k||l), where: k, l are random secret val-
ues; MACl(·) is a MAC function, such as HMAC-SHA-1; PB(·) is a deterministic
public-key encryption algorithm, such as plain RSA; Ek(·) is a symmetric-key
encryption algorithm, such as AES in CBC mode.

The new protocol header PH has to be checked, either by B or the TTP ,
to contain the correct information relevant to the protocol. Moreover, it has
to clearly state that the receipt Rec has to be interpreted in the special way
described above.

Remark 4. The certified e-mail protocol presented above works for RSA signa-
tures but can easily be extended to work for other schemes based on a similar
setting such as Rabin and Guillou-Quisquater [16] signature schemes, or provably
unforgeable signature schemes such as Cramer-Shoup [10] and Gennaro-Halevi-
Rabin [15]. In [3], it is shown how to extend the verifiable encryption protocol
to work with such popular signature schemes.

4 Analysis and Comparisons

In this section we present an analysis of our protocol and we compare it with
the state-of-the-art in the field. Our claim is the following:

Claim: The protocol above is a certified e-mail protocol which provides fairness,
monotonicity, timeliness, and TTP invisibility. Moreover, the protocol optionally
provides confidentiality of the message, i.e., the arbitration can be performed
without revealing the e-mail content to the trusted intermediary.

Sketch: Clearly our protocol provides TTP invisibility since the structure of the
receipt does not indicate whether the TTP was involved or not in dispute reso-
lutions. The protocol provides also monotonicity since any signature (including
the receipt) will not be revoked in order to guarantee a proper termination of the
protocol. Confidentiality is achieved by encrypting the actual message content
in such a way that only the recipient can open it and this is achieved through
standard encryption technology.

We assume only resilient channels. A resilient channel will eventually deliver
a message sent through it within a time lapse which may be arbitrarily long, yet
finite. Moreover, the recipient does not need to include any time limit into the
signature SB and the sender A has the ability to decide to abort the protocol and
adopt a scheme for protocol resolution that can be executed in a finite period of
time. Therefore, our protocol provides timeliness.

Regarding fairness, it is sufficient to prove that: a message is read by the
recipient B if and only if the sender A gets the corresponding receipt. Observe
that the first two messages of our protocol are used just to collect evidences
by which the sender A can solve disputes by interacting with the TTP . If the
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TTP is not invoked then the relevant protocol messages are only those in Step 3
and Step 4 where a message m is sent in exchange of the corresponding receipt.
Therefore, fairness is preserved in this case. If the TTP is invoked (by A) then
B’s signature (SB) will be sent to the TTP along with the message m and the
blinding factor r. The TTP will compute yd from the verifiable encryption and
will check whether:

(yd/r)e = R(m).

If that is the case, then A and B receive yd/r and m, respectively. Hence,
even in this case fairness is preserved since the sender will receive a signature on
a message which is forwarded to the recipient. ��

It is interesting to notice that the recipient does not need to contact the
TTP in case of dispute. This feature makes our protocols very attractive in real-
world environments in which recipients would prefer to assume a passive role
rather than being actively involved in dispute resolutions caused by malicious
senders. More importantly, the recipient is stateless in the sense that it does
not need to store state information regarding the transactions in which he is
involved1. Indeed, the recipient may not store anything about the first two steps
of the protocol and, in principle, the message embedded by the sender in the
value y in Step 1 of the protocol could be different from the message sent in
Step 3. Obviously, this does not violate the fairness property since the sender A
cannot use the message in Step 2, since it is encrypted, unless he contacts the
TTP . However, the TTP will always forward the corresponding message to B,
thus neutralizing de facto any attempt of the sender to force an outcome of the
protocol to his advantage.

We compare now our protocol with previously proposed protocols. Some of
the off-line protocols are not monotonic, for instance, the protocol in [2] requires
signatures to be revoked in order to guarantee fairness. Among monotonic and
off-line protocols, we believe those in [18,1] represent the state-of-the-art in the
field. The work of Micali [18] shows that it is possible to achieve a simple certified
e-mail protocol with only three messages (one less than our protocol). However,
it should be noticed that:

1. the recipient of the message has to be actively involved in the dispute reso-
lution and is forced to keep state;

2. a time limit has to be incorporated into the message by the sender to force
the recipient to send the receipt within a specified period of time. This has
to be done in order to guarantee fairness;

3. a reliable channel (as opposed to a resilient channel) is required between the
recipient and the trusted third party.

A channel is reliable when it is always operational and operates without de-
lays. It is very difficult to build a reliable channel in some network environments,
such as wireless networks. This fact may limit the applicability of the protocol in

1 Notice however that implementations of the certified email scheme may require the
recipient to store certain state information.
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[18]. Furthermore, for each message received, the recipient is forced to communi-
cate with the trusted intermediary in case of dispute and such a communication
has to happen before the time limit expires.

The work in [1] presents a fair-exchange protocol which is provably secure
in the random oracle model. The authors specialize their protocol to work as
an off-line certified e-mail scheme that, similarly to our protocol, requires only
resilient channels. Their protocol is based on verifiable escrow schemes, which
essentially are verifiable encryptions where each encryption comes with an at-
tached condition that specifies a decryption policy. As our scheme, their protocol
works for a broad range of signature schemes. However, the scheme in [1] has
some drawbacks, in particular:

1. it is expensive in terms of communication complexity, performance, and
amount of data transmitted. This is mainly due to the cut-and-choose inter-
active proof technique employed to achieve a verifiable escrow.

2. the recipient has to keep state and both the sender and the recipient have
to be actively involved in dispute resolutions;

3. the trusted third party needs to keep state.

Notice that both protocols [18,1] and the version of our protocol that provides
confidentiality are invasive, that is, the receipt generated by the receiver is not
a regular signature but has to be interpreted in a special way. Our original
protocol, however, is non-invasive as the receipt is precisely the signature of the
recipient on the message received.

We believe it is important to have a stateless recipient who is not involved in
dispute resolution protocols. Imagine a scenario in which a user receives hundreds
of messages and is forced to keep track of all of them, store state information,
and engage in protocol resolutions with the TTP in case of dispute. This may
be very unappealing for users, in particular for those operating in environments
where servers may frequently crash, losing state information. In some case (such
as in [18]), operations have to be made before a time limit expires which may
make even impossible to guarantee fairness in some environments.

Stateless-recipient protocols may be very useful when users are equipped with
mobile devices such as cellular phones or wireless PDAs. Indeed, mobile devices
are often switched off, which may cause some time limits to expire without giving
the possibility to run any dispute resolution protocol2.

5 System Architecture

In this section we present a description of the system we implemented. First,
we give a brief overview of the technology behind electronic mail systems, then
we show how to establish forms of interaction between our system and other

2 For instance, it is required to leave mobile devices off in proximity of hospitals or
inside airplanes. Devices could also turn themselves off when, for instance, batteries
are flat.
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standard modules involved in the process of delivering electronic mail contents
and, finally, we describe in detail our system. We called our prototype imple-
mentation TURMS, an Etruscan god, messenger of the gods and guide of the
deceased to the underworld.

5.1 Overview of Electronic Mail

Electronic mail is today probably one of the most used services on the Internet.
It provides support to send a message to a destination. The message is passed
from one computer to another, often through computer networks and/or via
modems over telephone lines. The process of sending, delivering and receiving
e-mail is specified in some standards and makes use of three types of programs,
each of them with a specific task.

A Mail User Agent (MUA) is a program that allows the user to compose and
read electronic mail messages. It provides the interface between the user and the
Mail Transfer Agent (MTA). Outgoing mail is passed to an MTA for delivery
while the incoming messages are picked up from a MTA. A MUA can also pick
up mail remotely from, for instance, a POP3 server, via POP3 protocol.

A Mail Transfer Agent (MTA) is a system program which accepts messages
from the MUA and routes them to their destinations. It sometimes delivers mail
into each user’s system mailbox. A MTA can also communicate with other MTA
programs via the SMTP protocol, in order to deliver mail remotely. MTAs are
responsible for properly routing messages to their destination, using so-called
Mail eXchanger (MX) records. Mail eXchanger records are maintained by do-
main name servers (DNS) and tell MTAs where to send mail messages. More
precisely, they tell an MTA which intermediate hosts should be used to deliver
a message to the target host. The MX records vary depending on the domain.

A Mail Delivery Agent (MDA) is used to place a message into a user’s mail-
box. When the message arrives at its destination, the MTA will give the message
to the appropriate MDA, who will add the message to the user’s mail-box.

Our system works at the transport level, in connection with Exim [13], a mail
transport agent. This approach has the advantage that allows a TURMS user to
handle mail using theoretically any MUA.

5.2 TURMS and Exim

Exim [13] is a mail transfer agent developed at the University of Cambridge
designed to work efficiently on systems that are permanently connected to the
Internet and are handling a general mix of mail. In addition, with special con-
figuration, Exim can act as a mail delivery agent.

Exim was built having a decentralized architecture, so there is no central
process performing overall management of mail delivery, but some DBM files
are maintained to make the delivery more efficient in some cases. The system
implements flexible retry algorithms, used for directing and routing addresses
and for delivery.
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The system can handle a number of independent local domains on the same
machine and provides support for multiple user mailboxes controlled by prefixes
or suffixes on the user name.

Mail User Agent

Exim  

Mail Delivery Agent
Turms Agent Turms Agent

Mail Transfer Agent

Mail Delivery Agent

Mail Transfer Agent

Mail User Agent

Exim  

Fig. 2. TURMS and Exim communication

The main delivery processing elements (drivers) of Exim are called directors,
routers, and transports.

A director is a driver that operates on a local address, either determining how
to deliver the message, or converting the address into one or more new addresses
(for example, via an alias file). A local address is one whose domain matches an
entry in the list given in the ‘local domains’ option, or has been determined to
be local by a router. The fact that an address is local does not imply that the
message has to be delivered locally; it can be directed either to a local or to a
remote transport.

A transport is a driver that transmits a copy of the message from Exim to
some destination. There are two kinds of transport: for a local transport, the
destination is a file or a pipe on the local host, while for a remote transport the
destination is some other host. A message is passed to a specific transport as a
result of successful directing or routing. If a message has several recipients, it
may be passed to a number of different transports.

A router is a driver that operates on an apparently remote address, that
is an address whose domain does not match anything in the list given in ‘lo-
cal domains’. When a router succeeds it can route an address either to a local
or to a remote transport, or it can change the domain, and pass the address on
to subsequent routers.

Our system takes advantage of the following features of Exim: the ability to
allow a message to be piped to another program, the possibility to have multiple
user mailboxes controlled by prefixes or suffixes on the user name and the ability
to send messages (to remote or local e-mail addresses) using Exim.

These features allow a process, the Turms agent, to intercept messages before
they are delivered to a user and process them. Also, when needed, auxiliary
messages can be generated by the TURMS agent and sent using Exim.

The message exchange mechanism between a local TURMS agent and Exim
is presented in Figure 2. Special entries in Exim’s configuration file indicate to
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# directors configuration section
turms_handler:
   driver = pipe
   command =‘‘/bin/turms_agent$ {local_part}’’
   user = crisn
   group = users

# transport configuration section 
turms:   
   driver = smartuser
   transport = turms_handler
   prefix = turms−

11

22

33

Fig. 3. Exim configuration file - TURMS entries

Exim that mail delivered to an user containing a certain prefix, turms- in our case
(see Figure 3, Mark3), to be delivered using a specific transport, turms handler
in our case (see Figure 3, Mark 2). The transport specified for that prefix is a
pipe to a program, Turms agent (see Figure 3, Mark 1). This way, the message
send to a local or remote user is delivered to a local Turms agent program.

When Turms agent receives a message, it processes it according to the pro-
tocol specifications, it generates a new message and it sends it to the real user
using Exim. If the message is sent to a domain for which Exim does not do
local delivery, the message will be sent via SMTP to another Exim server on
another machine. There, because of the prefix mechanism, the message will be
delivered to a local Turms agent process which in turn will send a message to
the local user, by using Exim. If the message is sent to a domain for which Exim
does local delivery, the message will be delivered either to the end user or the
Turms agent, depending on the protocol. The delivery address specifies to Exim
if the destination is a Turms agent process or a local user inbox. Note that all
the Exim servers running the certified e-mail protocol need to be configured to
deliver special messages to a local TURMS agent, responsible of implementing
the certified e-mail protocol.

5.3 System Implementation

We have actually implemented a slightly modified version of the protocol in
Section 3.2. In particular, the value y in Step 1 is now MACk(m), for a suitable
MAC function such as HMAC-SHA-1. In Step 3, the sender reveals m and also
k and the recipient checks whether the message m is the same received in Step
1. The receipt is a signature on the MAC function.

The protocol itself requires an initialization phase which has to be done
only once, and in case of dispute, a recovery phase. We provide support for all
of these operations. The system consists of a web-based interface, Turms CA,
providing support for the initialization and recovery off-line phases, and of an
MTA, Turms agent, implementing the certified e-mail protocol.
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One of the design features we considered was encapsulating all the crypto-
graphic operations in a library, used by both Turms CA and Turms agent. The
library makes use of the openssl [19] library and provides facilities such as: strong
RSA keys generation and managing, TURMS certificate definition and manage-
ment (generating, signing, verifying), operations on Schnorr-like objects used in
our protocol, RSA verifiable encryption definition and management (generation,
verifying, ability to extract the RSA signature out of the verifiable encryption).
In addition, the library also provides conversion from the computation data for-
mat (openssl specific data structure) to communication format for both verifiable
encryption and TURMS certificate entities. For each of these data structures,
the library provides a simple and easy to use API.

Turms CA provides an interface allowing users to register and to obtain a
certificate. The user submits his public RSA key along with some additional
information and will receive the corresponding TURMS certificate In addition,
for each user, we have decided to save the corresponding secret of the CA rather
than incorporating it into the certificate This secret is used to extract RSA
signatures out of a verifiable encryptions.

Turms CA can also solve disputes. A user can submit a claim including the
verifiable encryption file and the message. The CA computes the signature out of
the verifiable encryption information, then sends the signature to the user that
submitted the claim and the message to the user whose verifiable encryption was
submitted.

The core of the system is the Turms agent program which implements the
certified e-mail protocol. Turms agent is a stateless program, a different instance
of the program is invoked with every new message. The state of the protocol for
different messages is saved on the disk. Every state of the protocol for a message
has a correspondent file saved on disk. A message is uniquely identified by a
concatenation of the process id, host id and current time. Every state also has
a unique identifier associated with it. The security of the channel between two
Turms agents is achieved via Blowfish encryption with a size key of 16 bytes.
We used an HMAC with a key size of 10 bytes to obtain a randomized one-way
function of the message. Turms agent also logs for each transaction information
about the main important steps.

The protocol consists of a sequence of actions taken by a Turms agent pro-
gram upon receiving a message. Every message is associated with a specific
transaction. The type of the message along with the transaction identifier are
specified in the destination address. A transaction is opened when a user at-
tempts to send a certified e-mail message and it ends in one of the following
cases: the exchange was performed correctly, the exchange was canceled, or the
exchange started but the recipient did not send the receipt. The protocol uses
the following types of messages:

– Original Mess is the message that has to be sent. It is generated by a MUA,
no transaction identifier or type is associated with it.

– Hmac Mess contains the value of an HMAC function applied on the body of
an Original Mess. It is generated by a Turms agent.
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– Invitation Mess is the message that notifies a user about a certified e-mail
message. It is generated by a Turms agent.

– Cancel Mess is an Invitation Mess which has the Subject field consisting
only of the word ’Cancel’ indicating that the transaction was refused. The
body of the message is ignored. It is generated by a MUA, in reply to an
Invitation Mess coming from a Turms agent.

– Accept Mess message is similar as structure with the Cancel Mess, but the
Subject field consists of the word ’Accept’ indicating that the transaction
was accepted. The body of the message is ignored. It is generated by a MUA,
in reply to an Invitation Mess coming from a Turms agent.

– Transaction Canceled Mess indicates that a transaction was canceled. It is
generated by a Turms agent.

– Verifiable Encryption Mess contains a verifiable encryption message. It is
generated by a Turms agent.

– Original Mess and Key contains the body of an Original Mess and the key
used to compute the HMAC value applied on the Original Mess that was
sent in the corresponding (has the same transaction identifier) Hmac Mess.
It is generated by a Turms agent.

– Signature Mess contains a RSA signature of an HMAC value of an Origi-
nal Mess message. It is generated by a Turms agent.

In response to an event, a Turms agent can take actions that will result in
sending messages and/or saving additional data on the disk. Consider a scenario
in which the sender A wants to send a certified e-mail to B. We make use of
the following notation: A’s domain is denoted by domainA and B’s domain is
denoted by domainB , the Turms agent programs corresponding to A’s mail
server and B’s mail server are denoted by turms agentA and turms agentB ,
respectively . Finally, userA and userB represent the MUAs at A’s site and B’s
site, respectively.
The protocol consists of the following steps:
Step 1. userA sends the Original Mess message. userA sends the Original Mess
message to an alias defined for B, certified B say, which includes the address to
which the mail is sent. The address should be prefixed with the prefix specified
in the Exim configuration file (see Figure 3), should be sent to the local mail
server and should contain enough information to allow to recover the actual
remote address. Exim will deliver the message via the pipe transport to the
turms agentA program. The result of this step is that turms agentA will receive
the Original Mess.
Step 2. turms agentA receives the Original Mess message. When the message
is received by turms agentA, the agent creates a unique identifier for this new
transaction: timestamp − process id − host id. Then it processes the message,
saves the body of the message along with some header information. It generates
a key that will be used to compute a HMAC of the body of the message, saves
the key on the disk, computes HMAC of the message, saves the content of the
message, recovers the real address, generates a Hmac Mess with the HMAC value
just computed and sends it to turms agentB . The type of the message along with
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the identifier is specified in the address. Also the reply address is updated such
that the mail appears as coming from a turms agent (by adding the prefix). The
result of this step is that turms agentB will receive a Hmac Mess.
Step 3. turms agentB receives the Hmac Mess message. When turms agentB
receives the Hmac Mess, it saves this information on the disk and generates an
Invitation Mess, and sends it to userB , notifying about a certified e-mail message
for him, and asking him to reply to this message with ’Accept’ written in the
subject, if he accepts the message, or ’Cancel’ if he refuses it. The result of this
step is that userB will receive an Invitation Mess.
Step 4. userB receives the Invitation Mess message. When userB receives the
Invitation Mess, he will reply either with ’Accept’ or ’Cancel’ in the subject.
The result of this step is that turms agentB will receive either an Accept Mess
or a Cancel Mess.
Step 5. turms agentB receives the Cancel Mess message. When turms agentB
receives the Cancel Mess, it generates and sends two Transaction Canceled-
Mess messages, one to userB and the other to turms agentA. The transaction
is closed. The result of this step is that both userB and turms userA will receive
a Transaction Canceled Mess.
Step 6. turms agentB receives the Accept Mess message. When turms agentB
receives the Accept Mess, it recovers the HMAC value of the message from the
disk, then computes the verifiable encryption of B’s signature, and generates a
Verifiable Encryption Mess message and sends it to turms agentA. The result
of this step is that turms agentA will receive a Verifiable Encryption Mess.
Step 7. turms agentB receives the Transaction Canceled Mess message. When
turms agentB receives the Transaction Canceled Mess, he sends it to userA and
deletes the HMAC and the OriginalL Mess information saved on the disk in step
2. The result of this step is that userA will receive a Transaction Canceled Mess.
Step 8. turms agentA receives the Verifiable Encryption Mess message. When
turms agentA receives the Verifiable Encryption Mess, it verifies that the mes-
sage indeed contains a RSA signature. If yes, it recovers from the disk both the
body of the Original Mess and the key used to compute HMAC value, generates
the Original Mess and Key message by concatenating the key to the message
and then sends it to turms agentB . Also the Verifiable Encryption Mess is sent
to userA. The result of this step is that turms agentB will receive an Origi-
nal Mess and Key message and userA will receive a Verifiable Encryption Mess.
Step 9. turms agentB receives an Original Mess and Key message. Upon re-
ceiving an Original Mess and Key message, turms− agentB computes a HMAC
on the body the received message with the key he just received and it compares
it with the HMAC data saved on the disk in Step 2. If they are the same, it
computes B’s RSA signature on the HMAC, generates a Signature Mess mes-
sage and sends it to turms agentA. If the two HMAC values are not the same,
then turms agentB generates and sends two Transaction Canceled Mess mes-
sages, one to userB and the other to turms agentA. The result of this step
consists of two messages: userB receives the Original Mess and turms agentA



198 Giuseppe Ateniese and Cristina Nita-Rotaru

receives a Signature Mess, or both userB and turms agentA receive a Transac-
tion Canceled Mess.
Step 10. turms agentA receives a Signature Mess message. When turms agentA
receives Signature Mess, it sends it to userA and cleans all the auxiliary files used
during the transaction.

In order to have the protocol described above working correctly in the case
when the message contains one or more attached files, some additional processing
needs to be done: the corresponding MIME information from the message header
needs to be saved when the original message is processed. This information is
used when the message is finally sent to the user (step 7), to make sure that
MUA understands that the message carries some attached files.

We used the following set up for developing and testing our system. The web
interface running on a Linux machine dual 450MHz Pentium II, 128MB RAM,
running Apache Web Server. We tested our system in a configuration of two
virtual domain names (securemail1.cs.jhu.edu and securemail2.cs.jhu.edu), each
served by an Exim server version 3.14. The machines were 300MHz Pentium II,
256 Mb RAM, Linux boxes (2.16 kernel). The program PINE [20] was used as
Mail User Agent.

6 Conclusions

We presented a very efficient off-line certified e-mail system. Both the recipient
and the TTP can be set to be stateless and the recipient can assume a passive
role without being involved in dispute resolutions so that the burden of solving
a dispute is given only to the sender, the initiator of the protocol.

We implemented a prototype (TURMS) of the protocol and we reviewed
some of the technology available today that could be employed to effectively
build any certified e-mail system.
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Abstract. Gennaro, Krawczyk and Rabin gave the first undeniable sig-
nature scheme based on RSA signatures. However, their solution required
the use of RSA moduli which are a product of safe primes. This paper
gives techniques which allow RSA-based undeniable signatures for gen-
eral moduli.
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1 Introduction

Undeniable signatures were introduced by Chaum and van Antwerpen [7,8]. They
offer good privacy for the signer since signatures cannot be verified without in-
teraction with the signer. Undeniable signatures (and generalisations of them,
such as confirmer and convertible signatures) have various applications in cryp-
tography [2,3,10].

The zero-knowledge undeniable signature scheme of Chaum [8] works in the
multiplicative group of integers modulo a prime. Although Chaum, van Heijst
and Pfitzmann [9] provided an undeniable signature scheme with security related
to factoring, before 1997 there was not a scheme based on traditional RSA
signatures. Gennaro, Krawczyk and Rabin [18] were the first to obtain an RSA-
based undeniable signature scheme. Their scheme is closely related to the scheme
of Chaum [8] and both schemes have similar security and efficiency.

One significant drawback with the scheme of [18] is that it requires the use
of RSA moduli which are products of safe primes. It was explicitly stated as an
open problem in [18] to provide an undeniable signature scheme based on RSA
which does not require special moduli. The goal of the present paper is to solve
this problem.
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c© Springer-Verlag Berlin Heidelberg 2002



RSA-Based Undeniable Signatures for General Moduli 201

Of course, it is trivial to construct an undeniable signature scheme for general
moduli where the confirmation protocol has soundness probability 1/2, but we
seek solutions where the confirmation protocol is more efficient (possibly at the
expense of more demanding key certification). We must mention that general
constructions due to Michels and Stadler [23] and Camenisch and Michels [5] also
give solutions to this problem, however their systems require auxiliary tools ([23]
utilises confirmer commitment schemes, while [5] requires a secure encryption
scheme).

In the course of solving this problem we improve the efficiency and zero-
knowledge property of the denial protocols for RSA-based undeniable signatures.
The methods of this paper are therefore a useful addition to the protocol of [18],
even when safe primes are being used.

1.1 Pros and Cons of Special Moduli

The undeniable signature scheme of Gennaro, Krawczyk and Rabin [18] is mod-
elled on RSA [27]. Thus a signature on a message m is a number s = md (mod N)
where N is a product of two primes and where d is an integer coprime to ϕ(N).
The difference between usual RSA signatures is that the number e such that
de ≡ 1 (mod ϕ(N)) is not public, and so an interactive proof (preferably zero-
knowledge) is required to confirm that s is a valid signature for m (i.e. that
se ≡ m (mod N)). This protocol relies on a public key having previously been
certified by an authority.

There are various reasons why Gennaro, Krawczyk and Rabin [18] restricted
to the case where the RSA modulus N is a product of safe primes (i.e. primes p
such that (p−1)/2 is also prime) but the most important one is that, for products
of safe primes, the group Z

∗
N does not have many elements of small order. If one

runs the scheme of Gennaro, Krawczyk and Rabin [18] with a general modulus
then there is a high probability that a dishonest signer can cheat (see Section 3
for details).

In general, restricting to moduli which are a product of safe primes makes
many cryptographic issues easier to handle. However, there are several draw-
backs of schemes which require special moduli. One major problem is that it is
necessary for a certification authority to guarantee the properties of the public
key. As we discuss next, none of the currently known protocols for allowing a
user to prove to a certification authority that their modulus is a product of safe
primes are fully satisfactory.

Gennaro, Micciancio and Rabin [17] have given a very nice protocol to prove
the a number is a product of two quasi-safe primes (i.e. primes p such that
(p − 1)/2 is a power of a prime), but this is significantly less than the assurance
we require. For instance, a prime of the form 2 · 3k + 1 is a quasi-safe prime but
a modulus constructed as a product of primes of this form would be vulnerable
to attacks such as those outlined in Section 3.

Camenisch and Michels [4] have given a protocol to prove that a number is
a product of safe primes. Their protocol requires performing the Miller-Rabin
primality test in zero-knowledge on a hidden number. It therefore requires an
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enormous amount of communication between the prover and the certification
authority. This protocol is unsuitable for practical applications.

Another problem is that choosing special moduli goes against the conven-
tional wisdom in cryptography of avoiding special cases. Indeed, in Section 8.2.3
of [22] and in [29] it is explicitly stated that products of random primes are
advisable for cryptography.

There are many other protocols which currently require moduli which are a
product of safe primes [6,14,16,26,28] and it is of great interest in cryptography
to provide solutions which do not require this assumption. Some recent papers in
this direction include [13] and [15]. We hope that the new techniques introduced
in this paper might be of wider applicability to solve other problems in the area.

1.2 Our Work

We provide an undeniable signature scheme for general RSA moduli. Our scheme
is, in fact, a parameterised family of cryptosystems depending on three param-
eters B, K1 and K2.

The number 2−K1 will be the probability that a dishonest signer Alice will
be able to cheat the certification authority (CA) when certifying her public key.
A value of K1 should be agreed in advance between Alice and the CA and could
form part of Alice’s certified public key. Similarly 2−K2 will be the probability
that Alice can cheat a verifier Bob in either the confirmation or denial protocols.
We allow different values of K1 and K2 for generality. Typical values that might
be used in practice are K1 = K2 = 100.

The number 1/B will be the soundness probability for each iteration of the
signature confirmation and denial protocols. The number of iterations required
to obtain a cheating probability of 2−K2 will be K2

log2 B . A typical choice of B

might be 210 in which case 10 iterations of our protocols are needed for K2 = 100.
The value of B also determines how ‘special’ the moduli must be, and ac-

cordingly, how expensive public key certification is. Essentially, with B chosen,
the modulus N must have the property that ϕ(N) is not divisible by any odd
primes p < B. Alice will prove this to the CA during key certification.

Large values of B will give efficient signature and denial protocols, but the
moduli N will be rather special (and there is necessarily a lot of work required
in our process for public key certification). In some sense, moduli which are a
product of safe primes as in [18] are a limiting case of our cryptosystem in which
B = N1/4. Our public key certification process has been designed with rather
general RSA moduli in mind (i.e. for small values of B). If special RSA moduli
(i.e. larger values of B) are to be used then certification protocols should be
developed using techniques like those in [5]. Small values of B result in a scheme
which does not require special moduli (and for which public key certification is
relatively efficient), but the resulting confirmation and denial protocols require
many rounds to achieve the desired soundness probability of 2−K2 . We there-
fore have a tunable family of undeniable signature schemes. In particular, we
do obtain an undeniable signature scheme which works for completely general
RSA moduli (see Section 8.4). For a fuller discussion of the performance of our
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schemes, see Section 8.3. As we shall see, for the typical values K1 = K2 = 100
and B = 210, the protocols are all perfectly practical.

The next section sets up some notation for the rest of the paper. In Section
3 we review the scheme of [18] and indicate some of the pitfalls in adapting
this scheme to general RSA moduli. Our process for public key certification is
specified in detail in Section 4. We emphasise that the cost of certification is a
one-time cost. Our signature confirmation and denial protocols are described in
Section 5, with proofs of zero-knowledge and security against existential forgery
appearing in the following two sections. One important innovation here is a new
signature denial protocol which is more efficient and has a cleaner proof of zero-
knowledge than the protocol used in [18]. In Section 8 we give variations of the
scheme which provide confirmer signatures and convertible signatures. We also
discuss the performance of our scheme there.

2 Preliminary Definitions and Notation

Let N be a positive integer. We write Z
∗
N for the multiplicative group of integers

modulo N . We write QN for the subgroup of quadratic residues (squares) in Z
∗
N .

We write ϕ(N) for the Euler phi function. A safe prime is an odd prime p such
that (p − 1)/2 is prime.

Given any g ∈ Z
∗
N we define the order of g to be ord(g) = min{n ∈ Z : n ≥

1 and gn ≡ 1 (mod N)}. When N = p1p2 is a product of two distinct primes then
every g ∈ Z

∗
N has order dividing the least common multiple lcm(p1 − 1, p2 − 1).

3 The Scheme of Gennaro, Krawczyk and Rabin

In this section we briefly sketch the RSA-based undeniable signature scheme of
Gennaro, Krawczyk and Rabin [18] for products of safe primes. We also indicate
why it is nontrivial to adapt this to the case of a general RSA modulus.

Alice possesses a public RSA modulus N , which is assumed to be a product of
two safe primes, and a pair of secret integers (e, d) such that ed ≡ 1 (mod ϕ(N)).
Alice’s undeniable signature on a message m ∈ ZN is s = md (mod N), i.e. a
standard RSA signature.

Since e is not public knowledge, it is not possible for Bob to verify the
validity of the signature s without interacting with Alice. Instead, Alice the
prover and Bob the verifier engage in a zero-knowledge protocol to show that
se ≡ m (mod N). For this signature confirmation protocol it is necessary to
have some fixed commitment to the value e. This is achieved in [18] by taking a
random element g ∈ Z

∗
N (which can be shown to have large order in the case of

special moduli) and publishing h = gd (mod N)
The signature confirmation protocol of [18] (presented for simplicity in the

case of honest verifiers) is the following:

1. Given the public key (N, g, h) and an alleged message-signature pair (m, s)
the verifier chooses random integers 1 ≤ i, j < N , constructs a challenge
C = s2ihj (mod N), and sends C to the prover.
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2. The prover sends the response R = Ce (mod N) to the verifier.
3. The verifier checks whether R ≡ m2igj (mod N).

The signature denial protocol suggested in [18] is an adaptation of a protocol
due to Chaum (originally developed for the case of finite fields F

∗
q). The denial

protocol requires the prover to perform an exhaustive search over k values where
k is a security parameter. The probability of successful cheating by a dishonest
prover in this case is 1/k. There is also a minor complication about how aborting
the protocol affects the zero-knowledge properties, this is handled in [18] by using
a commitment to zero.

3.1 Generalising to General Moduli, Problem I

In this and the next subsection we motivate the need for our more complex
protocols by considering what happens if the protocol due to [18] is naively used
with a general RSA modulus N . The problems we sketch should be seen as part
of a general phenomenon, that protocols developed in the case of finite fields do
not necessarily give rise to secure protocols when working with Z

∗
N .

Let Alice be a dishonest prover. Since Alice controls the factorisation of the
modulus N she can choose N so that there is a small prime � with �|ϕ(N).
She can also find an element α ∈ Z

∗
N such that α has order �. Suppose Alice

publishes a signature s = αmd for a message m. What is the probability that
Alice can fool a verifier Bob that this is a valid signature? In the confirmation
protocol Alice receives a challenge C = s2ihj (mod N). In general Alice does
not know the value of i, but she can compute a response R = αrCe (mod N)
where r is chosen at random. If r + 2ie ≡ 0 (mod �) then the check performed
by the verifier will be satisfied. Hence the probability of successful cheating is
at least 1/�. Since � can be chosen to be 3 this probability is quite high. There
is an analogous attack using elements of order 4 which has probability 1/2 of
success. Hence the confirmation protocol must be executed many times to give
an assurance that the signature is valid. This is unsatisfactory.

Notice that when N is a quasi-safe prime product (see [17]), using a small �
as above will render N vulnerable to well-known factoring algorithms, such as
Pollard’s P − 1 method or the elliptic-curve method. So if Alice’s objective is
to fool Bob with reasonable probability and she is not concerned about using
a modulus that succumbs to these factoring algorithms, then she can choose to
use a modulus that is a product of quasi-safe primes.

We will solve these issues by giving a method for Alice to certify that her
public key N is such that there are no small (up to a bound B) odd primes
dividing ϕ(N).

3.2 Generalising to General Moduli, Problem II

There is a more subtle and devastating attack. Once again suppose Alice is a
dishonest signer and suppose that (either by construction, or by accident) her
public key element g does not have maximal order in Z

∗
N .
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For simplicity of presentation we suppose that there is a prime q such that
q‖ϕ(N) (i.e. q|ϕ(N) but q2 � |ϕ(N)) and q � |ord(g). We assume that q is not too
large (less than 80 bits, say) so that the discrete logarithm problem in the sub-
group of order q can be solved using standard methods. Let α ∈ Z

∗
N be an

element of order q. Alice constructs her public key h = gd (mod N) as usual.
Let m ∈ Z

∗
N be any message (it doesn’t matter whether q|ord(m) or not).

Suppose Alice publishes s = αmd (mod N) as her signature on m.
Consider the signature confirmation protocol. Alice receives the challenge

C = s2ihj . By raising C to the power ϕ(N)/q and solving a discrete logarithm
problem to the base α Alice can determine the value of i (mod q). Alice can
therefore respond with R = αrCe (mod N) where r = −2ie (mod q) is con-
structed so that the check by the verifier will always be satisfied. In other words,
Alice can fool the verifier with probability one! Similarly, whenever Alice desires,
she can successfully run a signature denial protocol on that signature.

This is an extremely severe attack on an undeniable signature scheme. We
address this problem in our scheme by using a set of generators g1, . . . , gk where
we take k to be large enough so that the group generated by all the gi is over-
whelmingly likely to contain QN .

4 Public Key Certification

Suppose Alice wants to be able to generate undeniable signatures. Let the pa-
rameters B and K1 be fixed as in Section 2. The public key for Alice is a tuple
(N, g1, . . . , gk, h1, . . . , hk) where k is such that g1, . . . , gk generate a subgroup
of Z

∗
N which contains QN with probability at least 1 − 2−K1 . For example, for

the typical values B = 210 and K1 = 100 we can take k = 11. More generally,
we should take k so that 2

k−1 (B − 1)1−k < 2−K1 (see below). The private key
is a pair (e, d) (these values are also defined below). We emphasise that this is
different from a standard RSA public key, which would include the signature
verification exponent e. Alice must register her public key with a CA, who will
issue a certificate which confirms that Alice’s public key is suitable for the un-
deniable signature scheme we propose. The properties of the public key which
must be guaranteed by this certificate are:

1. N is a product of two prime powers ps1
1 ps2

2 such that each pi ≡ 3 (mod 4).
(See Section 8.4 for discussion of how to relax the assumption that pi ≡
3 (mod 4).)

2. gcd(∆, ϕ(N)) = 1 where ∆ is the product of all primes 2 < l < B.
3. The gi are chosen at random in a way which is not controlled by Alice.
4. The gi and hi are correctly related by hi = gd

i (mod N) for some secret
integer d which is coprime to lcm(ord(g1), . . . , ord(gk)).

4.1 Construction of the Modulus

The first step of key generation for Alice is to construct an integer N = p1p2
which is a product of two primes such that pi ≡ 3 (mod 4). Let B be the integer



206 Steven D. Galbraith, Wenbo Mao, and Kenneth G. Paterson

specified in Section 1.2 and which determines the soundness probability of our
confirmation and denial protocol. We demand that for all primes 2 < l < B
one has l � |(pi − 1) for i ∈ {1, 2}. This means that ϕ(N) is coprime to ∆ =∏

primes 2<l<B l.
Alice must prove to the CA that N is a product of primes pi such that

pi ≡ 3 (mod 4). This can be achieved using a protocol due to van de Graaf and
Peralta [19]. The protocol of [19] proves that N = ps1

1 ps2
2 where pi ≡ 3 (mod 4)

and the si are odd integers. This is enough for our application (we do not need
to assume that s1 = s2 = 1 for our protocols) and if a stronger assurance about
the difficulty of factoring N is required then more advanced techniques may be
used.

4.2 Proof That ϕ(N) Does Not Have Small Prime Factors

Alice must prove to the CA that ϕ(N) is not divisible by any odd primes 2 < l <
B. In Figure 1 we give a protocol to achieve this in the honest verifier case. Recall
that ∆ is the product of all primes 2 < l < B. So ∆ is approximately B bits in
length (for B = 210, ∆ has 1420 bits). The protocol involves exponentiations to
the power ∆. For small B, say up to 210, this is a perfectly feasible computation.
However, for large B (necessary when a modulus is being certified to be ‘special’),
this becomes infeasible. The largest B one might wish to use in practice would
be, perhaps, B = 220.

Protocol Certification–1(N, ∆).

1. The CA chooses a random integer x ∈ Z
∗
N , computes the challenge C =

x∆ (mod N) and sends C to Alice.
2. Alice sends to the CA the response R = C∆−1

(mod N) which is unique when
gcd(ϕ(N), ∆) = 1.

3. The CA accepts if R = x.

Fig. 1. Proof that gcd(∆, ϕ(N)) = 1 in the honest verifier case.

This protocol can be made into a perfect zero-knowledge protocol (i.e. robust
against dishonest verifiers) in a standard way: Replace the second move (i.e.
where Alice sends her response to the CA) with the transmission of a perfectly-
hiding commitment to R. The CA then must send x to Alice, so that she can
check that the initial challenge was correctly formed. Alice can then open the
commitment to R, allowing the CA to see that the response is correct.

Theorem 1. Let (N, ∆) be as above. The protocol Certification–1 has the fol-
lowing properties:

Completeness: If gcd(∆, ϕ(N)) = 1 then the CA will always accept Alice’s
proof.
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Soundness: If gcd(∆, ϕ(N)) �= 1 then Alice, even computationally unbounded,
cannot convince the CA to accept her proof with probability better than 1/3.

Zero-knowledge: When Alice behaves correctly, the CA gains no information
about Alice’s private input apart from the validity of her proof.

Proof. The proof of completeness is immediate from inspection of the protocol.
We focus on the further two properties.
Soundness: Suppose that l is a prime such that l| gcd(∆, ϕ(N)). Then there are
at least l elements of Z

∗
N of order l (there could be l2 of them). Let α ∈ Z

∗
N be

such an element. Let x ∈ Z
∗
N be chosen at random and define C = x∆ (mod N).

Then for each 0 ≤ i < l we have C ≡ (xαi)∆ (mod N). Alice therefore has
no information about which of the possibilities x is the one chosen by the CA.
Hence Alice cannot respond with the correct value with probability better than
1/l.

This discussion applies to all primes 2 < l < B, but in the worst case (as far
as the CA knows) we have gcd(∆, ϕ(N)) = 3.
Zero-knowledge: Alice publishes a perfectly hiding commitment to the value
R and only opens it if the CA already knows the value. Hence the CA learns
nothing. ��

The protocol must be repeated K1
log2 3 times to achieve a probability of suc-

cessful cheating as low as 2−K1 . The flows of instances of the protocol may all
be sent in parallel.

It would be very interesting to have an efficient protocol to prove that ϕ(N)
is coprime to the integer ∆ which has a soundness probability smaller than 1/3.
It seems to be highly non-trivial to construct such a protocol.

4.3 Construction of Generators

The next step of key generation is to construct elements g1, . . . , gk ∈ Z
∗
N . We

cannot allow Alice to generate these elements as she might choose them to have
small order, in which case attacks like those in Section 3 apply. Hence the values
for the gi should be generated using a protocol in which both Alice and the
CA jointly contribute randomness (this is easy to achieve using commitment
schemes). Another solution would be to let the CA choose the values gi (indeed,
they could even be fixed values for all users).

The reason for choosing many elements gi is to ensure that the whole of
the subgroup QN ⊂ Z

∗
N is generated (see the attack in Section 3.2). A similar

technique has been used in [25], [15]. This will be important in the soundness
proof of our signature confirmation protocol.

With N = p1p2 the techniques in [25] and [15] can be used to show that the
number of k-tuples g1, . . . , gk generating all of QN ⊂ Z

∗
N is equal to

ϕk((p1 − 1)/2)ϕ((p2 − 1)/2)

where

ϕk

(
t∏

i=1

qei
i

)
=

t∏
i=1

qei
i

t∏
i=1

(
1 − q−k

i

)
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is a generalisation of the Euler phi function. From this, using estimates like those
in [25], we can prove that the probability that g1, . . . , gk generate all of QN is
at least

1 − 2
k − 1

(B − 1)1−k

where B is the bound on the size of the prime factors of (p1 −1)/2 and (p2 −1)/2.
We can make this probability arbitrarily close to one by taking k to be sufficiently
large. For example, with B = 210 we can take k = 11 to guarantee that the gi

generate QN ⊂ Z
∗
N with probability at least 1 − 2−100

In any case, we assume from now on that k has been chosen large enough
that the gi generate a subgroup of Z

∗
N which contains QN .

The next step is for Alice to choose a secret key pair (e, d) such that ed ≡
1 (mod ϕ(N)). Alice should then construct hi = gd

i (mod N) for i = 1, . . . , k.
It is crucial that the hi are correctly calculated and so Alice must provide a

proof that this is the case. We give such a proof in Figure 2.

Protocol Certification–2(N, g1, . . . , gk, h1, . . . , hk).

1. Alice chooses random integers 1 ≤ k1, k2 ≤ ϕ(N), constructs ui =
he+k1

i (mod N), vi = gd+k2
i (mod N) for i = 1, 2, . . . , k, and sends the ele-

ments ui and vi to the CA.
2. The CA sends to Alice a random bit b ∈ {0, 1}.
3. If the bit is zero then Alice sends the two integers n1 = (e+k1) (mod ϕ(N)) and

n2 = (d + k2) (mod ϕ(N)). The CA can then check whether ui ≡ gn1
i (mod N)

and vi ≡ gn2
i (mod N) for all i = 1, 2, . . . , k. The CA accepts if all the checks

pass and rejects otherwise.
If the bit is one then Alice sends the two integers k1 and k2. The CA then checks
whether ui ≡ gih

k1
i (mod N) and vi ≡ hig

k2
i (mod N) for i = 1, 2, . . . , k. The

CA accepts if all the checks pass and rejects otherwise.

Fig. 2. Key certification protocol for gi, hi.

Theorem 2. Let (N, gi, hi) be as above. For N = ps1
1 ps2

2 define M to be the
exponent of the group Z

∗
N (i.e., M = λ(N)). Assume that the group generated

by the gi contains QN (and so, in particular, (M/2)|lcm(ord(g1), . . . , ord(gk))).
The protocol Certification–2 has the following properties:

Completeness: If hi ≡ gd
i (mod N) where ed ≡ 1 (mod M/2) then the CA

will accept Alice’s proof.
Soundness: If some hi �≡ gd

i (mod N) or if ed �≡ 1 (mod M/2) then Alice, even
computationally unbounded, cannot convince the CA to accept her proof with
probability better than 1/2.

Zero-knowledge: When Alice behaves correctly, the CA gains no information
about Alice’s private input apart from the validity of her proof.
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Proof. The proof of completeness is immediate from inspection of the protocol.
We focus on the further two properties.
Soundness: If Alice can respond correctly to both choices of the bit b then she
knows numbers e and d such that hi ≡ gd

i (mod N) and gi ≡ he
i (mod N) for

all i = 1, 2, . . . , k. This proves that all the gi and hi are related by the same
numbers.

We now show that the protocol implies ed ≡ 1 (mod M). Suppose that there
is some odd prime power qa|M such that ed ≡ x �≡ 1 (mod qa). By assumption,
qa|ord(gi) for some index i. Let g = g

(ord(gi)/qa)
i and h = h

(ord(gi)/qa)
i . We have

gx ≡ ged ≡ he ≡ g (mod N) which is a contradiction.
Zero-knowledge: This is immediate, a standard argument showing that tran-
scripts of the protocol can be simulated. ��

The protocol must be repeated K1 times to achieve a probability of successful
cheating to be 2−K1 . The flows of instances of the protocol may all be sent in
parallel.

It would be very useful to have a more efficient protocol to prove the cor-
rectness of the gi and hi. It seems to be non-trivial to find such a protocol.
The standard methods used when working in finite fields F

∗
q do not immediately

translate into secure protocols to solve our problem – they are vulnerable to
attacks of the type described in Section 3.

5 Undeniable RSA Signatures

As usual with RSA it is not possible to allow any number m ∈ Z
∗
N to be a valid

message. Instead we need to use a cryptographically strong randomised padding
scheme to provide an integrity check on messages. We return to this issue in
Section 7, but for now we simply assume that this has been performed and that
we want to provide a signature for some element m ∈ Z

∗
N .

Alice’s signature on m is the usual RSA signature s = md (mod N). There
is one technicality as the signature confirmation protocol does not distinguish
between signatures which differ by an element of order dividing 2. This is also
the situation in [18]. The problem is easily solved allowing all four values s such
that s2e ≡ m2 (mod N) to be valid signatures.

5.1 Confirmation of an Undeniable Signature

Let (m, s) be an alleged signature pair. In Figure 3 we give a protocol (in the
honest verifier case) for Alice to prove to a verifier Bob that the alleged pair is a
genuine one. We assume that Alice has sent (m, s) and her certified public key
information to Bob. There are two solutions to make the protocol robust against
dishonest verifiers (i.e. perfect zero-knowledge) and we discuss them shortly.

The security of this protocol is discussed in Section 6. The protocol must
be repeated K2/ log2 B times (the flows of each instance may be executed in
parallel) to achieve the desired probability of 1 − 2−K2 that the signature is
valid.
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Protocol Confirm(N, g1, . . . , gk, h1, . . . , hk, m, s).

1. Bob chooses random integers r0, r1, . . . , rk such that all 1 < ri < N . Bob
computes the challenge C = sr0 hr1

1 · · · h
rk
k (mod N).

2. Bob sends to Alice the challenge C.
3. Alice sends to Bob the response R = Ce (mod N).
4. Bob accepts if R2 ≡ (mr0 gr1

1 · · · g
rk
k )2 (mod N) and rejects otherwise.

Fig. 3. Undeniable signature confirmation protocol in the honest verifier case

We now discuss how to transform this protocol into a perfect zero-knowledge
protocol (i.e. robust against dishonest verifiers). The first solution uses the stan-
dard technique: Instead of sending the response R, Alice publishes a commitment
to it, and opens the commitment only once Bob has shown that the challenge
C is of the correct form. We emphasise that the zero-knowledge property of the
protocol only holds when the input is a valid message-signature pair (otherwise
the protocol gives a message corresponding to a given signature). A signature
confirmer must be careful to only execute the confirmation protocol on valid
inputs (the denial protocol given in the next section should be used in other
cases).

We note that, for undeniable signatures, it is usually preferable to use des-
ignated verifier proofs in protocols such as the one above. This can be easily
achieved using the methods of Jakobsson, Sako and Impagliazzo [20].

There is another solution which provides security only against forgery of
signatures. Instead of sending the response R, Alice sends t = H(R2 (mod N))
where H is some cryptographically strong hash function. Bob can then check
whether or not t is equal to H((mr0gr1

1 . . . grk

k )2 (mod N)). This proof method
does not allow Bob to use Alice as a signing oracle, which prevents Bob from
being able to forge signatures. The main problem with this method is that Alice
no longer knows which message signature pair (m, s) she is being requested to
verify. This is an attack on an undeniable signature scheme since one intended
feature of these schemes is that Alice should be aware which of her signatures
are being verified. Nevertheless, in some contexts this proof technique might be
of use.

5.2 Denial of an Undeniable Signature

Given a pair (m, s) which is not a valid signature for Alice on the message m
(i.e. s �≡ ξmd (mod N) where ord(ξ)|2), it is important to provide a protocol
allowing Alice to prove that this is the case.

One way to achieve this would be to compute the true signature md (mod N)
for m, send it to the verifier, and then prove its correctness using the signature
confirmation protocol above. But this leaves the user open to a chosen-message
attack, since she can be forced to publish valid signatures on any message m.

Instead, we proceed by allowing Alice to modify the alleged pair (m, s) to
obtain a random related pair (m′, s′) and then perform the above process. To the
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eye of a seasoned cryptographer this still looks like a security flaw, but it is well-
known that most undeniable signature schemes (e.g. [7], [18]) allow existential
forgery using just the public key. These issues are handled using padding schemes
on messages (further discussion is given in Section 7).

Our denial protocol runs as follows: Bob (or Alice and Bob running a joint
protocol) chooses a random integer 1 < r < N . Both parties can then compute
the related elements m′ = mr (mod N) and s′ = sr (mod N). Alice publishes
her correct signature s′′ for the message m′ and proves it is correct using the
confirmation protocol above. The verifier can then determine whether (s′)2 ≡
(s′′)2 (mod N).

The denial process requires only two more exponentiations than the confir-
mation protocol per participant, and the security is the same as that of the
confirmation protocol. This is in contrast with Gennaro, Krawczyk and Rabin
[18] where the denial protocol is much less efficient than the confirmation pro-
tocol. There is no loss of security from performing signature denial using our
methods and so the protocol of [18] can be improved by using our approach. We
note that Miyazaki [24] also gave an efficient denial protocol for this application
based on the denial protocol of Chaum and van Antwerpen [7], although that
protocol requires double the computation of ours.

Note that this denial method cannot be used in the classical case of undeni-
able signatures in a finite field F

∗
q since the verifier can undo the transformation

of exponentiation by r to recover a signature on a chosen message. We note
that Jakobsson [21] has given an efficient denial protocol for Chaum’s undeni-
able signatures. It is straightforward to adapt Jakobsson’s ideas to the case of
RSA-based undeniable signatures, but we obtain a denial protocol which takes
at least twice the computation time as our method.

6 Security of the Confirmation Protocol

In this section we discuss the security of the confirmation and denial protocols.
A discussion of security against existential forgery is given in the next section.

Theorem 3. The confirmation protocol has the following properties:

Completeness: If (m, s) has been formed correctly then Bob will accept Alice’s
proof.

Soundness: If (m, s) is not valid, then Alice, even computationally unbounded,
cannot convince Bob to accept her proof with probability better than 1/B.

Zero-knowledge: When Alice behaves correctly, Bob gains no information
about Alice’s private input apart from the validity of her proof.

Proof. The proof of completeness is immediate from inspection of the protocol.
We focus on the further two properties.
Soundness: We assume that N = p1p2 has the property that pi ≡ 3 (mod 4)
and that all odd primes l < B are coprime to ϕ(N). We also assume that the gi

generate QN . This is certified with probability 1 − 2−K1 by the key certification
process.
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Let (m, s′) be an invalid signature prepared by a cheating Alice. Then we
can write s′ = αξmd (mod N) where ξ2 ≡ 1 (mod N) and where α has odd
order which is divisible only by powers of primes q where q ≥ B. Let q be such
a prime. Since the gi generate QN , there exists at least one index I such that
q|ord(gI).

Given a challenge C of the correct form s′r0hr1
1 · · · hrk

k a cheating Alice must
construct a response R which will satisfy Bob’s check. We now project all ele-
ments into the subgroup 〈α〉 of q elements which is generated by α (if q‖ϕ(N)
then this is done by raising all elements to the power ϕ(N)/q). We continue to
use the same notation for these elements, but the reader should be aware that
they now only have order dividing q.

Expressing all elements in terms of powers of α we have m = αl0 and gi = αli .
It follows that

logα(C) ≡ r0(1 + l0d) +
k∑

i=1

lirid (mod q) (1)

where d �≡ 0 (mod q) and lI �≡ 0 (mod q) (where I is as above). The response R
(again, only considering the image in the subgroup of elements of order q) must
satisfy

logα(R) ≡ r0l0 +
k∑

i=1

liri (mod q).

Since Alice knows d, the ability to construct the right response R is therefore
equivalent to knowledge of r0 (mod q). But this is information-theoretically hid-
den: Given any solution (r0, . . . , rk) to equation (1) and any integer 0 < x < q,
there is another solution (r0 + x, r1, . . . , r′

I , . . . , rk) where

r′
I = (rI lId − x(1 + l0d))/(lId) (mod q).

Furthermore, since all values ri may be reduced modulo ϕ(N) the condition
1 < ri < N is preserved. Hence, Alice has no better strategy than guessing the
right power of α in her response R.

This argument applies to all primes q|ord(α) but since Alice might choose
α so that its order is the first prime power larger than B we can only conclude
that Alice’s cheating probability is 1/B.
Zero-Knowledge: We analyse the protocol in the case where the commitment
scheme is used. In this case Alice verifies the construction of C before giving Bob
any information. Standard techniques show that the protocol can be simulated.

There is an interesting subtlety here though: If Alice’s response R is actually
of the form ξCd then taking ratios gives an element ξ of order two, which is
not simulatable. So only an “honest” run of the protocol is simulatable. In other
words, if Alice at any time publishes signatures which are of the form ξmd with
ξ �= 1 then she is potentially giving Bob useful information. ��
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7 Security against Existential Forgery

We now turn to the problem of whether an adversary can construct a pair (m, s)
which Alice is unable to deny.

As is well known, with standard RSA [27] it is easy to forge signatures: Given
(N, e) one can choose any integer s ∈ Z

∗
N , define m = se (mod N), and then s is

a valid signature for the message m. Similarly, for our system it is very easy to
construct random pairs (m, s) such that s ≡ md (mod N) using the pairs gi, hi.
Hence resistance to forgery must rely heavily on the padding scheme.

Methods to form secure RSA encryption/signature schemes are one of the
most important and well-known parts of cryptography. The precise techniques
used to achieve this are not relevant to the present paper. We simply assume
that some padding scheme such as that developed by Bellare and Rogaway [1]
is used.

The proof of security against existential forgery given by Gennaro, Krawczyk
and Rabin in [18] applies directly to our situation. The proof shows that an
adversary who is able to forge a signature for the undeniable signature scheme
can be used to construct an adversary which forges signatures for the same RSA
modulus and the same message padding scheme. The security result applies to
any attack model, in particular, it applies to an adversary mounting an adaptive
chosen ciphertext attack (CCA2). The details of the message padding scheme do
not affect the proof. We refer to [18] for the details of this, and also a discussion
of indistinguishability of signatures.

8 Discussion

As with the scheme of Gennaro, Krawczyk and Rabin [18] it is possible to add
extra functionality such as confirmability and convertibility. We discuss some of
these extensions in this section. We also discuss the efficiency of the scheme.

8.1 Confirmability

Confirmer signatures are an extension of undeniable signatures which were in-
troduced by Chaum [11]. These systems allow a signer to delegate the tasks of
signature confirmation and denial to another party.

The secret key of Alice includes the number e which is used for verifying
signatures. Alice may give this number to a designated confirmer. This means
that the task of confirming signatures can be performed either by Alice or by
the confirmer. Assuming the hardness of the RSA problem, since the confirmer
only knows e, they are unable to forge Alice’s signature.

We note that Alice cannot fool the confirmer about the validity of a given
signature. To the confirmer, Alice’s signatures are standard RSA signatures (up
to multiplication by an element of small order).

8.2 Convertibility

More generally, Alice could have a private key of the form (e, d, c) where edc ≡
1 (mod ϕ(N)) In this case, e could be public, d and c known to Alice, and c



214 Steven D. Galbraith, Wenbo Mao, and Kenneth G. Paterson

known to a designated converter. The verification protocol in this case involves
raising to the power ec rather than e and it is in all other respects identical to
the one in Figure 3. An undeniable signature (m, s) can therefore be confirmed
by the converter or the signer.

Any individual signature may be converted to a standard RSA signature by
the transformation (m, s) → (m, sc (mod N)). This process may be performed
by the converter or the signer. A proof analogous to that in Figure 3 must be
used to show that this has been performed correctly. Once again, Alice cannot
cheat against the confirmer.

Note that Alice may choose several different pairs (ci, di) if she wants to use
several converters with disjoint jurisdiction with the same public key (N, e).

Finally, by publishing c, all Alice’s signatures become standard RSA signa-
tures with respect to the exponent ec.

8.3 Efficiency

Here we discuss the performance of our scheme for general values of B, K1 and
K2.

The one-off costs of public key certification are dominated by two factors.
There are K1

log2 3 iterations of the protocol of Figure 1, each iteration requiring
one exponentiation by Alice and one by the CA. As we have discussed, when
B becomes large (and the moduli special), these computations become costly.
There are also K1 iterations of the protocol of Figure 2, each iteration requiring
2k exponentiations (where k was defined as a function of K1 and B earlier) for
the two participants. These computations become less costly as B increases. The
final public key is 2k + 1 times as long as the modulus N .

Each of the K2
log2 B rounds of the signature confirmation protocol (in the zero-

knowledge version) requires k +2 exponentiations for Alice and 2(k +1) for Bob.
As we have discussed above, the denial protocol requires an additional pair of
exponentiations in total.

For the typical choices of K1 = K2 = 100 and B = 210, we can take k = 11.
Then key certification requires a few thousand exponentiations. For signature
confirmation (and denial), Bob needs to do around 240 exponentiations and Alice
around 10 (disregarding the cost of calculating and checking commitments). This
is eminently practical.

When B is small then our signature confirmation is not as efficient as the
scheme of [18]. On the other hand, the CA and the users can agree on how large
B should be taken. Increasing the size of B reduces the size of k and improves the
cost of signature confirmation at the expense of public key certification. For large
B, say B ≥ 220, one would use different certification techniques, e.g. the methods
of [4]. The ‘limiting case’ is the case of [18], where signature confirmation is very
efficient and public key certification is extremely inefficient.

We re-iterate that the scheme of [18] has improved efficiency when our sig-
nature denial protocol is used.
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8.4 Completely General Moduli

We assumed that N = p1p2 (or, more generally, N = ps1
1 ps2

2 ) where pi ≡
3 (mod 4). One can construct a scheme which does not require any condition on
pi (mod 4) but this involves some extra techniques. The main difficulty in this
case is that we no longer know which power of two divides the exponent of Z

∗
N .

First, we assume that ϕ(N) has at least one prime factor of sufficiently large
size. If this is not the case then the modulus is easily factored using the Pollard
P −1 method. No RSA-based cryptosystem would be secure with such a modulus.

The public key certification proceeds as before with some choice of B. For
completely general moduli choose B = 3 (in which case it is not necessary to
execute the protocol of Figure 1).

Let M = 2�log2(N)�. A signature on a message m is now defined to be any
element of the set

{ξmd ∈ Z
∗
N : ξM ≡ 1 (mod N)}.

The signature confirmation protocol proceeds as in Figure 3 except the check is
that

RM ≡ (mr0gr1
1 · · · grk

k )M (mod N).

The probability of successful cheating by a dishonest signer in one instance of
the protocol is still 1/B. The proof of security against forgery of signatures is a
slight modification of the one given in [18].

8.5 Another Approach

The trick used in the above subsection can be adapted to give a different solution
to our original problem. Let M =

∏
2≤l<B l�logl(N)�. Then a signature on message

m could be any element such that seM ≡ mM (mod N). The advantage of this
approach is that it can be used with a completely general modulus and no
certification of the structure of the modulus is required.

There are two disadvantages of this approach. First, the size of the number
M grows very quickly, and so only quite small values of B may realistically
be used (not more than B = 210). Second, the size of candidate signatures
could become extremely large. This has repercussions when analysing signature
forgery, since for certain ‘weak’ moduli the probability of successful forgery might
be relatively large compared to the desired security. Nevertheless, we feel it is
worth mentioning this other approach.

9 Conclusion

We have presented an undeniable signature scheme for completely general RSA
moduli. Our work provides a tunable family of schemes described by the pa-
rameters B, K1 and K2. These determine a set of trade-offs between efficiency
of key certification (and generality of moduli) and the efficiency of signature
confirmation/denial. For typical values, B = 210, K1 = K2 = 100, our scheme is
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completely practical. We also give a natural denial protocol for the RSA setting
which is more efficient than the previous denial protocol of [18].
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Abstract. Group signatures and their applications have received con-
siderable attention in the literature in recent times. Substantial gains
have been made with respect to designing provably secure and efficient
schemes. In practice, as with all signature schemes, deploying group sig-
nature schemes requires the group member’s signing keys to be both
physically and electronically secure from theft. Smartcards or similar
devices are often offered as a solution to this problem.
We consider the possibility of co-operatively forming group signatures
so as to balance the processing load between a modestly performed se-
cure device and a much more powerful workstation. The constructions
are based on the observation that several recent group signature schemes
have adopted a structure which utilises two values in signature creation
- a private signing key and a group membership certificate. We describe
a co-operative group signature scheme based on a recently proposed
scheme as well as a ‘wallet with observer’ variant.

1 Introduction

Unlike ordinary signatures, group signatures allow a group member to create
anonymous (and unlinkable) signatures on behalf of a group. A single public key
is required in order to verify signatures produced by any group member. Upon
verifying a signature, the verifier does not learn the identity of the group member
who created the signature. However, should the need arise, a group signature can
be ‘opened’ by a trusted party and the identity of the member who created the
signature will be revealed.

Specialized applications, such as voting and auctions, have been suggested as
areas of application for group signatures [16]. Group signatures have also been
integrated into electronic cash systems [14,19,17]. The anonymity and unlinka-
bility afforded by group signatures suggest that they may have a role to play in
these more specialized applications.

The practical deployment of group signatures schemes, like other signature
schemes, must consider measures which secure a user’s secrets from theft. The
cryptographic security of a scheme is rendered irrelevant if a user’s secrets are
not both physically and electronically secure. Since workstations do not represent
secure environments, it is necessary to consider the utilisation of some form of
secure device in which a user’s secrets can be stored and processed. Because of
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their cost and portability, smartcards are typically considered suitable for this
task.

While smartcards are cost effective, readily available and relatively tamper-
resistant, they are constrained in terms of processing power and memory. In the
future, the gulf between smartcards and workstations with respect to relative
performance and storage capacity will increase, not decrease. It is therefore nec-
essary to consider carefully the processing and storage demands that a signature
scheme may make upon its host device.

Smartcards may also be used as active agents which are capable of enforc-
ing various rules and regulations. Various electronic cash schemes [10,13,5] have
suggested a ‘wallet with observer’ model where the smartcard observer actively
prevents double-spending of coins. This is achieved by splitting the user’s ef-
fective private key between the observer and a user-supplied computing device.
The user can only produce valid signature with the co-operation of the tamper-
resistant observer.

Main Contribution: We consider ways of co-operatively forming group sig-
natures with a view to balancing the processing and storage demands between
workstation and smartcard. We offer some general observations about the struc-
ture of recent group signature schemes and their suitability for the task at
hand. In particular, we seek to exploit the natural occurrence of two secret
values (private key and membership certificate) in these schemes. An example
of co-operative group signature generation is provided using a group signature
scheme by Ateniese et al. [2]. A further variation using the ‘wallet with observer’
paradigm is given which illustrates the flexibility of this approach.

Organisation of the Paper: In the next section we provide background infor-
mation on group signatures schemes, specifically those targeted at ‘large’ groups.
In section 3, we discuss the existing ways in which signatures are co-operatively
formed and point out the possibility of co-operative signature formation with
respect to a class of group signature schemes. Section 4 presents an example
of such a scheme based around a recently proposed group signature scheme. A
‘wallet with observer’ variation of this same scheme is described in section 5.

2 Group Signature Background

In this section we present the concepts relevant to group signature schemes and
explain the basic idea of Camenisch and Stadler [6] which underpins several
recent group signature schemes [2,4,19,8].

Group signature schemes were first introduced by Chaum and van Heyst [9]
in 1991. Unlike ordinary signatures, group signatures provide anonymity (and
unlinkability) to the signer, i.e., a verifier can only tell that a member of a group
signed. However, in exceptional cases, such as a legal dispute, any group signature
can be ‘opened’ by a designated revocation manager to reveal unambiguously the
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identity of the signature’s originator. At the same time, no coalition of entities
(including the group manager) can create a group signature which a verifier will
accept as valid but cannot be opened.

The following definitions are borrowed from Ateniese et al. [1]. A group signa-
ture scheme is a digital signature scheme comprised of the following procedures:

– SETUP: an algorithm for generating the initial group public key Y and a
group private key S.

– JOIN: a protocol between the group manager (GM) and a user that results
in the user becoming a new group member.

– SIGN: a protocol between a group member and a user whereby a group
signature on a user-supplied message is computed by the group member.

– VERIFY: an algorithm for establishing the validity of a group signature given
a group public key and a signed message.

– OPEN: an algorithm that, given a signed message and a group private key,
allows the revocation manager (RM) to determine the identity of the signer.

A group signature scheme must satisfy the following security properties:

– Correctness: Signatures formed by a group member using SIGN must be
accepted by VERIFY.

– Unforgeability: Only group members are able to sign messages on behalf of
the group.

– Anonymity: Given a valid signature of some message, identifying the actual
signer is computationally hard for everyone but the revocation manager.

– Unlinkability: Deciding whether two different valid signatures were computed
by the same group member is computationally hard (except for RM).

– Exculpability: Neither a group member nor the group manager can sign on
behalf of other group members. A closely related property is that of non-
framing [12]. It captures the notion of a group member not being made
responsible for a signature that the group member did not produce.

– Traceability: The group manager is always able to open a valid signature and
identify the signer.

– Coalition-resistance: A colluding subset of group members (even if comprised
of the entire group) cannot generate a valid signature that the group manager
cannot link to one of the colluding group members.

The efficiency of a group signature scheme is typically based on the following
parameters:

– The size of the group public key Y.
– The size of a group signature.
– The efficiency of SIGN and VERIFY.
– The efficiency of SETUP, OPEN and JOIN.

With early group signature schemes, the length of the public key was propor-
tional to the size of the group and therefore the running time of the verification
algorithm depends on the number of group members. The scheme proposed by
Camenisch and Stadler [6] was the first to offer:
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– a fixed sized group public key and a group signature independent of the size
of the group.

– the addition of new members at any time without requiring changes to the
group public key.

– the computational complexity of SIGN and VERIFY is also independent of
group size.

Camenisch and Stadler [6] proposed a general framework for constructing
group signature schemes suitable for large groups and this approach has been
followed by various recently proposed schemes [2,4,19,8]. An outline of this frame-
work is as follows:

– SETUP: A group’s public key consists of:
• the public key of an ordinary digital signature scheme used by the group

manager (GM) to sign membership certificates. Let SigGM(m) denote
the signature of this scheme on a message m.

• the public key of a probabilistic encryption scheme used by the revo-
cation manager (RM). Let EncrRM(r, m) denote the probabilistic en-
cryption of a message m using a randomizer r and let DecrRM(c) denote
the decryption of ciphertext c.

– JOIN: A new group member M chooses a random private key xM and com-
putes a membership key z ← f(xM), where f is a suitable one-way function.
The new member commits to z (for instance by signing it) and sends z and
the commitment to the group manager GM who returns a membership cer-
tificate V ← SigGM(z). The group manager stores the association between
the new member’s identity and the new alias (the public key z) in the mem-
bership table.

– SIGN: To sign a message m on behalf of the group, a member probabilisti-
cally encrypts z using the public key of the revocation manager (let c =
EncrRM(r, z) denote this ciphertext for some randomiser r) and issues
a signature of knowledge proving knowledge of values x̃ and Ṽ such that
Ṽ = SigGM(f(x̃)) holds and that f(x̃) is encrypted in c.

– VERIFY: The verification of such a group-signature is done by checking the
signature of knowledge.

– OPEN: The revocation manager can easily revoke the anonymity of a group
signature by decrypting c to recover z and forwarding this value to the group
manager. The group manager can find the member’s real identity from the
stored values in the membership table.

The challenge is to make suitable choices for the primitives used in this frame-
work. In particular, one seeks to find suitable choices for the one-way function,
the signature scheme and probabilistic encryption scheme that yield an efficient
signature of knowledge for the values x̃ and Ṽ. Recently, particular attention has
been paid to the task of designing membership certificates which are coalition
resistant [1,3].
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3 Co-operative Signature Generation

Ordinary signature schemes focus on the roles of two principle parties – the signer
and the verifier. The signer creates a signature on a given message and the verifier
determines if the signature is valid or not. Prior to signing, the signer chooses
a private key and public key pair and the verifier is supplied with the public
key for the purposes of signature verification. Because a signature is usually
used as proof that the signer commits to the contents of the signed message,
the verifier is interested in more than the fact that the signature is correctly
constructed with respect to a given public key. The verifier is also interested
in the association between the public key and the owner’s identity. To this end,
public key infrastructure (PKI) exists for the purpose of certifying the ownership
of public keys. Therefore, in practice, a signature must be accompanied either
explicitly or implicitly by a certified public key.

While two party signature schemes are common, examples of three party
schemes also exist. Blind signature schemes [11] involve a signer and a recipient
engaging in an interactive protocol so that the recipient may gain a signature
on a message of choice and that this signature remains unknown to the signer.
While the recipient may verify the resulting signature to ensure that the signer
has acted honestly, the recipient of the blind signature is not the intended final
destination for the signature. The recipient subsequently shows the blinded sig-
nature to a verifier for the purpose of proving to the verifier that they possess
a signature formed by the signer. The exact meaning of this act depends on the
application and is not of direct interest.

Another three party example can be found in some electronic cash schemes
[10,13,5]. The ‘wallet with observer’ paradigm utilises a combination of a user-
supplied computing device and an observer device charged with protecting the
bank’s interests. The customer’s effective private key is split into two parts. The
customer’s computing device stores one part and the observer the other. Both
devices must co-operate in order to form a valid customer signature.

The model for group signatures introduced by Camenisch and Stadler [6] is
quite similar to the functional operation of ordinary signature schemes. The user
generates a key pair, (xM , z), and acquires a certificate, V, on the public key of
the pair from a trusted party (in this case the group manager). The difference
is that the subsequent use of the key pair and certificate must be carried out
in such a way so as not to reveal the identity of the signer (anonymity) or link
together signatures created by the same user (unlinkability). Showing the pub-
lic key or the certificate with each signature would compromise the anonymity
and unlinkability required by the group signature scheme. The use of proofs of
knowledge provides the means by which the public key and the certificate can be
used in signature creation without being disclosed. This leads to the observation
that there are effectively two secret values, xM and V, inherently present in this
model.

As noted in section 2, the user must form a signature of knowledge of values
xM and V such that V = SigGM(f(xM)) holds and that f(xM) has been
encrypted under the revocation manager’s public key. The notation suggests that
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the proof will be provided in some atomic and indivisible fashion. In fact, the two
proposals in [6,7] demonstrate such a proof by providing two proofs of knowledge
– one proof of knowledge of xM such that z = f(xM) and another proof of
knowledge of V such that V = SigGM(z). The two proofs are not independent of
one another. Values used in the construction of the two proofs are shared which
links the two proofs together and allows the assertion of knowledge of both xM
and V.

When the group signature scheme allows for the separation of the roles of
xM and V in forming the proof of knowledge, it is possible for two co-operating
entities (one knowing xM and the other knowing V) to form a group signature
if they share the required values during the signing process. In this situation,
neither of the entities can independently create a group signature and each needs
the co-operation of the other entity.

The above observation leads to an investigation of the usefulness of such
co-operatively formed group signatures.

4 A Co-operative Group Signature Scheme

This section describes a co-operative group signature scheme based on a group
signature scheme proposed by Ateniese, Camensich, Joye and Tsudik [2]. In
order that a group member Mi create a signature on a message m of the type
described by Ateniese et al. [2], knowledge of two undisclosed values is required
– the group member’s secret key xi and the group membership certificate Vi.

It is possible for a group member Mi and a recipient R to create a group
signature co-operatively if Mi knows only the group member’s secret key xi and
R knows only the group membership certificate Vi. Both parties engage in an
interactive variation of the steps described by Ateniese et al. [2]. The interaction
is based on a proof of knowledge of discrete logs in a group of unknown order.

Although R knows the group membership certificate Vi and can easily calcu-
late the group member’s public key, R cannot learn the group member’s secret
key xi. If this were possible, the group manager who issues Vi could also learn
xi and therefore sign on behalf of a group member. This would contradict the
security properties already claimed for the original scheme.

4.1 The Group Signature Procedures

The SETUP, JOIN, VERIFY and OPEN procedures are as per the original scheme
[2] where a more detailed discussion of these procedures can be found. For sim-
plicity, we assume that the group manager is also the revocation manager.

SETUP: The initial phase involves the group manager (GM) setting the group
public Y and his secret key S.

– Let ε > 1, k, and �p be security parameters where the parameter �p sets the
size of the modulus to use and the parameter ε controls the tightness of the
statistical zero-knowledgeness.
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– Let λ1, λ2, γ1, and γ2 denote lengths satisfying

λ1 > ε(λ2 + k) + 2, λ2 > 4�p, γ1 > ε(γ2 + k) + 2 and γ2 > λ1 + 2.

The integral ranges Λ and Γ are defined as

Λ = [2λ1 − 2λ2 + 1, 2λ1 + 2λ2 − 1] and Γ = [2γ1 − 2γ2 + 1, 2γ1 + 2γ2 − 1].

– Select H to be a collision-resistant hash function such that

H : {0, 1}∗ → {0, 1}k.

– Select random secret �p-bit primes p′, q′ such that p = 2p′ +1 and q = 2q′ +1
are prime. Set the RSA modulus used to sign group membership certificates
to n = pq.

– Choose random generators a, a0, g, h for the set of quadratic residues Qn.
Note that, by construction, the order of Z

∗
n is ϕ(n) = 4p′q′ and therefore the

order of Qn is p′q′. Revealing the order of Qn reveals ϕ(n) and so compro-
mises the security of RSA signatures formed using modulus n. Hence, the
order of Qn must remain unknown to all but the group manager.

– Choose a random element xR ∈R Z
∗
p′q′ as the revocation private key and set

yR = gxR mod n as the revocation public key.
– The group public key is: Y = (n, a, a0, y, g, h, ε, k, �p, λ1, λ2, γ1, γ2, H).
– The corresponding secret key (known only to GM) is: S = (p′, q′, xR).

JOIN: Each group member Mi joins the group by interacting with the group
manager GM in order to acquire:

– A private key xi known only to the group member Mi such that xi ∈ Λ.
The associated public key is C2 = axi mod n with C2 ∈ Qn.

– A membership certificate [Ai, ei] where ei is a random prime chosen by GM
such that ei ∈R Γ and Ai has been computed by the GM as Ai := (C2a0)1/ei

mod n.

As part of JOIN, GM creates a new entry in the membership table and stores
the new member’s real identity along with [Ai, ei] in the new entry.

SIGN: A group member Mi can co-operatively create a group signature tuple
(c, s1, s2, s3, s4, T1, T2, T3) on a message m ∈ {0, 1}∗ by using knowledge of xi

and interacting with a recipient R who knows [Ai, ei] as shown in fig.1.

VERIFY: A verifier can verify a signature (c, s1, s2, s3, s4, T1, T2, T3) of the mes-
sage m as follows:
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Member Mi Recipient R
(knows xi s.t. C2 = axi ) (knows Ai = (C2a0)1/ei , ei)

Select w ∈R {0, 1}2�p

Compute:
T1 = Aiy

w
R mod n

T2 = gw mod n
T3 = gei hw mod n

Choose:
r1 ∈R ±{0, 1}ε(γ2+k)

r2 ∈R ±{0, 1}ε(λ2+k)

r3 ∈R ±{0, 1}ε(γ1+�p+k+1)

r4 ∈R ±{0, 1}ε(2�p+k)
W = ar2

W−−−−−−−−−−→
Compute:
d1 = T r1

1 /(Wyr3
R ) mod n

d2 = T r1
2 /gr3 mod n

d3 = gr4 mod n
d4 = gr1 hr4 mod n

T1, T2, T3, d1, d2, d3, d4, m←−−−−−−−−−−
Compute: Compute:
c = H(g ‖ h ‖ yR ‖ a0 ‖ a ‖

T1 ‖ T2 ‖ T3 ‖
d1 ‖ d2 ‖ d3 ‖ d4 ‖ m)

c = H(g ‖ h ‖ yR ‖ a0 ‖ a ‖
T1 ‖ T2 ‖ T3 ‖
d1 ‖ d2 ‖ d3 ‖ d4 ‖ m)

s1 = r1 − c(ei − 2γ1 ) ,
s2 = r2 − c(xi − 2λ1 ) (in Z) s2−−−−−−−−−−→ Check s2 ∈ ±{0, 1}ε(λ2+k)+1

Check as2 (C2/a2λ1 )
c ?= W

s3 = r3 − ceiw,
s4 = r4 − cw
(all in Z)

Output (c, s1, s2, s3, s4, T1, T2, T3).

Fig. 1. Co-operative Group Signature SIGN

1. Compute:

c′ = H ( g ‖ h ‖ yR ‖ a0 ‖ a ‖ T1 ‖ T2 ‖ T3 ‖
a0

cT s1−c2γ1

1 /(as2−c2λ1
ys3

R ) mod n ‖
T s1−c2γ1

2 /gs3 mod n ‖
T2

cgs4 mod n ‖
T3

cgs1−c2γ1
hs4 mod n ‖ m)

2. Accept the signature if and only if c = c′ and
– s1 ∈ ±{0, 1}ε(γ2+k)+1

– s2 ∈ ±{0, 1}ε(λ2+k)+1

– s3 ∈ ±{0, 1}ε(γ1+2�p+k+1)+1

– s4 ∈ ±{0, 1}ε(2�p+k)+1
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OPEN: In the event that the actual signer must be subsequently identified (e.g.,
in case of a dispute) GM executes the following procedure:

1. Check the signature’s validity via the VERIFY procedure.
2. Recover Ai (and thus the identity of Pi) as Ai = T1/T2

xR mod n.
3. Prove that loggyR = logT2(T1/Ai mod n)

4.2 Security

As the interactive protocol derived from the original group signature scheme is
an honest-verifier zero-knowledge proof of knowledge [2], a verifier cannot learn
any useful information from the co-operatively formed signatures produced by
our scheme if the hash function H acts as a random oracle. The major concern
is whether or not the recipient can learn information about the group mem-
ber’s private key by participating in the interactive co-operative group signature
protocol.

Definition 1 (Strong-RSA Problem). Let n = pq be an RSA-like modulus
and let G be a cyclic subgroup of Z

∗
n of order |G|. Let �log2 |G|� = �G. Given

n and z ∈ G, the Strong-RSA Problem consists of finding u ∈ G and e ∈ Z>

satisfying z ≡ ue mod n.

Assumption 1 (Strong-RSA Assumption). A probabilistic polynomial-time
algorithm K exists which on input of a security parameter �G outputs a pair (n, z)
such that, for all probabilistic polynomial-time algorithms P, the probability that
P can solve the Strong-RSA Problem is negligible.

Theorem 1. Under the Strong-RSA assumption, the interactive protocol be-
tween the group member and the recipient is an honest-verifier statistical zero-
knowledge proof of knowledge of the member’s private key for any ε > 1.

If the recipient is allowed to choose the challenge c, we cannot make a defini-
tive statement about the security of the scheme as the recipient may not act
honestly. If we assume that the hash function H acts as a random oracle, then,
by requiring that the member Mi calculates the challenge as the output from
the hash function H, we force the challenge to be randomly chosen and hence
we can claim that the interactive protocol is a statistical zero-knowledge proof
of knowledge. The proof is outlined in appendix A.

4.3 Practical Deployment

There is a real risk that a group member’s signing secrets could be stolen by an
attacker if they were stored on an insecure desktop workstation. The signing se-
crets need to be stored in a secure portable device such as a smartcard. While the
group signature scheme of Ateniese et al. [2] is significantly more efficient than
previous proposals, implementing the entire scheme within currently available
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smartcards is likely to result in performance which is unacceptable to those well
used to the high performance of current desktop workstations. In particular, the
smartcard environment suffers from the inability to perform pre-computations
when not in contact with a reader.

The co-operative scheme described above is well suited to the scenario of a
high performance workstation with attached smartcard reader. The group mem-
ber’s private key can be stored securely on a smartcard and the corresponding
membership certificate can be stored on the workstation. The two devices can co-
operatively form group signatures. Theft of the membership certificate provides
no more information about the member’s private key than was already available
to the group manager. Since the group manager cannot forge a group member’s
signature, theft of the membership certificate alone does not compromise secu-
rity. The division of labour is particularly well suited to an implementation of the
group member’s role by a modestly performed smartcard. Only one exponenti-
ation is required by the smartcard compared to around 10 exponentiations if the
original group signature scheme were implemented entirely by the smartcard.

5 A ‘Wallet with Observer’ Scheme

The ‘wallet with observer’ model was first proposed by Chaum and Pedersen
[10] and has been used by various electronic cash schemes [13,5] in order to
proactively protect the bank’s interests. In this model, the bank-issued smartcard
observer actively prevents the double-spending of coins.

Maitland and Boyd [15] have proposed a fair cash scheme based on the group
signature described by Ateniese et al [2]. A natural extension of this fair cash
scheme would be the introduction of prior restraint of double-spending. Since a
new member interacts with the group manager to obtain a group membership
certificate, it is natural for the group manager to consider issuing a tamper-
resistant observer which contains this membership certificate. In this scenario,
the group member could only produce a valid signature with the co-operation
of the tamper-resistant observer.

The scheme described in section 4 can be rearranged into the ‘wallet with
observer’ model through a minor adjustment to the JOIN procedure and a re-
structuring of the SIGN procedure.

5.1 The Restructured Procedures

Except for JOIN and SIGN, the other procedures are as per those described in
Sect. 4.1.

JOIN: The JOIN procedure follows the steps used by the JOIN presented in
Sect. 4.1. At the conclusion of the JOIN procedure, the group manager GM
issues the new group member Mi with a tamper-resistant observer Oi in which
the group manager has embedded the new group member’s certificate [Ai, ei].
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SIGN: A group member Mi can co-operatively create group signatures on mes-
sages m ∈ {0, 1}∗ by using knowledge of xi and interacting with an observer Oi

who knows [Ai, ei] as follows:

1. Oi:
– Generate a random value w ∈R {0, 1}2�p and compute:

T1 = Aiy
w
R mod n; T2 = gw mod n; T3 = geihw mod n.

where the pair (T1, T2) represent an ElGamal encryption of Ai using the
revocation manager’s public key yR.

– Randomly choose: r1 ∈R ±{0, 1}ε(γ2+k),
r3 ∈R ±{0, 1}ε(γ1+�p+k+1),
r4 ∈R ±{0, 1}ε(2�p+k)

– Compute: d̄1 = T r1
1 /yr3

R mod n; d2 = T r1
2 /gr3 mod n;

d3 = gr4 mod n; d4 = gr1hr4 mod n.
– Send (T1, T2, T3, d̄1, d2, d3, d4, ) to Mi.

2. Mi:
– Randomly choose r2 ∈R ±{0, 1}ε(λ2+k) and
– Compute d1 = d̄1/ar2 mod n and
– c = H (g ‖ h ‖ yR ‖ a0 ‖ a ‖ T1 ‖ T2 ‖ T3 ‖ d1 ‖ d2 ‖ d3 ‖ d4 ‖ m).
– Send d1 to Oi.

3. Oi: Compute
– c = H (g ‖ h ‖ yR ‖ a0 ‖ a ‖ T1 ‖ T2 ‖ T3 ‖ d1 ‖ d2 ‖ d3 ‖ d4 ‖ m).
– s1 = r1 − c(ei − 2γ1), s3 = r3 − ceiw, s4 = r4 − cw (all in Z)
– Send (s1, s3, s4) to Mi.

4. Mi: Compute
– s2 = r2 − c(xi − 2λ1), (in Z)
– Use VERIFY to confirm that (c, s1, s2, s3, s4, T1, T2, T3) is a valid signa-

ture on m.
– Output (c, s1, s2, s3, s4, T1, T2, T3).

5.2 Security

We are interested in whether the group member Mi can learn information about
the membership certificate stored in the observer Oi from the protocol interac-
tions with the observer.

Theorem 2. Under the Strong-RSA assumption, the interactive protocol be-
tween the observer and the group member is an honest-verifier statistical zero-
knowledge proof of knowledge of a membership certificate corresponding to the
membership secret key.

If we assume that the hash function H acts as a random oracle, then, by
requiring the observer Oi to calculate the challenge as the output from the hash
function H, we force the challenge to be randomly chosen and hence we can claim
that the interactive protocol is a statistical zero-knowledge proof of knowledge.
A proof of theorem 2 is given in appendix A.
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5.3 Practical Deployment

The use of an observer containing the member’s certificate fits in well with the
natural flow of the JOIN procedure. The last step in a successful JOIN procedure
sees the group manager providing the new group member with the membership
certificate necessary to form group signatures. As has already been raised, there
is a real risk that a group member’s signing secrets could be stolen by an attacker
when stored on an insecure workstation. If a secure computing device capable of
accepting a smartcard (e.g. palmtop or mobile phone) is available, the smartcard
observer can be placed in this device and maintained in an active state. In this
situation, the pre-computation of values is possible and the division of labour
afforded by the above scheme becomes viable.

The original work on ‘wallets with observers’ [10] raised the possibility of an
inflow/outflow of information between the observer and its issuer through the use
of subliminal channels. The protocol, as presented, needs to be protected against
such information leakage; otherwise, the anonymity of the group member may
be compromised. To this end, the observer’s choice of random values used to
generate the commitments needs to be salted by the group member.

6 Conclusions and Further Work

We have presented a method for co-operatively forming group signatures that
applies to a number of the recently proposed schemes. We have demonstrated
that the methods have practical application in the real deployment of group
signature schemes.

It is intended to investigate the practical deployment of these methods in
the context of an electronic cash scheme. The ’wallet with observer’ model is
susceptible to information outflow through a subliminal channel and will be the
subject of further work in order to protect against this possibility.

The notions introduced in this paper can also be applied to group blind
signatures. The scheme proposed by Ramzan and Lysyanskaya [14] is based on
the group signature scheme of Camenisch and Stadler [6] and uses two connected
proofs of knowledge. It therefore lends itself to our construction. If the blind
signature recipient is provided with the group member’s certificate, the proof
of knowledge of the certificate can be formed more efficiently by the recipient.
Only the proof of knowledge of the private key need be blinded. In this way, the
recipient can be assured that the group signature was formed by the member
concerned and not diverted to another member.

The group blind signatures proposed by Ramzan and Lysyanskaya [14,18] are
the only ones published in the literature. A group blind signature scheme with
provable security and more efficient construction is desirable. The notions pre-
sented in this paper are worthy of further investigation with a view to designing
an alternative group blind signature scheme.
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A Security Proofs

Proof of Theorem 1.

Honest-verifier Zero Knowledge: To prove that the protocol is statistical honest-
verifier zero-knowledge for any ε > 1, we have to show that an honest recipient,
i.e., one who chooses the challenge c uniformly random from {0, 1}k, can simulate
a protocol-conversation that is statistically indistinguishable from a protocol-
conversation with the group member.
The recipient can construct a simulator S as follows:

– randomly choose c′ from {0, 1}k according to the uniform distribution,
– randomly choose s′

2 from ±{0, 1}ε(λ2+k) according to the uniform distribu-
tion,

– compute W ′ = as′
2(C2/a2λ1 )

c′
.

(W ′, c′, s′
2) provides a simulated view of the protocol as seen by the recipient.

Note that each value in the range occurs with probability 1/(2ε(λ2+k+1) − 1).
That is, the probability distribution PS(s′

2) according to which the simulator S
chooses s′

2 is as follows:

PS(s′
2) =





0 for s′
2 < −(2ε(λ2+k) − 1)

1
2ε(λ2+k+1)−1 for − (2ε(λ2+k) − 1) ≤ s′

2 ≤ (2ε(λ2+k) − 1)
0 for s′

2 > (2ε(λ2+k) − 1)
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To prove that these values are statistical indistinguishable from a view of a
protocol run with the group member, it suffices to consider the probability dis-
tribution PM(s2) of the response s2 of the group member M and the probability
distribution PS(s′

2) according to which the simulator S chooses s′
2.

The probability distribution of s2 can be evaluated as follows.
– The group member chooses the private key xi randomly from Λ according

to any distribution

ui = xi − 2λ1 ∈ {−2λ2 + 1, . . . , 0, . . . , 2λ2 − 1}.

– The group member chooses r uniformly at random from ±{0, 1}ε(λ2+k)

r2 ∈ {−(2ε(λ2+k) − 1), . . . , 0, . . . , (2ε(λ2+k) − 1)}.

– The recipient chooses c from {0, 1}k according to any distribution.

c ∈ {0, 1, . . . , 2k − 1}.

Therefore, in general,

(c · ui) ∈ {−(2λ2 − 1)(2k − 1), . . . , 0, . . . , (2λ2 − 1)(2k − 1)}
and, since s2 = r2 − cui,

s2 ∈ {−(2ε(λ2+k)−1)−(2λ2 −1)(2k−1), . . . , 0, . . . , (2ε(λ2+k)−1)+(2λ2 −1)(2k−1)}
For a given group member, the private key xi is fixed and hence ui =

xi − 2λ1 is fixed. Therefore, (c · ui) takes on (2k − 1) possible values with
(c · ui) ∈ {0, ui, 2ui, . . . , (2k − 1)ui} if ui > 0 and, if ui < 0, (c · ui) ∈ {(2k −
1)ui, . . . , 2ui, ui, 0}. Without loss of generality, assume ui > 0. The case ui < 0
produces a distribution which is a mirror image of its positive counterpart.

The probability that the group member M selects r2 is

pM(r2) =

{
1

2ε(λ2+k+1)−1 for − (2ε(λ2+k) − 1) ≤ r2 ≤ (2ε(λ2+k) − 1)
0 otherwise

Let pR(c) be the probability that the recipient R selects the challenge c. (There-
fore,

∑2k−1
c=0 pR(c) = 1.) Because the selection processes for r2 and c are inde-

pendent, the probability of a valid pair (r2, c · ui) being selected is

pM(r2) × pR(c) =
pR(c)

(2ε(λ2+k+1) − 1)
.

Let Ns2 = {(r2, c)| s2 = r2 − cui}. The probability that s2 is output by the
interactive protocol is

PM(s2) =
∑

(r2,c)∈Ns2

pR(c)
(2ε(λ2+k+1) − 1)

=
1

(2ε(λ2+k+1) − 1)

∑

(r2,c)∈Ns2

pR(c) ≤ 1
(2ε(λ2+k+1) − 1)
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For −(2ε(λ2+k) − 1) ≤ s2 ≤ 2ε(λ2+k) − (2k − 1)(2λ2 − 1), each s2 can be
calculated in 2k ways using all possible values of c. That is, the output is s2 when
(r2, cui) ∈ {(s2, 0), (s2 + ui, ui), (s2 + 2ui, 2ui), . . . , (s2 + (2k − 1)ui, (2k − 1)ui)}.
The probability of s2 being output is exactly

PM(s2) =
1

(2ε(λ2+k+1) − 1)

2k−1∑
c=0

pR(c) =
1

(2ε(λ2+k+1) − 1)

For the left tail −(2ε(λ2+k) − 1) − (2λ2 − 1)(2k − 1) ≤ s2 < −(2ε(λ2+k) − 1), s2
can be calculated in strictly less than 2k ways and hence occurs with probability
less than 1

(2ε(λ2+k+1)−1) .

For the right tail (2ε(λ2+k) − 1) < s2 ≤ (2ε(λ2+k) − 1) + (2λ2 − 1)(2k − 1),
s2 can be calculated in at most 2k ways and hence occurs with probability less
than or equal to 1

(2ε(λ2+k+1)−1) .
Thus we have

∑
α∈Z

|PM(α) − PS(α)| =
∑

α∈Left Tail

|PM(α) − PS(α)| +

∑
α∈Right Tail

|PM(α) − PS(α)|

=
∑

α∈Left Tail

|PM(α) − 0| +

∑
α∈Right Tail

|PM(α) − 1
(2ε(λ2+k+1) − 1)

|

≤ (2λ2 − 1)(2k − 1)
(2ε(λ2+k+1) − 1)

+
(2λ2 − 1)(2k − 1)
(2ε(λ2+k+1) − 1)

≤ 2 × 2λ2 × 2k

(2ε(λ2+k+1) − 1)
=

2λ2+k+1

(2ε(λ2+k+1) − 1)

=
1

(2(ε−1)(λ2+k+1) − 2−(λ2+k+1))

Thus, as the number of active bits in the private key xi (namely λ2 bits)
increases, the difference between the two distributions is driven to zero for ε > 1
faster than any inverse polynomial function of λ2.
Proof of Knowledge: If the group member follows the protocol, then

W = ar2 = as2+c(xi−2λ1 ) = as2(axi/a2λ1 )
c

= as2(C2/a2λ1 )
c

mod n

with s2 ∈ ±{0, 1}ε(λ2+k)+1. Hence, the recipient will accept and the protocol is
complete.

Using the usual construction for a knowledge extractor, it is sufficient two
show that the knowledge extractor can compute xi once two accepting triples
with the same commitment have been found. Let (W, c, s2) and (W, c′, s′

2) be two
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such accepting triples. Since W = ar2 = as2(C2/aλ1)c = as′
2(C2/aλ1)c′

holds,

we have (C2/aλ1)c−c′
= as′−s. Let d = gcd(c − c′, s′ − s). Using the extended

Euclidean algorithm, we obtain values u and v such that u c−c′
d + v s′−s

d = 1 and
hence we have

a = au c−c′
d +v s′−s

d =
(

au(C2/aλ1)
v
) c−c′

d

By construction, d ≤ c − c′. If d < c − c′ then au(C2/aλ1)v is a c−c′
d -root of

a. Since this contradicts the Strong-RSA assumption, we must have d = c − c′.
Hence c − c′ divides s′ − s, and we can compute the integer

xi =
s′

2 − s2

c − c′ + 2λ1

such that axi = C2. 	


Proof of Theorem 2.

That the interactive protocol is honest-verifier statistical zero-knowledge follows
from the proof given for the original scheme [2]. We restrict our attention the
proof of knowledge part. We have to show that the knowledge extractor is able
to recover the group certificate [Ai, ei] once it has found two accepting tuples.

Let (c, s1, s3, s4) and (c′, s′
1, s′

3, s′
4) be tuples that are derived from the same

commitments (T1, T2, T3, d3, d4). Without loss of generality, assume that c′ > c.

Extracting Ai using T1, T2 and d3: Recall T1 = Aiy
w mod n and T2 = gw

mod n for a randomly chosen w ∈R {0, 1}2�p , d3 = gr4 mod n for a randomly
chosen r4 ∈R ±{0, 1}ε(2�p+k) and the response is s4 = r4 − cw.

d3 = gr4 = gs4+cw = gs4T c
2 = gs′

4+c′w = gs′
4T c′

2 mod n

gs4T c
2 = gs′

4T c′
2 mod n

gs4−s′
4 = T c′−c

2 mod n (1)

g(s4−s′
4)/(c′−c) = T2 mod n (2)

Let δ4 = gcd(s4 −s′
4, c′ −c). Therefore, by the extended Euclidean algorithm,

there exists α4, β4 such that α4(s4 − s′
4) + β4(c′ − c) = δ4 and so, using equation

(1),

g = g[α4(s4−s′
4)+β4(c′−c)]/δ4 =

(
gα4(s4−s′

4)gβ4(c′−c)
)1/δ4

=
(

T
α4(c′−c)
2 gβ4(c′−c)

) 1
δ4

=
(
T α4

2 gβ4
) (c′−c)

δ4 =
(
T α4

2 gβ4
)k

mod n with integer k =
(c′ − c)

δ4

Since δ4 = gcd(s4 − s′
4, c′ − c) and c′ > c, δ4 divides (c′ − c) and δ4 ≤

(c′ − c) =⇒ 1 ≤ c′−c
δ4

= k. If k > 1, then T α4
2 gβ4 is a kth root of g which

contradicts the Strong-RSA assumption. Therefore k = 1 and δ4 = (c′ − c).
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However, δ4 also divides s4 − s′
4 and so s4 − s′

4 = φ4(c′ − c) for some integer φ4.
Because s4 = r4 − cw and s′

4 = r4 − c′w,

s4 − s′
4 = (c′ − c)w

s4 − s′
4

c′ − c
= w

φ4 = w

and so Ai = T1/yw = T1/yφ4 mod n.

Extracting ei using φ4, T3 and d4: Note that φ4 = s4−s′
4

c′−c from above.

d4 = gr1hr4 = gs1+c(ei−2γ1 )hs4+cw = gs1hr4gc(ei−2γ1 )hcw

= gs1hs4(g−2γ1
geihw)c = gs1hs4(g−2γ1

T3)c mod n

d4 = gr1hr4 = gs′
1+c′(ei−2γ1 )hs′

4+c′w = gs′
1hs′

4(g−2γ1
T3)c′

mod n

gs1hs4(g−2γ1
T3)c = gs′

1hs′
4(g−2γ1

T3)c′
mod n

gs1−s′
1 = hs′

4−s4(g−2γ1
T3)c′−c = (hφ4g−2γ1

T3)c′−c mod n

Let δ1 = gcd(s1 − s′
1, c′ − c). Therefore, by the extended Euclidean algorithm,

there exists α1, β1 such that α1(s1 − s′
1) + β1(c′ − c) = δ1 and so, using equation

(1),

g = g[α1(s1−s′
1)+β1(c′−c)]/δ1 =

(
gα1(s1−s′

1)gβ1(c′−c)
)1/δ1

=
(

(hφ4g−2γ1
T3)α1(c′−c)gβ1(c′−c)

)1/δ1

=
(

(hφ4g−2γ1
T3)α1gβ1

) (c′−c)
δ1

=
(

(hφ4g−2γ1
T3)α1gβ1

)j

with integer j =
(c′ − c)

δ1
.

Since δ1 = gcd(s1 − s′
1, c′ − c) and c′ > c, δ1 divides (c′ − c) and δ1 ≤

(c′ − c) =⇒ 1 ≤ c′−c
δ1

= j. If j > 1, then (hφ4g−2γ1
T3)α1gβ1 is a jth root of g

which contradicts the Strong-RSA assumption. Therefore j = 1 and δ1 = (c′−c).
However, δ1 = (c′ −c) also divides (s1 −s′

1) and so there is an integer φ1 = s1−s′
1

c′−c .
Because s1 = r1 − c(ei − 2γ1) and s′

1 = r1 − c′(ei − 2γ1),

s1 − s′
1 = (c′ − c)(ei − 2γ1)

s1 − s′
1

c′ − c
= (ei − 2γ1)

So ei = s1−s′
1

c′−c + 2γ1 = φ1 + 2γ1 .
	




Transitive Signature Schemes

Silvio Micali and Ronald L. Rivest

Laboratory for Computer Science, Massachusetts Institute of Technology,
Cambridge, MA 02139

rivest@mit.edu

Abstract. We introduce and provide the first example of a transitive
digital signature scheme. Informally, this is a way to digitally sign vertices
and edges of a dynamically growing, transitively closed, graph G so as
to guarantee the following properties:

– Given the signatures of edges (u, v) and (v, w), anyone can easily
derive the digital signature of the edge (u, w).

– It is computationaly hard for any adversary to forge the digital sig-
nature of any new vertex or other edge of G, even if he can request
the legitimate signer to digitally sign any number of G’s vertices and
edges of his choice in an adaptive fashion (i.e., even if he can choose
which vertices and edges the legitimate signer should sign next after
he sees the legitimate signatures of the ones requested so far).

Keywords: public-key cryptography, digital signatures, graphs, transi-
tive closure.

1 Introduction

Sometimes cryptosystems have (or can be designed to have) algebraic properties
that make them exceptionally useful for certain applications.

For example, cryptosystems with appropriate homomorphisms can be used
for “computing with encrypted data” [14,8,9,15].

Similarly, blind signatures [4,5] utilize similar homomorphic properties.
Of course, algebraic properties of cryptosystems are often undesirable; they

may yield avenues for attacking the cryptosystem such as undesirable “malleabil-
ity” properties [7].

We propose here a new property for signature schemes that may have inter-
esting applications. We call signature schemes with this property “transitive”
signature schemes, because the signature scheme is compatible with computing
the transitive closure of the graph being signed.

Subsequent to our work, Johnson et al. [11] have investigated related gener-
alizations under the rubric of “homomorphic signature schemes.”

Graphs are commonly used to represent a binary relation on a finite set. A
graph G = (V, E) has a finite set V of vertices and a finite set E ⊆ V × V
of edges. We write an edge from u to v as the ordered pair (u, v) in any case,
whether the graph is directed or undirected. Cormen et al. [6] describe graph
representations and algorithms.

B. Preneel (Ed.): CT-RSA 2002, LNCS 2271, pp. 236–243, 2002.
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Many graphs are naturally transitive: that is, there is an edge from u to v
whenever there is a path from u to v.

For a directed example, consider a graph representing a military chain-of-
command. Here vertices represent personnel and a directed edge (u, v) from u
to v means that u commands (or controls) v. Clearly, if u commands v and v
commands w, then u commands w.

For an undirected example, consider a graph representing a set of administra-
tive domains. The vertices represent computers and an undirected edge means
that u and v are in the same administrative domain. Again, it is clear that if u
and v are in the same administrative domain, and if v and w are in the same
administrative domain, then u and w are in the same administrative domain.
Transitive (and reflexive) undirected graphs represent equivalence relations.

We are interested in situations where someone (let’s call her Alice) wishes to
publish a transitive graph in an authenticated (i.e., signed) manner. Signing the
graph allows others to know that they are working with the authentic graph (or
with authentic components of the graph).

Of course, Alice could just sign a representation of the entire graph as a
single signed message. This approach may, however, be awkward in practice,
particularly if the graph changes frequently or the components are large.

Regarding the efficiency of representation, we observe that a graph with n
vertices may have O(n2) edges. It may be more efficient for Alice to sign a smaller
graph, with the explicit understanding that the intended graph is the transitive
closure of the signed graph. In this way she never needs to sign more than O(n)
edges (in the undirected case).

The transitive closure G∗ = (V ∗, E∗) of a graph G = (V, E) is defined to
have V ∗ = V and to have an edge (u, v) in E∗ if and only if there is a path
(of length zero or greater) from u to v in G. (This is more properly called the
reflexive transitive closure, but we stick with standard usage.)

For further efficiency, we now restrict our attention to schemes wherein Alice
signs the vertices and edges of the graph G individually. This allows G to grow
dynamically: vertices and edges may be added later on without Alice having to
re-sign everything done before. (We assume that vertices and edges are never
deleted.)

Alice thus has two signature schemes for signing the components of the graph
G: one signature scheme for signing vertices, and one for signing edges. We
denote her signature of the vertice v as σ(v) and her signature of the edge (u, v)
as σ(u, v), with the understanding that the underlying signature schemes may
be different.

Because we are focussing on the situation where the graph Alice intends
to sign is transitive, she need only sign a subset of the edges, as long as the
transitive closure of that subset is equal to the intended graph. For example,
in the chain-of-command example, she need only sign edges representing the
relationship between an individual and his immediate superior; other edges can
be inferred from these. Or, for another example, in the administrative domain
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example, she need only sign enough edges to form a spanning tree within each
administrative domain.

An observer who then sees a signed edge σ(u, v) and another signed edge
σ(v, w) can then infer that (u, w) is also in the graph being signed by Alice. It is
as if Alice had actually signed the edge (u, w) directly. And then if the observer
sees another edge (w, x), he can infer that (u, x) is in the graph as well.

In some applications, however, it may be necessary for a party to actually
prove that Alice signed (either explicitly or implicitly by transitivity) an edge.
For example, a party x may need to prove that he is in the chain of command
underneath party u. Or, party x may need to prove that he is in the same
administrative domain as party u. How can this be done, if the edge (u, x) was
not explicitly signed, but is only inferrable by transitivity?

A straightforward approach to proving that (u, x) is in the graph is to produce
a “proof” consisting of a sequence of signed edges forming a path from u to x
(with their signatures). In this example, a proof that (u, x) is in the graph might
consist of the sequence:

(u, v), (v, w), (w, x) (1)

and their corresponding signatures:

σ(u, v), σ(v, w), σ(w, x) . (2)

(Actually, the proof includes Alice’s signatures on each of the vertices as well:

σ(u), σ(v), σ(w), σ(x) .) (3)

This sequence of signed edges forms a path from u to x, thus proving that the
edge (u, x) is in the graph being signed by Alice.

The problem with using such “path-proofs” is that they may become cumber-
some if the path is long, and may introduce unnecessary detail and information
in the proof. (Why should a soldier need to mention each of his superior officers
if all he is trying to prove is that he is in the U.S. Army?)

We are thus led to wonder whether some signature schemes might be com-
patible with a “path compression” operator that produces an inferred signature
that is indistinguishable from one that might have been produced by Alice.

More specifically, let us informally define a “transitive signature scheme” to
be a scheme for signing the vertices and edges of a graph such that if someone
sees Alice’s signatures on vertices u, v, and w and also sees Alice’s signatures on
edges (u, v) and (v, w), then that someone can easily compute a valid signature
on the edge (u, w) that is indistinguishable from a signature on that edge that
Alice would have produced herself. See Figure 1.

With a transitive signature scheme Alice only needs to sign a minimum num-
ber of edges that has the same transitive closure as her intended graph; an
observer can infer her signatures on the remaining (inferred) edges.

We note for the record that this minimum subset of edges having the same
transitive closure is called the transitive reduction of a graph and can be com-
puted efficiently in both the undirected and directed cases [1].
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Fig. 1. With a transitive signature scheme anyone can compute a signature on edge
(u, w) given signatures on edges (u, v) and (v, w).

With a transitive signature scheme, anyone can produce a short “proof” that
a given edge is in the graph. Even if Alice didn’t sign that edge explicitly, the
proof is a signature that might as well been produced by Alice. Most conveniently,
one does not need to have the verifier understand chains or sequences of signed
edges (as one typically has to do for certificate chains in an analagous situation,
for example [12, Section 13.6.2]).

Having providing some motivation, we can then ask: do transitive signature
schemes exist?

We provide a partial answer below.

2 An Undirected Transitive Signature Scheme

In this section we describe a transitive signature scheme for working on undi-
rected graphs (which we dub a undirected transitive signature scheme) and prove
it secure. It is based on the difficulty of the discrete logarithm problem.
User setup: Each user selects a public-key signature scheme for signing vertices.
The vertex signature scheme should have the usual security properties, but need
not have any special algebraic properties. For example, the scheme proposed
by Goldwasser, Micali, and Rivest [10] is satisfactory here as a vertex signature
scheme. The user selects a public-key/private-key pair, and publishes the public-
key.

For use in signing edges, each user selects and publishes the following param-
eters:

– large primes p and q such that q divides p − 1, and
– generators g and h of the subgroup Gq of order q of Z∗

p, such that the base-g
logarithm of h modulo p is infeasible for others to compute.

Creating a new vertex: When a user Alice wishes to create a new vertex and
add it to the graph, she does the following:

– Let n denote the number of vertices previously created. Increment n by 1.
– Select two values xn and yn independently at random from Zq.
– Compute vn as gxnhyn (mod p).
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– Compose, sign, and publish a statement of the form, “The n-th vertex of
the graph is represented by the value vn.” (The message is signed using the
vertex-signing public-key signature scheme. The value vn is given explicitly
in the message. The values xn and yn are kept secret by Alice.)

Signing the edge (i, j): To sign the edge between the i-th vertex and the j-th
vertex, Alice computes and publishes the quadruple:

(i, j, αij , βij)
where

αij = xi − xj (mod q)
βij = yi − yj (mod q) .

We note that the vertex-signing procedure is very similar to the information-
theoretically secure commitment scheme of Pedersen [13] (or equivalently, of
Chaum, van Heijst, and Pfitzmann [3]).
Verifying an edge signature: Anyone can verify the signature on an edge by
checking that

vi = vjgαij hβij (mod q) . (4)

Composing edge signatures: Given a signature (i, j, αij , βij) of edge (i, j)
and a signature (j, k, αjk, βjk) of edge (j, k), anyone can compute the signature

(i, k, αik, βik)
on edge (i, k) as:

αik = αij − αjk (mod q)
= xi − xk (mod q)

βik = βik − βik

= yi − yk (mod q) .

This signature is identical to what Alice would produce when signing the edge
(i, k).

3 Security

As with any signature scheme, proving security means proving that an adversary
will not be able to forge new signatures having seen some previous legitimate
signatures. Of course, when the signature scheme has the kind of algebraic prop-
erty considered in this paper, the adversary is intentionally given for free the
ability to “forge” signatures on new edges, as long as they are in the transi-
tive closure of previously signed edges. Since the adversary is being explicitly
given this capability for free, it is considered a feature (and not a defect) that
the adversary can compute these signatures. It is thus the ability of the adver-
sary to compute signatures on edges outside the transitive closure of previously
signed edges that should be considered as “forgery” and a break of the signature
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scheme; our proof shows that forging signatures outside of the transitive closure
of previously signed edges is provably hard.

There is another subtle issue regarding the definition of security, regarding
how the previously signed edges are determined. The simplest sort of “static”
adversary would be asked to forge a signature on a “new” edge, given as input
a graph with a given set of edge signatures.

A more powerful adversary, which our scheme is capable of defeating, would
be given the following capabilities, which he could exercise at will, until he is
ready to attempt a forgery. The adversary can make the following requests of
the signer.

– Initialize. Ask the signer to discard any previously signed vertices and
edges, and begin with a “clean slate”; ask the signer to make up a new
name N for a new graph to be constructed.

– Add a new vertex i. Ask the signer to sign a statement saying that “vertex
i is now part of the graph N .”

– Add a new edge (i, j). Ask the signer to sign a statement saying that
“edge (i, j) is now part of the graph N .”

Once the adversary is done with his requests, he is challenged to forge an edge
signature on any edge of his choice, as long as the edge is not in the transitive
closure of the edges previously signed.

It is important to emphasize that the adversary is adaptive in the sense that
each such request need be formulated by the adversary only after he has seen
the response to all previous requests. The adversary does not need to commit to
all of his requests in advance; he makes them up as he goes along.

(We note that if the adversary is static rather than adaptive, in the sense that
he must commit to all of requests before seeing the responses to any of them,
then other simpler schemes will work. For example, it suffices for the signer to
publicly assign a random number xi to each vertex i, and to sign edge (i, j)
by giving an RSA signature on the value xi/xj , that is, (xi/xj)d (mod n). The
multiplicative property of RSA ensure the desired transitive property. However,
we don’t know how to prove this scheme is secure against an adaptive adversary,
as the usual reduction techniques seem to require knowing ahead of time (when
the xi values are committed to) what the final connected components will be,
so that the xi values can be appropriately set up for the reduction, and there
are too many possible arrangements of the connected components to guess it
correctly with a inverse polynomial chance of success.)

In our scheme, starting a new graph means making up a new set of system
parameters for that graph, and publishing the details of the corresponding vertex
and edge signature schemes. Each vertex and edge signature is accomplished as
described in the previous section.

Theorem 1. The proposed undirected transitive signature scheme is secure in
the sense that an adversary can not forge a signature for an edge not in the
transitive closure of edges already seen, even if he can adaptively request new
vertices to be created and signed and request edges to be signed, assuming that
computing discrete logarithms is hard.
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Proof sketch: A straightforward reduction from the discrete logarithm in Gq,
the subgroup of prime order q modulo p. Given an instance (g, y, p, q) of the
discrete logarithm problem (where g and y are in Gq and the goal is to compute
logg(y) mod p) we create a transitive signature scheme with g = g and h = y. It
is easy to see how a simulator can respond successfully to requests for signatures
of edges. However, the usual linear algebra (see Pedersen [13]) can be used to
show that it is hard for an adversary to forge signatures since it would imply
being able to compute logg(h). One needs to argue that the adversary learns
nothing about the true xi and yi values from the signatures he observes. The
adversary’s forgery on an edge is thus extremely unlikely to be equal to the
simulator’s signature for that edge. Given two signatures on the same edge,
logg(h) can be computed. (A more complete proof will be given in the complete
version of this paper.) ��

4 Remarks and Discussion

The problem of finding a directed transitive signature scheme remains a very
interesting open problem. We have not been able to make much progress on this
problem.

We note that there is some similarity between our problem and the problem
of “atomic proxy cryptography” due to Blaze et al. [2]. However, we have not
been able to come up with a provably secure undirected transitive signature
scheme for a scheme modelled on their ideas without losing too much efficiency
in the proof.

Another interesting open problem is the following: Given Alice’s signature
on message M and on (in some special way) Bob’s public key, Bob can then “cut
himself out of the middle” and produce Alice’s signature on M and on (in the
same special way) Carol’s public key. This would be very useful for collapsing
chains of delegation or certification.
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Abstract. Privacy homomorphisms, encryption schemes that are also
homomorphisms relative to some binary operation, have been studied for
some time, but one may also consider the analogous problem of homo-
morphic signature schemes. In this paper we introduce basic definitions
of security for homomorphic signature systems, motivate the inquiry with
example applications, and describe several schemes that are homomor-
phic with respect to useful binary operations. In particular, we describe
a scheme that allows a signature holder to construct the signature on
an arbitrarily redacted submessage of the originally signed message. We
present another scheme for signing sets that is homomorphic with respect
to both union and taking subsets. Finally, we show that any signature
scheme that is homomorphic with respect to integer addition must be
insecure.

1 Introduction

A cryptosystem f : G → R defined on a group (G, ·) is said to be homomor-
phic if f forms a (group) homomorphism. That is, given f(x) and f(y) for some
unknown x, y ∈ G, anyone can compute f(x · y) without any need for the pri-
vate key. Somewhat surprisingly, this property has a wide range of applications,
including secure voting protocols [8] and multiparty computation [26].

In a series of talks, Rivest suggested the investigation of homomorphic signa-
ture schemes. For instance, the RSA signature scheme is a group homomorphism,
as md

1 · md
2 = (m1 · m2)d. This property was previously considered to be unde-

sirable and much energy has been spent on eliminating it [5]. The question is
whether this property can be put to positive use instead. More generally, Rivest
asked whether homomorphic signature schemes with positive applications can
be found.

Our goal is to shed light on this question. In the process, we give a formal
definition of what it means to be a secure homomorphic signature scheme (see
Section 3). Then, we construct a redactable signature scheme where, given a
signature Sig(x), anyone can compute a signature Sig(w) on any redaction w of
x obtained by rubbing out some positions of x (Section 4). We give proofs of
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security for this scheme (Appendix A). We present a scheme for signing sets that
allows anyone to compute the signature on the union of two signed sets, and the
signature on any subset of a signed set, and corresponding proofs of security
(Section 5).

We also consider additively homomorphic signature schemes Sig : Z/mZ →
R. We argue that all such schemes are insecure: they unavoidably possess prop-
erties that are likely to render them useless in practice (Section 6). The prob-
lematic properties of additive signature schemes are general and completely in-
dependent of the way the scheme is implemented. In response, we define and
consider semigroup-homomorphic signature schemes, which would permit us to
avoid these bad properties. We pose as an open problem to find a signature
scheme that is semigroup-homomorphic but not group-homomorphic.

2 Related Work

The notion of homomorphic signature schemes was first given by Rivest in a series
of talks on “two new signature schemes” [24]. The first of these signature schemes,
due to Micali and Rivest, is a “transitive signature scheme” for undirected graphs
[19]. In this scheme, given a signature on two graph edges Sig((x, y)), Sig((y, z)), a
valid signature Sig((x, z)) on any edge in their transitive closure can be computed
without access to the secret key. This scheme works only for undirected graphs;
given signatures on the transitive closure edge Sig((x, z)) and the edge Sig((x, y)),
a signature on the “intermediate” edge Sig((y, z)) can be computed It was left
as an open problem to find a similar scheme for directed graphs.

The second signature scheme, due to Rivest, Rabin, and Chari, allows “pre-
fix aggregation” [24]. Given two signatures Sig(p‖0) and Sig(p‖1) on the two
messages obtained from p by appending a zero and one bit, their scheme al-
lows computation of a signature Sig(p) on p without access to the secret key.
The scheme as presented has a property similar to the transitive graph signature
scheme: the signature Sig(p‖1) can be easily computed. from Sig(p) and Sig(p‖0).
It was left as an open problem to find a similar scheme that does not have this
property. Rivest also posed the open problem of finding a “concatenation sig-
nature scheme,” in which given two signatures Sig(x) and Sig(y) a signature
Sig(x‖y) on their concatenation can be computed.

Rivest also suggested investigating what other “signature algebras” can be
constructed. In Section 4 we give a construction for “redactable signatures.”
Then in Section 5 we show that RSA accumulators can be used to construct
signatures homomorphic with respect to the union and subset operations.

Homomorphic signature schemes are intriguing in part because homomorphic
cryptosystems have proved to be so useful. Rivest, Adleman, and Dertouzos
noted applications of “privacy homomorphisms” to computing on encrypted
data soon after the introduction of RSA [25]. Peralta and Boyar showed that
an xor-homomorphic bit commitment could be exploited to yield more efficient
zero-knowledge proofs of circuit satisfiability [23]. Feigenbaum and Merritt noted
that a “cryptosystem which is a ring homomorphism on Z/2Z could be used to
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implement completely non-interactive secure circuit evaluation” and called such
cryptosystems “algebraic” [14]. Benaloh gave a secure election scheme based on
a homomorphic encryption scheme [12]. Cramer and Damgard use homomor-
phic bit commitments to drastically simplify zero-knowledge proofs [13]. Many
other examples exist in which homomorphic properties are used to construct
cryptographic protocols.

The initial promise of privacy homomorphisms was tempered by a string of
negative results. Ahituv, Lapid, and Neumann showed that any cryptosystem
that is xor-homomorphic on GF (264) is insecure under chosen ciphertext at-
tack [1]. Boneh and Lipton showed that any deterministic cryptosystem that
is a field homomorphism must fall victim to a subexponential attack [10]. They
further conjectured that any field-homomorphic cryptosystem, which they called
“completely malleable,” would prove to be insecure. Brickell and Yacobi broke a
number of candidate constructions of privacy homomorphisms [11]. These nega-
tive results have their analogue in our results of Section 6 showing the triviality
of signature schemes that are group homomorphisms on (Z, +).

Besides RSA, several other homomorphic cryptosystems are currently known.
Goldwasser-Micali encryption takes the form of a group homomorphism Z/2Z →
(Z/nZ)∗ [17], and others have proposed a number of other public-key encryption
schemes that have various useful homomorphic properties [15,8,22,20]. Of part-
icular interest is Sander, Young, and Yung’s slick construction of an encryption
algorithm that is both and- and xor-homomorphic [26]; they note that this is
the first cryptosystem homomorphic over a semigroup.

Redactable signature schemes are related in both spirit and construction to
the “incremental cryptography” of Goldwasser, Goldreich, and Bellare [3]. Our
notion of privacy for redactable signatures has a parallel in their notion of privacy
for incremental signatures [4].

3 Definitions

We define the notion of a homomorphic signature scheme as follows. A spec-
ification of a signature scheme includes a message space M, a set of private
keys K, a set of public keys K′, a (possibly randomized) signature algorithm
Sig : K ×M → Y, and a verification algorithm Vrfy : K′ ×M×Y → {ok, bad} so
that Vrfy(k′, x, Sig(k, x)) = ok for all x ∈ M when (k, k′) is a matching private
key and public key. As a notational matter, for conciseness we often omit the
private and public keys, writing Sig(x) instead of Sig(k, x) and Vrfy(x, s) instead
of Vrfy(k′, x, s) when this abbreviation will not cause confusion. Also, for a bi-
nary operation � : M × M → M and a set S ⊆ M, we let span�(S) denote the
least set T with S ⊆ T and x � y ∈ T for all x, y ∈ T .

Definition 1. Fix a signature scheme Sig : K × M → Y, Vrfy : K′ × M ×
Y → {bad, ok} and a binary operation � : M × M → M. We say that Sig
is homomorphic with respect to � if it comes with an efficient family of binary
operations ⊗k′ : Y × Y → Y so that y ⊗k′ y′ = Sig(x � x′) for all x, x′, y, y′

satisfying Vrfy(x, y) = Vrfy(x′, y′) = ok.
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As an example, if (G, ×G) and (R, ×R) are two groups and we have a signature
scheme Sig : K × G → R that is also a group homomorphism from G to R for
each k ∈ K, then this will qualify as a signature scheme that is homomorphic
with respect to ×G, since we may take y ⊗k′ y′ = y ×R y′.

This definition requires that signatures derived via ⊗k′ be indistinguishable
from signatures generated by the private key holder, which we refer to as history-
independence. This precludes trivial schemes that, for example, allow the ordered
pair (y, y′) to serve as a signature on x � x′. Although the definition above
is for deterministic signature schemes, extending it to probabilistic schemes is
straightforward; one can simply require that the distribution of y ⊗k′ y′ be in-
distinguishable from that of Sig(x � x′).

For homomorphic signature schemes, we need a new definition of security.
The standard notion of security against existential forgeries is too strong: no
homomorphic signature scheme could ever satisfy it, because given two signa-
tures on messages x and x′, one can generate a signature on the new message
x′′ = x � x′ without asking the signer for a signature on x′′ explicitly.

Fortunately, there is a natural extension. Suppose the adversary has obtained
signatures on queries x1, . . . , xq. Such an adversary can deduce signatures on
xi �xj , (xi �xj)�xk, and so on; in other words, no message in span�(x1, . . . , xq)
seems to be safe. Therefore, we will require that no adversary be able to deduce
a valid signature on anything outside span�(x1, . . . , xq).

Definition 2. We say that a homomorphic signature scheme Sig is (t, q, ε)-
secure against existential forgeries with respect to � if every adversary A making
at most q chosen-message queries and running in time at most t has advantage
Adv A ≤ ε. The advantage of an adversary A is defined as the probability that,
after queries on the messages x1, . . . , xq, A outputs a valid signature 〈x′, y′〉 on
some message x′ /∈ span�(x1, . . . , xq). In other words, Adv A = Pr[ASig(k,·) =
〈x′, y′〉 ∧ Vrfy(x′, y′) = ok ∧ x′ /∈ span�(x1, . . . , xq)].

In some cases, we might want an additional guarantee that the operation �
does not allow the adversary to create too many new signatures. Consider the
additive signature schemes broken later in Section 6: They are good candidates to
satisfy Definition 2, yet knowledge of a single signature could allow an attacker
to sign every other possible message. Therefore, we introduce the concept of
security against random forgeries:

Definition 3. The signature scheme Sig : K × M → Y is said to be (t, q, ε)-
secure against random forgeries if every adversary A making at most q chosen-
message queries and running in time at most t has advantage Adv A ≤ ε. The
advantage of an adversary is the probability that it can output a valid signature
on a new message x′ chosen by the referee uniformly at random from M and
independently of all the adversary’s chosen-message queries. In other words,
Adv A = Pr[Vrfy(x′, ASig(k,·),cx′ ) = ok] where cx′ is the constant function that
always returns x′ and where the adversary is not allowed to make any further
queries to its signing oracle after looking at the value x′.
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For example, one might reasonably conjecture that textbook RSA signatures are
secure against random forgeries.

The security of a homomorphic signature scheme seems to depend on two
related notions: the size of span�(x1, . . . , xq) for small sets of messages, and
the difficulty of the decomposition problem, i.e. given x ∈ span�(x1, . . . , xq),
find an explicit decomposition of x in terms of the xi’s and the � operation. If
decomposition is hard, then the scheme may be secure even if the spans of small
sets of messages are quite large, as is the case with RSA. The scheme may also
be secure if the decomposition problem is easy, but most sets of messages only
span a small portion of the message space. Redactable signatures are just such a
scheme. The trouble occurs when a scheme admits both easy decomposition and
large spans. Indeed, this is exactly what renders additive schemes so vulnerable
to random forgeries.

One can easily generalize the above notions to operations that take an arbi-
trary number of operands, and to schemes that are simultaneously homomorphic
with respect to more than one operation.

We can also consider signature schemes that are homomorphic with respect
to a number of interesting mathematical structures. If (G, ×G) is a group, then
we say that Sig : G → Y is a group-homomorphic signature scheme if it is homo-
morphic with respect to the binary operator ×G as well as the unary inversion
operation x �→ x−1. If (M, ×M ) is a semigroup1, then we say that Sig : M → Y
is a semigroup-homomorphic signature scheme if it is homomorphic with respect
to the binary operator ×M . If (R, ×R, +R) is a ring, we say that Sig : R → Y is
a ring-homomorphic signature scheme if it is homomorphic with respect to both
×R and +R. Boneh et al. have shown that every2 field-homomorphic signature
scheme Sig : F → Y can be broken in subexponential time [10].

4 Redactable Signatures

The problem. Redactable signatures are intended to model a situation where a
censor can delete certain substrings of a signed document without destroying
the ability of the recipient to verify the integrity of the resulting (redacted)
document. In particular, we allow the censor to replace arbitrary bit positions in
the document with a special symbol � representing the location of the deletions.
(Our construction can be readily generalized to any alphabet, so that the signer
can limit redactions to whole words, sentences, etc., but for simplicity we describe
only the case of bit strings here.)

Redactable signatures might have several applications. They permit deletion
of arbitrary substrings of a document, and thus might be useful in proxy cryp-
1 Recall that a semigroup is a set M together with an associative binary operator ×M

with the property that M is closed under ×M .
2 Boneh et al. noted that their attack applies to all deterministic field-homomorphic

encryption schemes, but not to randomized encryption schemes. We observe that
their result also applies to all field-homomorphic signature schemes, whether the
signature scheme is deterministic or randomized.
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Alice spends 60 hours a
week trying to find ways
to add value to our bot-
tom line, and never have
I known her to shirk her
duties. Alice is a true as-
set to our company, and I
cannot think of one per-
son better suited to your
requirements.

Alice spends 60 hours a
week trying to find ways
to shirk her duties, and I
can think of one person
better suited to your re-
quirements.

Alice spends 60 hours a
week trying to find ways
to ��������������������������
�����������������������������
��� shirk her duties ������
�����������������������������
��, and I can��� think of
one person better suited
to your requirements.

Fig. 1. An illustration of the need to disclose the location of redactions. The left
shows a sample document that one might sign with a redactable signature scheme.
The middle shows one substring that might be obtained if the location of redactions
is not made explicit in the result; note how the meaning of the original document has
been violated. The right shows the corresponding redaction obtained if deletions are
disclosed explicitly; note how the attempted trickery is revealed by this countermeasure.
Because of this potential for this sort of semantic attack when the location of deletions
are not made explicit, as illustrated here, all our constructions follow the model shown
on the right of making deletions explicit.

tography or incremental cryptography. As their name suggests, they also permit
redaction and censorship of signed records with an untrusted censor: the censor
cannot forge documents, except those obtained by redaction of a legitimately
signed document.

Semantic attacks and our formulation of redaction. Making the problem state-
ment more precise exposes a subtle trap here. A natural first attempt at a defini-
tion might require that, given a signature Sig(x) on x, one can obtain a signature
Sig(w) on any substring w of x that is obtained by deleting some of the symbols
in x. However, this formulation of the problem has a serious limitation: such a
scheme will conceal the presence of deletions, which introduces the risk of seman-
tic attacks. Without indication of where the redaction has occurred, an attacker
might legally be able to truncate the end of one sentence, delete the beginning
of the next, and slice them together to get a message the sender would not have
authorized. For an example, see Figure 1. To defeat semantic attacks, we instead
use a formulation where the presence of redacted segments are made explicit.

We define the concept more formally as follows. Let us take Σ = {0, 1, �}.
We define a partial order � on Σ so that � � 0, � � 1, and a � a for each a ∈ Σ
(and no other non-trivial relations hold). This induces a partial order � on Σ∗

by pointwise comparison, namely, w1 · · · wn � x1 · · · xn holds if wi � xi for each
i. We say that the document w is a redaction of x if w � x, or in other words,
if w can be obtained from x by replacing some positions of x with the � symbol.
The signature scheme Sig : Σ∗ → R is called redactable if we can derive from a
signature Sig(x) on x a signature Sig(w) on any redaction w � x we like, without
the help of the signer.
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Note that, in this model, we do not attempt to hide the location of the cen-
sored portions of the documents. Thus, a signature Sig(w) on a redaction w of
x may legitimately reveal which portions of x were deleted, and specifically, the
presence and location of redacted segments is protected from tampering by the
signature. However, it does not reveal the previous contents of the redacted por-
tions of the document. We expect that this privacy property may be important
to many applications.

Redactable signatures may be viewed as an instance of a homomorphic sig-
nature scheme endowed with operations Di : Σ∗ → Σ∗ that replace the i-th bit
position with a � symbol. The requirement that signed documents be redactable
is equivalent to requiring that our signature scheme be homomorphic with re-
spect to these unary operators.

A trivial construction. There is one obvious way to build redactable signatures.
We fix a traditional signature scheme Sig0; no special homomorphic properties
are required from Sig0. We assume for simplicity that our base signature scheme
permits message recovery, but this assumption is not essential. In the trivial
construction, to sign a message x of length n, we generate a fresh key pair (s, v)
for some secure conventional signature scheme, and then the signature on x is

Sig(x) = 〈Sig0(n, v), s(1, x1), . . . , s(n, xn)〉.
Verification is straightforward.

The key pair essentially serves as a document ID. Without it, an attacker
could replace the ith component of any signed message with the ith component
of any other signed message, which we do not wish to allow.

To redact a signed message, we simply erase the appropriate segments of the
message and the corresponding positions in the signature. For instance, redacting
the first symbol in Sig(x) yields a signature 〈Sig0(n, v), s(2, x2), . . . , s(n, xn)〉.
This scheme supports a privacy property: redacted signatures do not reveal the
redacted parts of the original message. We can see that they reveal the locations
that have been redacted, much like typical redaction of paper documents does,
but this is all that is leaked.

However, this trivial scheme has a serious limitation: the signature Sig(x)
is very long. If s produces m-bit signatures, then the construction above yields
signatures of length mn+O(1), which is likely to be large compared to the length
of the message, n. Therefore, the challenge is to find a scheme with much shorter
signatures.

Our construction. We describe how to build a secure redactable signature scheme
out of any traditional signature scheme. The main idea is to combine Merkle hash
trees [18] with the GGM tree construction for increasing the expansion factor
of a pseudorandom generator [21]. We first generate a pseudorandom value at
each leaf by working down the tree (using GGM), then we compute a hash at
the root by working up the tree (using Merkle’s tree hashing).

We describe in detail how to sign a message x of length n. First, we arrange
the symbols of the message at the leftmost leaves of a binary tree, with each leaf
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G

k000 k001 k010 k011

〈kη0, kη1〉 = G(kη)

x = x000 x001 x010 x011 x100 x101 x110 x111

2�
H

v1

H

v10

H

v11

H

v100 v101 v110 v111

vη = H(0, kη, xη)

3�� Sig(x) = 〈kε, Sig0(vε)〉

Fig. 2. A redactable signature on the message x = 〈x000, x001, . . . , x111〉. The message
is signed in three phases: first, we generate k-values by recursing down the tree with the
PRG G; then, we generate v-values by recursing up the tree with the hash H; finally,
we sign vε using our conventional signature scheme. To avoid cluttering the diagram,
we show the downward phase only on the left branch of the tree, and the upwards
phase only on the right branch of the tree, but the full scheme requires we traverse
both branches in both directions.

at depth 
lg n�. We identify nodes of the tree with elements of {0, 1}∗, so that
a node η has children η0 and η1, and the empty string ε denotes the root node.
Let G : K → K × K be a length-doubling pseudorandom generator, let H be
a cryptographic hash function, and pick kε ∈ K uniformly at random. We use
a three-phase algorithm (see Figure 2, which shows phase one on the left and
phase two on the right):

Expansion: We use the GGM tree construction to associate a key kη to each
node η. In other words, we define a key for each node of the tree by the
recursive relation 〈kη0, kη1〉 = G(kη).

Hashing: We then compute a hash value v� for each leaf a as v� = H(0, k�, x�)
and apply the Merkle hash construction, i.e., we recursively compute vη =
H(1, vη0, vη1) (or, if only a left child exists, H(1, vη0)).

Signing: Finally, we sign the root of the hash tree using our base signature
scheme Sig0, and compute the signature on x as Sig(x) = 〈kε, Sig0(vε)〉.

Verification is straightforward, since given kε and x we can compute vε and check
the signature.

Next, we describe how to redact a signed message. To erase position � from a
signed message x, we need to reveal v�. At first sight, revealing v� = H(0, k�, x�)
would appear to be very dangerous, since given kε we can compute k� and then
iterate over all possible values of x� to learn the value of the erased symbol. This
would violate the secrecy property.

To restore secrecy, we take advantage of the GGM tree. When we erase x�, we
will also erase kε, and reveal only what is needed to verify the signature without
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Fig. 3. A redaction of the signature on x, with the two bits x100 and x101 deleted. Like
in Fig. 2, we show only part of the signature process, to avoid cluttering the diagram.

leaking k�. The notion we need is as follows: define the co-nodes associated to
a leaf � to be the siblings of the nodes along the path from � to the root. We
reveal kη at each co-node η associated to �, as this is exactly what is needed
to check the resulting signature. Thus, redacting x� from Sig(x) would yield
〈v�, {kη : η a co-node of �}, Sig0(vε)〉. Note that there are at most lg n co-nodes
associated to any single leaf.

We can repeat the above procedure to further redact an already-redacted sig-
nature, if we like. In the case of redactions in consecutive parts of the document,
we compact the signature by using the tree structure: if the signature contains
simultaneously vη0 and vη1 for some η, then we replace these two quantities with
the single value vη, and we similarly replace kη0, kη1 with kη. This both shortens
the signature and hides the order in which redactions were performed, ensur-
ing a sort of path-independence property. Thus, though signatures will grow in
length, the length may grow only slowly if there is some locality to the sequence
of redactions. At worst, each consecutive segment of erasures of length n′ from
a message of length n adds O(lg n′) hash values and O(lg n′) key values to the
signature.

This signature scheme produces signatures that are relatively short. If Sig0
yields m-bit signatures and if we use m′-bit hash values and keys, then an
unredacted signature is only m+m′ bits long. This is a constant in n, the length
of the message. After erasing s segments, each of length at most n′, the signature
will be m + O(sm′ lg(nn′)) bits long. In general, signatures could be as long as
m + O(nm′) bits after many redactions, but we can expect that in practice the
number of erased segments will typically not be too large and hence signatures
should often be quite short. Therefore, this is a considerable improvement over
the trivial construction outlined earlier.

This signature scheme also has an additional homomorphic property. For a
fixed message x, we can form the lattice of substrings Lx = {w ∈ Σ∗ : w � x},
where the join v �v′ is the unique least w ∈ Lx satisfying v � w and v′ � w, and
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the meet is defined dually. We note that given two redactions Sig(v) and Sig(v′)
of a common signature on a message x, we can compute signatures Sig(v�v′) and
Sig(v�v′) on their join and meet. In other words, our scheme is also homomorphic
with respect to the binary operations � and �. We imagine that this might be
useful in some applications.

Security analysis. We show in Appendix A that this construction is secure
against existential forgeries under reasonable cryptographic assumptions3. See
the appendix for details.

5 Set-Homomorphic Signatures

We now turn to operations on sets and derive a scheme which simultaneously
supports the union and subset operations. More precisely, the scheme allows
anyone possessing sets U1, U2 and Sig(U1), Sig(U2) to compute Sig(U1 ∪ U2) and
Sig(U) for any U ⊆ U1. Note that these two operations, union and subset, can
be combined to create many others, such as set difference, symmetric difference,
and intersection, so this scheme seems particularly powerful. As an example
application, at the end of this section we will construct an alternate redactable
signature scheme which has many advantages over the one presented in Section 4.

The construction is based on the accumulator technique [9]. To begin, let h
be a public hash function so that, for all x, h(x) is uniformly distributed over
the odd primes less than n [16]. If we extend h to sets via h(U) =

∏
u∈U h(u),

then h(U1 ∪U2) = lcm(h(U1), h(U2)), assuming there are no h-collisions between
elements of U1 and U2. Each user creates a rigid RSA modulus n and v ∈ (Z/nZ)∗

selected uniformly at random. Recall that an RSA modulus n = pq is rigid if
p−1

2 and q−1
2 are prime and |p| = |q| [9]. By choosing n this way, we ensure that

gcd(h(x), ϕ(n)) = 1 for almost all x. To sign a set U , one computes Sig(U) =
v

1
h(U) mod n. Note that since h(U) is relatively prime to ϕ(n), there is exactly

one solution y to the equation yh(U) = v. To verify a signature y on a set U , one
need only check that yh(U) = v mod n.

Given U1, U2 and signatures v
1

h(U1) , v
1

h(U2) , computing the signature on U1 ∪
U2 is easy. First use the Euclidean algorithm to find a and b such that a ·h(U1)+
b · h(U2) = gcd(h(U1), h(U2)). Then (v

1
h(U1) )b(v

1
h(U2) )a = v

1
lcm(h(U1),h(U2)) , which

is the desired signature. If U ⊆ U1 then Sig(U1 \U) = Sig(U1)h(U), so computing
subset signatures is also straightforward.

As with the redactable signature problem, we’d like to show this scheme is
resistant to forgeries and that it satisfies the history-independence requirement
for homomorphic signature schemes. The latter is clearly satisfied since the
signature on a set U ′ is independent of how we obtain that signature: starting
with a signature Sig(U1) on U1 and then removing the elements in U2 to get
Sig(U1)h(U2) yields exactly the same result as asking for the signature on U1 \U2

3 We do not address security against random forgeries, as it is not clear what is the
right distribution on the message space.
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directly, i.e., Sig(U1)h(U2) = Sig(U1 \ U2). A similar property holds for the union
operation, and so this scheme is history-independent.

The resistance of this scheme to forgeries requires a more detailed security
analysis, but basically it rests on the difficulty of computing kth roots modulo
an RSA modulus and on the randomness of the hash function.

Before we give the proof, we should state clearly the parameterization of the
difficulty of the RSA problem. We assume that RSA behaves as a good trapdoor
permutation, as others have suggested before [6,7]. This assumption appears to
be weaker than the so-called Strong RSA assumption [2].

Definition 4. Let Hk = {pq : p and q are safe primes, p �= q, and |p| = |q| =
k}. We say RSA is a (t, εr)-secure trapdoor permutation if for any adversary
A with running time less than t, we have Pr[A(n, e, xe) = x] < εr, where the
probability is taken over the choice of n ∈ Hk, e ∈ (Z/ϕ(n)Z)∗, x ∈ (Z/nZ)∗,
and the coin tosses of A.

The following theorem relates the security of the set-homomorphic signature
scheme to the security of RSA, and shows essentially that if the signature scheme
is insecure, then an attacker could exploit that weakness to break RSA without
too much more work. Note that the theorem guarantees security even when
the adversary can make a number of adaptively chosen signature queries, which
seems to be an extension of previous results.

Theorem 1. Let h be a random oracle as above. Assume that RSA is a (t, εr)-
secure one-way function. Then the set-homorphic signature scheme Sig defined
above is (t′, qh, ε)-secure against existential forgery with respect to subset and
union operations given that the total number of hash oracle queries performed is
less than qh, where ε ≈ qhεr log n + q2

h log n/n and t′ ≈ t 4.

Proof. (sketch) We give a proof by contradiction. Assume the above theorem
is false, meaning there exists an adversary A which can (t′, ε)-break the set-
homomorphic signature scheme Sig. Assume after A performs a number of ran-
dom oracle queries and obtains signatures on sets x1, . . . , xqs

, A outputs a forgery
on x∗ where x∗ is not in the span of x1, . . . , xqs

under subset and union oper-
ations. This means there exists an element y ∈ x∗ such that y �∈ xi, for all
1 ≤ i ≤ qs, and A knows u such that uh(y) = v. There are two cases:

– We have h(y) �= h(y′) for all y′ ∈ ∪1≤i≤qs
xi.

– We have h(y) = h(y′) for some y′ ∈ ∪1≤i≤qs
xi. This happens with probability

at most q2
h log n/n (by the prime number theorem and the birthday paradox).

If the first case happens with probability higher than qhεr log n, we show as
following that we can construct an adversary B(n, e, z) using A which can (t, εr)-
break RSA. In particular, if e is prime, B runs the following game using A.
(Otherwise, the simulation fails; this happens with probability at most about
1/ log n, by the prime number theorem.)
4 The total number of hash oracle queries include the ones made by A and the ones

made by the signing procedure.
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– B first selects uniformly randomly qh primes p1, . . . , pqh
not equal to e. Then

B sets f =
∏

1≤i≤qh
pi and v = zf mod n. Due to the choice of n, we have

gcd(f, ϕ(n)) = 1 with overwhelming probability, and thus the map z �→ zf

mod n is bijective on (Z/nZ)∗. This means that v is uniformly distributed
on (Z/nZ)∗, since z is, so we can feed v as an input to A and it will have
the right distribution. B also selects a random integer k ∈ {1, . . . , qh}.

– B constructs the hash oracle as follows. Given a hash oracle query on element
w, if w has been queried before, then returns the previous corresponding
answer. For the j-th unique hash oracle query wj , if j �= k, then return the
prime pj ; otherwise, return e.

– B constructs the signing oracle that A queries as follows. Given a signing
query on a set of m elements U = {a1, . . . , am}, B queries the hash oracle
to obtain h(a1), . . . , h(am). If for some 1 ≤ i ≤ m, h(ai) = e, then abort;
otherwise, return b = zf/(

∏
1≤i≤m h(ai)). It is easy to see that b is a valid

signature on the set U .
– If at the end of the game, A outputs an existential forgery on a set of elements

that includes an element y such that h(y) = e, then B can learn from A’s
forgery a value u satisfying uh(y) = v = zf . Because e is prime, gcd(e, f) = 1,
and we can compute α and β such that αe + βf = 1 using the Eulidean
algorithm. Thus z = (uβzα)e, and B outputs uβzα as the e-th root of z.
Otherwise, abort the game.

If A outputs an existential forgery and e is prime, the probability that B succeeds
is at least 1/qh. So if there exists an adversary A that (t′, ε)-breaks the set-
homomorphic signature scheme, we can construct an adversary B that (t, εr)-
breaks RSA.

The set-union scheme suggests another solution to the redactable document
signature problem. To sign the document x = (x1, . . . , xk), first select a random
unique document identifier, kx, and then sign the set of triples D = {(kx, i, xi)},
say y = Sig(D). The complete redactable signature is (kx, y), and verification is
straightforward. To compute the signature on the message with word i redacted,
simply compute y′ = Sig(D \ {(kx, i, xi)}) = yh(kx,i,xi), and the new signature
is (kx, y′). Note that this scheme also reveals the locations of the redactions,
preventing the semantic attacks described in Section 4. Not only is this scheme
much simpler to implement and easier to understand than our prior redactable
scheme, the signatures produced in this scheme are of constant length.

6 Additive Signature Schemes

We describe next a number of schemes that we have studied in our search for an
additive signature scheme. All of them turn out to be insecure, and in interesting
ways. More precisely, the schemes we examine all have an undesirable property
that is likely to make them useless in practice: given signatures on a small set of
known messages, we can forge signatures on all other possible messages. Thus,
such schemes are insecure against random forgeries as described in Definition 3.



256 Robert Johnson et al.

Constructions built from multiplicative signature schemes. If we have a multi-
plicative signature scheme Sig× : G → R as well as a group homomorphism
ϕ : Z/mZ → G from the additive group Z/mZ to the multiplicative group G,
then a natural candidate for an additive signature scheme Sig+ : Z/mZ → R
is Sig+ = Sig× ◦ ϕ. For instance, we can instantiate Sig× with RSA. In this
case, G = (Z/nZ)∗, and every homomorphism from Z/mZ to (Z/nZ)∗ takes the
form ϕ(x) = gx (mod n) for some g ∈ G, so our construction takes the form
Sig+(x) = gxd (mod n).

To see why any such scheme must be insecure against random forgeries, sup-
pose Sig+ : Z → G is a group-homomorphic signature scheme. Then Sig+ is en-
tirely determined by Sig+(1). Thus, if we can recover a few messages m1, . . . , mk

such that gcd(m1, . . . , mk) = 1, then since there exist a1, . . . , ak ∈ Z such that∑
i aimi = 1, we can compute Sig+(1) =

∑
i aiSig+(mi). Given this information,

we can compute Sig+(m) = mSig+(1) for any m. This attack easily extends to
group homomorphic signatures Sig+ : Z/nZ → G by lifting to Z, applying the
Euclidean algorithm, and projecting back down to Z/nZ. Since any small set of
messages will likely have gcd 1, this scheme is vulnerable to random forgeries
after only a few messages have been signed.

These weaknesses are very general. In particular, they apply to almost any
instance of the construction Sig+ = Sig× ◦ ϕ. As another important example,
every additive signature scheme that forms a group homomorphism is insecure
against random forgeries.

It is perhaps counterintuitive that multiplicative signature schemes are plen-
tiful while fully-additive schemes do not exist. The explanation seems to be the
fact that Z/mZ has a Euclidean algorithm, but (Z/nZ)∗ does not. In other
words, it is not that the span is larger in Z/mZ, but that the decomposition
problem is easy in Z/mZ but hard in (Z/nZ)∗.

One might imagine that the problem is the need to be homomorphic with
respect to both addition as well as negation, and thus one idea might be to
look for a scheme that respects only the addition operator but not the negation.
In other words, given Sig+(x), Sig+(y), we still want to be able to compute
Sig+(x + y), but it should be hard to compute Sig+(−x) from Sig+(x). Note
that the problems with additive signatures arise because one can find a, a′ ∈ Z

so that ax+a′x′ = 1 and then compute Sig+(1) = Sig+(ax)×Sig+(a′x′); yet one
of a, a′ will necessarily be negative. If we can somehow ensure that computing
Sig+(−x) from Sig+(x) is hard, then the Euclidean algorithm will no longer
apply, and the above attacks will fail. This suggests that we may want to look
for an additive signature scheme without inverses (a semigroup-homomorphism),
as such a scheme would resist the attacks described so far.

Further challenges. Yet even an additive signature scheme without inverses still
has some properties that might not be expected. In particular, there is the prob-
lem that signatures can always be forged on all large enough messages, given
signatures on two messages m, m′. This is because the equation

am + a′m′ = x (in Z)
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typically has solutions with a, a′ ≥ 0 when x ≥ lcm(m, m′), and in this case a
signature on x can be obtained from signatures on m, m′.

More generally, if we have signatures Sig(m1), . . . , Sig(mk), then we can forge
a signature Sig(x) whenever we can write x in the form x = a1m1 + · · · + akmk

for some known a1, . . . , ak ∈ Z≥0. This is a subset sum problem, and the issue
is that if the mi are small enough, the subset sum problem is easy to solve.
So our only hope is to choose additive signatures without inverses, only sign
messages large enough that subset sum is hard (require mi ≥ � for some lower
bound �), and refuse to accept unusually large messages (enforce mi � �2) in
the verification algorithm.

Additive schemes in higher dimensions. More generally, we could look for an
additive scheme Sig+ : (Z/mZ)d → R in dimension d > 1. Unfortunately, this
does not seem to offer much opportunity to design a secure signature scheme,
either.

Although increasing the dimension does make more work for the attacker, a
slight extension of the previous remarks still applies.

Observation 1 In any additive signature scheme on the lattice L = (Z/mZ)d,
if one can obtain signatures Sig(x1), . . . , Sig(xd), where x1, . . . , xd are a basis for
L, then one can succeed at any random forgery.

Knowing the signatures on a basis is useless if computing the representation of
a given message in that basis is hard. If we could compute the signatures of the
standard basis elements given the signatures on the elements of another basis,
then committing random forgeries would be easy. Note that the elements of
the standard basis are the shortest vectors in the lattice Z

d, so lattice reduction
techniques may be used to discover representations of the standard basis elements
in terms of messages with known signatures. The theoretical bounds on the
length of the shortest vector returned by LLL are not very tight, but in practice
it can find a representation of the standard basis of (Z/mZ)d with only (1 + ε)d
input vectors. Thus, we only need to collect (1 + ε)d signed messages before we
can commit random forgeries with ease.

Therefore, it seems to be a challenging open problem to find a secure additive
signature scheme.

7 Open Problems

Set-homomorphic signatures. We may look for a set-homomorphic signature
scheme that is homomorphic with respect to operations other than union and
subset. For example, consider the following construction: Let Sig× : G → R be
an arbitrary multiplicative signature scheme on some group G. For a set U =
{x1, . . . , xk}, define the hash function fh(U) = h(x1) · · · h(xk), where h : X → G
is a cryptographic hash function on elements in X . Then Sig = Sig× ◦ fh is a
signature scheme with the property that with signatures, Sig(U) and Sig(V ),
on two disjoint sets U and V , one can compute the signature on their union,
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Sig(U ∪ V ) = Sig(U) × Sig(V ). If U ⊆ V , one can also compute the signature on
their difference, Sig(V \ U) = Sig(V ) × Sig(U)−1.

We gave another example of a set-homomorphic scheme, based on RSA ac-
cumulators, in Section 5. One interesting question is whether we can design a
signature scheme that is homomorphic only with respect to the union operation.

Concatenable signatures. Let Sig : {0, 1}∗ → R be a signature scheme. We
say that it is a concatenable signature scheme if, given Sig(x), Sig(y), one can
compute (without help from the signer) a signature Sig(x‖y) on the concate-
nation of x and y. In other words, a concatenable signature scheme should be
homomorphic with respect to the semigroup ({0, 1}∗, ‖) of bit-strings with the
concatenation operator ‖. Rivest has asked [24]: can we design a concatenable
signature scheme?

Semigroup signatures without inverses. Giving an example of a secure semigroup-
homomorphic signature scheme seems to be an intriguing open problem that is
suggested by this work. We have pointed out instances of this problem sev-
eral times throughout this paper. Micali and Rivest asked whether there exists
a transitive signature scheme on directed graphs [19], and this domain has a
semigroup structure. One might seek a redactable signature scheme support-
ing only redaction but not the join operation. An additive scheme that doesn’t
respect subtraction might have a chance of being secure. A set-homomorphic
scheme that allows only the union operation (but not subsetting) would have
a semigroup-homomorphic property, as would a concatenable signature scheme.
More generally, we suspect that any scheme that is semigroup-homomorphic but
not group-homomorphic might yield insights into these open problems.

8 Conclusions

Homomorphic signature schemes present a promising new direction for research.
Since such schemes necessarily do not satisfy traditional definitions of security,
we have proposed new definitions of security for these new schemes. We have
shown that a variety of homomorphic signature schemes can be designed. We
also examined limits on their existence, showing that, for example, no additively
group-homomorphic scheme can ever be secure against random forgeries. Per-
haps most importantly, we have suggested several open problems that, if solved,
might provide useful new schemes supporting a variety of applications.
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A Security Analysis for the Tree Redaction Scheme

The combination of redaction and randomization in the tree redaction scheme
introduces one tricky aspect into the definition of security. The adversary might
choose a message x ∈ {0, 1}∗, and though the censor might be unwilling to
reveal Sig(x), the adversary might be able to gain access to a redacted signature
Sig(w) on some message w � x of the attacker’s choice. In this case our security
analysis should ensure that the attacker cannot use this partial knowledge to
obtain, e.g., a signature Sig(x) on the full message x. Therefore, in our model
we give the adversary access to two different oracles, denoted R and S. Invoking
R(x) denotes registration of a chosen message x ∈ {0, 1}∗, and the registered
messages are stored in a list x1, x2, . . . , xq. Calling S(i, w) returns the signature
Sig(w) on the redacted message w ∈ Σ∗, if w � xi; otherwise, if w is not a
valid redaction of the message xi specified in the i-th call to R, the computation
aborts. Let W i denote the join of all values w that appear in some oracle query
of the form S(i, w). If an adversary can output a signature on a message that
is not a redaction of W i for some i, we say that the adversary has found an
existential forgery.

Theorem 2. Let G be a (t, εG)-secure pseudorandom generator, H a (t, pH)-
collision-resistant hash function, and Sig0 a conventional signature scheme that
is (t, q, pS)-secure against existential forgery. Suppose that Fk(x) = H(0, k, x) is
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a (t, q, εH)-secure pseudorandom function. Then the redactable signature scheme
Sig defined above for messages of length at most n is (t′, q, p′)-secure against
existential forgery with respect to redaction, where p′ = q
lg n�εG + nqεH + pS +
pH + 2nq/2m′

and t′ ≈ t.

Proof. (sketch) Consider any adversary that attempts to break the resulting
modified scheme by exhibiting existential forgeries, i.e., by finding a valid signa-
ture on a message w∗ that is not a redaction of the join of its previous queries.
We let xi denote the i-th message registered with R, ki

η, vi
η denote the key and

hash value at node η, and we introduce the notation ui
η for the input to the hash

function at η so that vi
η = H(ui

η). For example, ki
ε denotes the key randomly

chosen for use with xi and its redactions, and vi
ε denotes the root of the hash

tree on the signature for message xi.
Suppose the adversary forges a signature

({v∗
� }, {k∗

η}, Sig (v∗
ε )

)
on w∗. If v∗

ε �=
vi

ε for all i, then we have found an existential forgery of Sig0, which by assumption
happens with probability at most pS . Therefore, we assume that for some i we
have v∗

ε = vi
ε. Let T ∗ denote the tree corresponding to w∗, i.e., the leaf nodes

corresponding to unredacted symbols in w∗ along with all their ancestors.
Thanks to the properties of Merkle tree hashing, we see that T ∗ must be a

sub-tree of the tree corresponding to xi. (Otherwise, there is some node � that
is a leaf node in the tree for xi but is an internal node in T ∗, but then we have
a hash collision H(u∗

� ) = H(ui
�) since u∗

� starts with a 1 and ui
� starts with a 0,

which contradicts the collision-resistance of H.) Similarly, the leaves of T ∗ must
form leaves in the tree for xi, and the internal nodes in T ∗ form internal nodes
in the tree for xi.

Moreover, the hash pre-images uη must satisfy u∗
η = ui

η for each η ∈ T ∗. This
tells us that v∗

η = vi
η for all η ∈ T ∗. It also tells us that k∗

� = ki
� and w∗

� = xi
� for

each leaf node �. This shows that w∗ is a redaction of xi.
The only case left to worry about is that possibly w∗ includes some symbol

not present in W i (recall that W i denotes the join of the redactions of xi that
were queried under oracle S). In this case, there is some leaf node � ∈ T ∗ so that
w∗

� = xi
� but � is not found in the tree corresponding to W i.

In this case, the forged signature must reveal kη where η is some ancestor
of �. But now we can note that kη was never disclosed by any of the oracle
queries (nor was any of the key values at η’s ancestors). We argue that this
would constitute a break of G.

We can imagine replacing the key kη and the keys at each of its descendant
nodes with truly random values, chosen independently of everything else. If any
adversary can recognize this substitution with advantage better than q
lg n�εG,
then according to the proof of security for the GGM tree construction [21], they
can distinguish G from random with advantage better than εG; thus we can
assume that this substitution makes no noticeable difference.

Now the only values related to kη that are disclosed is vi
� = H(0, k�, xi

�)
for leaves � that are descendants of kη. But, since H(0, k, ·) is a good PRF,
we can in turn imagine replacing each such vi

� by truly random values, chosen
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independently of everything else, and no attacker can recognize this substitution
with advantage better than nqεH without breaking the PRF assumption.

Since the adversary must present the value kη in the forged signature, this
means that the adversary has guessed the value of k∗

η, even though k∗
η has never

been disclosed and was chosen independently of everything else. We can bound
the probability that this happens by 1/2m′

per node, and summing over all the
nodes gives at most 2nq/2m′

.
Adding up each of these distinguishing probabilities yields the claimed bound.
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Jean-Sébastien Coron1, Helena Handschuh1, Marc Joye2, Pascal Paillier1,
David Pointcheval3, and Christophe Tymen1,3

1 Gemplus Card International
34 rue Guynemer, 92447 Issy-les-Moulineaux, France

{jean-sebastien.coron, helena.handschuh, pascal.paillier,
christophe.tymen}@gemplus.com

2 Gemplus Card International
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Abstract. This paper proposes an efficient and provably secure trans-
form to encrypt a message with any asymmetric one-way cryptosystem.
The resulting scheme achieves adaptive chosen-ciphertext security in the
random oracle model.
Compared to previous known generic constructions (Bellare, Rogaway,
Fujisaki, Okamoto, and Pointcheval), our embedding reduces the encryp-
tion size and/or speeds up the decryption process. It applies to numer-
ous cryptosystems, including (to name a few) ElGamal, RSA, Okamoto-
Uchiyama and Paillier systems.
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1 Introduction

A major contribution of cryptography is information privacy : through encryp-
tion, parties can securely exchange data over an insecure channel. Loosely speak-
ing this means that unauthorized recipients can learn nothing useful about the
exchanged data.

Designing a “good” encryption scheme is a very challenging task. There are
basically two criteria to compare the performances of encryption schemes: ef-
ficiency and security. Security is measured as the ability to resist attacks in a
given adversarial model [1,8]. The standard security notion is IND-CCA2 security,
i.e., indistinguishability under adaptive chosen-ciphertext attacks (cf. Section 2).
Usually, an (asymmetric) encryption scheme is proven secure by exhibiting a re-
duction: if an adversary can break the IND-CCA2 security then the same adversary
can solve a related problem assumed to be infeasible.
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This paper is aimed at simplifying the security proof by providing a Generic
Encryption Method (gem) to convert any asymmetric one-way cryptosystem into
a provably secure encryption scheme. Hence, when a new asymmetric one-way
function is identified, one can easily design a secure encryption scheme. More-
over, the conversion we propose is very efficient (computationally and memory-
wise): the converted scheme has roughly the same cost as that of the one-way
cryptosystem it is built from.

1.1 Previous Work

In [3], Bellare and Rogaway described oaep, a generic conversion to transform a
“partial-domain” one-way trapdoor permutation into an IND-CCA2 secure encryp-
tion scheme in the random oracle model [2,7]. Later, Fujisaki and Okamoto [5]
presented a way to transform, in the random oracle model, any chosen-plaintext
(IND-CPA) secure encryption scheme into an IND-CCA2 one. They improved their
results in [6] where they gave a generic method to convert a one-way (OW-CPA)
cryptosystem into an IND-CCA2 secure encryption scheme in the random ora-
cle model. A similar result was independently discovered by Pointcheval [13].
More recently, Okamoto and Pointcheval [12] proposed a more efficient generic
conversion, called react, to convert any one-way cryptosystem secure under
plaintext-checking attacks (OW-PCA) into an IND-CCA2 encryption scheme. Con-
trary to [5,6,13], re-encryption is unnecessary in the decryption process to ensure
IND-CCA2 security.

1.2 Our Results

This paper presents gem, a generic IND-CCA2 conversion. The converted scheme,
Epk , built from any OW-PCA asymmetric encryption Epk and any length-pre-
serving IND-secure symmetric encryption scheme EK , is secure in the sense of
IND-CCA2, in the random oracle model. As discussed in Section 2, the security
levels we require for Epk and EK are very weak and the security level we obtain
for Epk is very high.

1.3 Organization of the Paper

The rest of this paper is organized as follows. In Section 2, we review the secu-
rity notions for encryption, in both the symmetric and the asymmetric settings.
Section 3 is the core of the paper. We present our new padding to convert, in the
random oracle model, any asymmetric one-way cryptosystem into an encryption
scheme that is secure in the strongest sense. We prove the security of our con-
struction in Section 4 by providing and proving a concrete reduction algorithm.
Finally, we illustrate the merits of our conversion in Section 5.

2 Security Notions

In this section, we recall the definition of an encryption scheme and discuss some
related security notions. A good reference to the subject is [1].
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2.1 Encryption Schemes

Definition 1. An encryption scheme consists of three algorithms (K, Epk , Dsk ).

1. On input a security parameter k, the key generation algorithm K(1k) out-
puts a random matching pair (pk , sk) of encryption/decryption keys. For the
symmetric case, we assume wlog that the encryption and decryption keys are
identical, K := pk = sk. The key pk is public and the keys sk and K are
secret.

2. The encryption algorithm Epk (m, r) outputs a ciphertext c corresponding to
a plaintext m ∈ MSPC ⊆ {0, 1}∗, using the random coins r ∈ Ω. When the
process is deterministic, we simply write Epk (m). In the symmetric case, we
note EK instead of Epk .

3. The decryption algorithm Dsk (c) outputs the plaintext m associated to the
ciphertext c or a notification ⊥ that c is not a valid ciphertext. In the sym-
metric case, we use the notations DK .

Furthermore, we require that for all m ∈ MSPC and r ∈ Ω, Dsk (Epk (m, r)) = m.

The converted scheme we propose in this paper is a combination of an asym-
metric encryption scheme and a length-preserving symmetric encryption scheme.
We assume very weak security properties from those two schemes. Namely, we
require that the asymmetric scheme is OW-PCA and that the symmetric scheme
is IND, as defined below.

2.2 Security Requirements

An attacker is said passive if, in addition to the ciphertext, s/he only obtains
some auxiliary information s, which may depend on the potential plaintexts (but
not on the key) [9, § 1.5] and other public information (e.g., the security param-
eter k and the public key pk). Note that in the asymmetric case an attacker can
always construct valid pairs of plaintext/ciphertext from the public encryption
key pk .

A minimal security requirement for an encryption scheme is one-wayness
(OW). This captures the property that an adversary cannot recover the whole
plaintext from a given ciphertext. In some cases, partial information about a
plaintext may have disastrous consequences. This is captured by the notion of
semantic security or the equivalent notion of indistinguishability [10]. Basically,
indistinguishability means that the only strategy for an adversary to distinguish
the encryptions of any two plaintexts is by guessing at random.

In the asymmetric case, suppose that the attacker has access to an ora-
cle telling whether a pair (m, c) of plaintext/ciphertext is valid; i.e., whether
m = Dsk (c) holds. Following [12], such an attack scenario is referred to as the
plaintext-checking attack (PCA). From the pair of adversarial goal (OW) and
adversarial model (PCA), we derive the security notion of OW-PCA.
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Definition 2. An asymmetric encryption scheme is OW-PCA if no attacker with
access to a plaintext-checking oracle Opca can recover the whole plaintext corre-
sponding to a ciphertext with non-negligible probability. More formally, an asym-
metric encryption scheme is (τ, q, ε)-secure in the sense of OW-PCA if for any
adversary A which runs in time at most τ , makes at most q queries to Opca, its
success ε satisfies

Pr
m←{0,1}∗

r←Ω

[
(sk , pk) ← K(1k), c ← Epk (m, r) :

AOpca
(c, s) = m

]
≤ ε

where the probability is also taken over the random choices of A.

For the symmetric case, we consider a passive attacker who tries to break
the indistinguishability property of the encryption scheme. The attacker A =
(A1, A2) runs in two stages. In the first stage (or find stage), on input k, A1
outputs a pair of messages (m0, m1) and some auxiliary information s. Next, in
the second stage (or guess stage), given the encryption cb of either m0 or m1
and the auxiliary information s, A2 tells if the challenge ciphertext cb encrypts
m0 or m1.

Definition 3. A symmetric encryption scheme is IND if no attacker can distin-
guish the encryptions of two equal-length plaintexts with probability non-negligibly
greater than 1/2. More formally, a symmetric encryption scheme is (τ, ν)-secure
in the sense of IND if for any adversary A = (A1, A2) which runs in time at
most τ , its advantage ν satisfies

Pr
b←{0,1}

[
K ← K(1k), (m0, m1, s) ← A1(k),

cb ← EK(mb) : A2(m0, m1, cb, s) = b

]
≤ 1 + ν

2

where the probability is also taken over the random choices of A.

In contrast, for our converted encryption scheme we require the highest secu-
rity level, namely IND-CCA2 security. The notion of IND-CCA2 for an asymmetric
encryption scheme considers an active attacker who tries to break the system by
probing with chosen-ciphertext messages. Such an attack can be non-adaptive
(CCA1) [11] or adaptive (CCA2) [14]. In a CCA2 scenario, the adversary may run a
second chosen ciphertext attack upon receiving the challenge ciphertext cb (the
only restriction being not to probe on cb).

Definition 4. An asymmetric encryption scheme is IND-CCA2 if no attacker
with access to a decryption oracle ODsk can distinguish the encryptions of two
equal-length plaintexts with probability non-negligibly greater than 1/2. More for-
mally, an asymmetric encryption scheme is (τ, q, ε)-secure in the sense of IND-
CCA2 if for any adversary A = (A1, A2) which runs in time at most τ , makes at
most q queries to ODsk , its advantage ε satisfies

Pr
b←{0,1}

r←Ω




(sk , pk) ← K(1k),
(m0, m1, s) ← A1

ODsk (k, pk),
cb ← Epk (mb, r) :

A2
ODsk (m0, m1, cb, s) = b


 ≤ 1 + ε

2
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where the probability is also taken over the random choices of A, and A2 is not
allowed to query on cb.

3 GEM: Generic Encryption Method

A very appealing way to encrypt a message consists in using a hybrid encryption
mode. A random session key R is first encrypted with an asymmetric cryptosys-
tem. Then the message is encrypted under that session key with a symmetric
cryptosystem. Although seemingly sound, this scheme does not achieve IND-CCA2
security under weak security assumptions for the two underlying cryptosystems.
This section shows how to modify the above paradigm for attaining the IND-CCA2
security level.

3.1 REACT Transform

The authors of react imagined to append a checksum to the previous construc-
tion and prove the IND-CCA2 security of the resulting scheme in the random oracle
model [12]. Briefly, react works as follows. A plaintext m is transformed into
the ciphertext (c1, c2, c3) given by

react(m) = Epk (R, u)︸ ︷︷ ︸
=c1

∥∥ EK(m)︸ ︷︷ ︸
=c2

∥∥ H(R, m, c1, c2)︸ ︷︷ ︸
=c3

where u is a random, K = G(R), and G, H are hash functions.

Building on this, we propose a new generic encryption method. Our method
is aimed at shortening the whole ciphertext by incorporating the checksum (i.e.,
c3) into c1 while maintaining the IND-CCA2 security level, in the random oracle
model.

3.2 New Method

Let Epk and EK denote an asymmetric and a length-preserving symmetric en-
cryption algorithms, respectively, and let F, G, H denote hash functions. Let also
Dsk and DK denote the decryption algorithms corresponding to Epk and EK , re-
spectively. For convenience, for any element x defined over a domain A, we write
� x for |{x ∈ A}|. So, for example, � m represents the cardinality of the message
space, i.e., the number of different plaintexts.

Encryption

Input : Plaintext m, random ρ = r‖u.
Output : Ciphertext (c1, c2) given by

Epk (m, ρ) = Epk (w, u)︸ ︷︷ ︸
=c1

∥∥ EK(m)︸ ︷︷ ︸
=c2

where s = F(m, r), w = s ‖ r ⊕ H(s),
and K = G(w, c1).
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Decryption

Input : Ciphertext (c1, c2).
Output : Plaintext ṁ or symbol ⊥ according to

Dsk (c1‖c2) =
{

ṁ if ṡ = F(ṁ, ṙ)
⊥ otherwise

where ẇ := ṡ‖ṫ = Dsk (c1), K̇ = G(ẇ, c1),
ṁ = DK̇(c2), and ṙ = ṫ ⊕ H(ṡ).

4 Security Analysis

We now prove the security of our conversion. We show that if the hybrid encryp-
tion scheme Epk can be broken under an adaptive chosen-ciphertext attack then
either the length-preserving symmetric encryption scheme EK or the asymmet-
ric encryption scheme Epk underlying our construction is highly insecure, namely
the IND-security of EK or the OW-PCA security of Epk gets broken.

Theorem 1. Suppose that there exists an adversary that breaks, in the ran-
dom oracle model, the IND-CCA2 security of our converted scheme Epk within
a time bound τ , after at most qF, qG, qH, qDsk queries to hash functions F, G, H
and decryption oracle ODsk , respectively, and with an advantage ε. Then, for all
0 < ν < ε, there exists

– an adversary that breaks the IND security of EK within a time bound τ and
an advantage ν; or

– an adversary with access to a plaintext-checking oracle Opca (responding in
time bounded by τpca) that breaks the OW-PCA security of Epk within a time
bound

τ ′ = τ + (qF qH + qG + qDsk (qF + qG)) (τpca + O(1)) ,

after at most
qpca ≤ qF qH + qG + qDsk (qF + qG)

queries to Opca, and with success probability

ε′ ≥ ε − ν

2
− qF

� r
− qDsk

(
1

� s + qF

(
1

� r + 1
� s

)
+ ν + 1

� m

)
.

From this, we immediately obtain:

Corollary 1. For any OW-PCA asymmetric encryption Epk and any length-
preserving IND-secure symmetric encryption scheme EK , our converted scheme
Epk is IND-CCA2 secure in the random oracle model. 	


To prove Theorem 1, we suppose that there exists an adversary A = (A1, A2)
able to break the INC-CCA2 security of Epk . We further suppose that EK is
(τ, ν)-secure in the sense of IND. From A, we then exhibit an adversary B (i.e.,
a reduction algorithm) that inverts Epk using a plaintext-checking oracle, and
thus breaks the OW-PCA security of Epk .
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4.1 A Useful Lemma

The assumption that EK is length-preserving and (τ, ν)-IND secure implies the
following lemma.

Lemma 1. Assume that EK is a length-preserving (τ, ν)-IND symmetric encryp-
tion scheme, where τ denotes the time needed for evaluating EK(·). Then given
a pair (m, c) of plaintext/ciphertext, we have

Pr
K

[EK(m) = c] ≤ ν +
1

� m
.

Proof. Given the pair (m, c), we consider the following distinguisher A. A ran-
domly chooses a bit d ∈ {0, 1}, sets md = m and m¬d to a random value m′. The
pair (md, m¬d) is then sent to the encryption oracle which returns cb = EK(mb)
for a random key K and a random b ∈ {0, 1}. A then checks if cb = c, returns d
if the equality holds and ¬d otherwise. Letting ε the advantage of A, we have

ε = 2 Pr
m′,K,d,b

[A returns b] − 1

= 2 Pr
m′,K,d,b

[(cb = c) ∧ (d = b)] +

2 Pr
m′,K,d,b

[(cb �= c) ∧ (¬d = b)] − 1

= 2 Pr
m′,K,d,b

[(EK(m) = c) ∧ (d = b)] +

2 Pr
m′,K,d,b

[(EK(m′) �= c) ∧ (¬d = b)] − 1

= Pr
K

[EK(m) = c] + Pr
m′,K

[EK(m′) �= c] − 1

= Pr
K

[EK(m) = c] − Pr
m′,K

[EK(m′) = c] ≤ ν .

The proof follows by noting that as EK is length-preserving, it permutes the set
of messages for any key K and so Prm′,K [EK(m′) = c] = 1/� m. 	


4.2 Description of the Reduction Algorithm

B is given a challenge encryption y = Epk (w̃, ∗), an oracle Opca which answers
plaintext-checking requests on Epk , and an adversary A = (A1, A2) that breaks
the IND-CCA2 security of Epk . B’s goal is to retrieve all the bits of w̃. Wlog, we
assume that Opca responds to any of B’s requests with no error and within a
time bounded by τpca.

Throughout, the following notations are used. For any predicate R(x), R(∗)
stands for ∃x s.t. R(x). If O is an oracle to which A has access, we denote
by query �→ response the correspondence O establishes between A’s request
query and the value response returned to A. Hist [O] stands for the set of
correspondences established by O as time goes on: Hist [O] can be seen as an
history tape which gets updated each time A makes a query to O. We denote
by qO the number of calls A made to O during the simulation.
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Overview of B. At the beginning, B chooses a random value K̃. B then runs A
and provides a simulation for F, G, H and Dsk . A = (A1, A2) runs in two stages.
At the end of the first stage (find stage), A1 outputs a pair (m0, m1). B then
randomly chooses b ∈ {0, 1}, computes c̃2 = EK̃(mb) and builds (y, c̃2). This
challenge is provided to A2, which outputs some bit at the end of the second
stage (guess stage). Once finished, B checks whether some w̃ has been defined
during the game. If so, w̃ is returned as the inverse of Epk on y; otherwise a
failure answer is returned. The detailed description of the simulation follows.

Wlog, we assume that A keeps track of all the queries throughout the game
so that A never has to make the same query twice to the same oracle.

Simulation of F. For each new query (m, r),

(Event E1) if processing guess stage and m = mb and there exists s �→ h ∈
Hist [H] such that y = Epk (s‖r ⊕ h, ∗) then F sets w̃ := s‖r ⊕ h, returns s
and updates its history,

(no event) else F outputs a random value and updates its history.

Simulation of G. For each new query (w, c1),

(Event E2) if c1 = y and y = Epk (w, ∗) then G sets w̃ := w, returns K̃ and
updates its history,

(Event E3) else if c1 �= y and y = Epk (w, ∗) then G sets w̃ := w, returns a
random value and updates its history,

(no event) else G outputs a random value and updates its history.

Simulation of H. For each new query s, H outputs a random value and updates
its history.

Simulation of Dsk (Plaintext Extractor). For each new query (c1, c2), Dsk
first checks (this verification step only stands while the guess stage A2 is running)
that (c1, c2) �= (y, c̃2) since if this equality holds, the query must be rejected as
A attempts to decrypt its own challenge ciphertext. Then, Dsk tries to find the
only (if any) message m matching the query. To achieve this, Dsk invokes the
simulation of G, H and F provided by B as follows.

– Find the unique pair (r, s) such that (∗, r) �→ s ∈ Hist [F], s �→ h ∈ Hist [H]
and c1 = Epk (s‖r ⊕ h, ∗). If such a pair exists,

• query G to get K = G(s‖r ⊕ h, c1),
• letting m = DK(c2), query F to check if F(m, r) = s. If the equality

holds, return m; otherwise reject the query (Event RJ1).
– If the search for (r, s) is unsuccessful, check if there exists w with (w, c1) �→

K ∈ Hist [G] and c1 = Epk (w, ∗). If such an w exists,
• define s and t by w = s‖t, and query H to get h = H(s),
• letting m = DK(c2), query F to check if F(m, t ⊕ h) = s. If the equality

holds, return m; otherwise reject the query (Event RJ2).
– If the search for w is unsuccessful, reject the query (Event RJ3).
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4.3 Soundness of B

Unless otherwise mentioned, all probabilities are taken over the random choices
of A and B.

Simulation of Random Oracles. The plaintext w̃ uniquely defines s̃ and t̃
such that w̃ = s̃‖t̃. We note r̃ the random variable t̃ ⊕ H(s̃).

Soundness of F. The simulation of F fails when (mb, r̃) is queried and answered
with some value s �= s̃ before s̃ appears in Hist [H].

Let q1
F denote the number of oracle queries A1 made to F during the find

stage. Since r̃ is a uniformly-distributed random variable throughout the find
stage, we certainly have Pr[F incorrect in the find stage] ≤ q1

F/� r.
Moreover, throughout the guess stage, A2 cannot gain any information about

r̃ without knowing H(s̃) because H is a random function. Hence, letting q2
F

the number of oracle queries A2 made to F during the guess stage, we have
Pr[F incorrect in the guess stage] ≤ q2

F/� r.
Consequently, the probability that an error occurs while B simulates the

oracle F is upper-bounded by

Pr[F incorrect] ≤ q1
F + q2

F

� r
=

qF

� r
.

Soundness of G. The simulation is perfect.

Soundness of H. The simulation is perfect.

Plaintext Extraction. The simulation of Dsk fails when Dsk returns ⊥ al-
though the query c = (c1, c2) is a valid ciphertext. Let then m, r, s, t, h, w, K
be the unique random variables associated to c in this case. Obviously, c was
rejected through event RJ3, because a rejection through RJ1 or RJ2 refutes the
validity of c. Therefore, if Dsk is incorrect for c, we must have

(
(m, r) �∈ Hist [F]︸ ︷︷ ︸

:=¬EF

∨ s �∈ Hist [H]︸ ︷︷ ︸
:=¬EH

) ∧ (
(w, c1) �→ K �∈ Hist [G]︸ ︷︷ ︸

:=¬EG

)
.

Hence,

Pr[Dsk incorrect for c] = Pr[(¬EF ∨ ¬EH) ∧ ¬EG]
= Pr[((m, r) �= (mb, r̃)) ∧ (¬EF ∨ ¬EH) ∧ ¬EG] +

Pr[((m, r) = (mb, r̃)) ∧ (¬EF ∨ ¬EH) ∧ ¬EG]
≤ Pr[((m, r) �= (mb, r̃)) ∧ (¬EF ∨ ¬EH)] + Pr[((m, r) = (mb, r̃)) ∧ ¬EG]
= Pr[((m, r) �= (mb, r̃)) ∧ ¬EF] + Pr[((m, r) �= (mb, r̃)) ∧ (EF ∧ ¬EH)] +

Pr[((m, r) = (mb, r̃)) ∧ ¬EG] .
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1. Assume (m, r) �= (mb, r̃) and (m, r) �∈ Hist [F]. Since F is a random func-
tion, F(m, r) is a uniformly distributed random value unknown to A. The
fact that c is a valid ciphertext implies that F(m, r) = s, which happens
with probability

Pr[c is valid ∧ (m, r) �∈ Hist [F]] =
1
� s

.

2. Assume (m, r) �= (mb, r̃) and (m, r) ∈ Hist [F]∧s �→ h �∈ Hist [H]. Suppose
that s �= s̃. Since H is a random function, H(s) is a uniformly distributed
random value unknown to A. The validity of c implies that (m, t ⊕ H(s)) �→
s ∈ Hist [F], which happens with probability

Pr[(m, t ⊕ H(s)) �→ s ∈ Hist [F]] ≤ qF

� r
.

Now assume s = s̃. In this case, we must have (m, r) �→ s̃ ∈ F which occurs
with probability

Pr[(m, r) �→ s̃ ∈ Hist [F]] ≤ qF

� s
.

3. Assume (m, r) = (mb, r̃) and (w, c1) �→ K �∈ Hist [G]. This implies s = s̃,
t = t̃, w = w̃ and c1 �= y. Hence, if c is valid, we must have EK(mb) = c2 for
a uniformly distributed K. By virtue of Lemma 1, this is bounded by

Pr
K

[EK(mb) = c2] ≤ ν +
1

� m
.

Gathering all preceding bounds, we get

Pr[c is valid ∧ Dsk incorrect for c]

≤ 1
� s

+ qF

(
1
� r

+
1
� s

)
+ ν +

1
� m

,

which, taken over all queries of A, leads to

Pr[Dsk incorrect] ≤ qDsk

(
1
� s

+ qF

(
1
� r

+
1
� s

)
+ ν +

1
� m

)
.

Conclusion. We have

Pr[B incorrect] = Pr[F incorrect] + Pr[Dsk incorrect]

≤ qF

� r
+ qDsk

(
1
� s

+ qF

(
1
� r

+
1
� s

)
+ ν +

1
� m

)
.

4.4 Reduction Cost

Success Probability. Let us suppose that A distinguishes Epk within a time
bound τ with advantage ε in less than qF, qH, qG, qDsk oracle calls. Defining
Pr2[·] = Pr[· | ¬(B incorrect)], this means that

Pr2[A → b] ≥ 1 + ε

2
.
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Suppose also that EK is (τ, ν)-indistinguishable. Assuming that the oracles are
correctly simulated, if none of the events E1, E2 or E3 occurs, then A never asked
r̃ to the random oracle F, neither did it learn the key K̃ under which mb was
encrypted in c̃2 (this is due to the randomness of F and G). This upper-limits the
information leakage on b by ν, since A’s running time is bounded by τ . Noting
Ewin = E1 ∨ E2 ∨ E3, this implies

Pr2[A → b | ¬Ewin ] ≤ 1 + ν

2
.

We then get

1 + ε

2
≤ Pr2[A → b] ≤ Pr2[A → b | ¬Ewin ] + Pr2[Ewin ]

≤ 1 + ν

2
+ Pr2[Ewin ] ,

whence Pr2[Ewin ] ≥ (ε − ν)/2. But Pr2[B → w̃] = Pr2[Ewin ] and finally,

Pr[B → w̃] ≥ Pr2[B → w̃] − Pr[B incorrect]

≥ ε − ν

2
− qF

� r
−

qDsk

(
1
� s

+ qF

(
1
� r

+
1
� s

)
+ ν +

1
� m

)
.

Hence B succeeds with non-negligible probability.

Total Number of Calls to Opca. Checking that a pair of the form (w, y)
satisfies y = Epk (w, ∗) is done thanks to the plaintext-checking oracle Opca.
Therefore, oracle F makes at most qF · qH queries to Opca, and oracle G makes
at most qG · 1 queries to Opca. Moreover, it is easy to see that oracle ODsk makes
at most qDsk (qF + qG) calls since in the worst case Dsk has to call Opca for all
elements ((∗, r) �→ s) ∈ Hist [F] and for all elements ((w, c1) �→ K) ∈ Hist [G].
In conclusion, the total number of calls actually needed by B is upper-bounded
by

qpca ≤ qF qH + qG + qDsk (qF + qG) .

Total Running Time. The reduction algorithm runs in time bounded by

τB = τ + (qF qH + qG + qDsk (qF + qG)) (τpca + O(1)) .

This completes the proof of Theorem 1.

5 Concluding Remarks

A very popular way to (symmetrically) encrypt a plaintext is to use a stream
cipher. The simplest example is the Vernam cipher where a plaintext m is pro-
cessed bit-by-bit to form the ciphertext c under the secret key K. With this
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cipher, each plaintext bit mi is xor-ed with the key bit Ki to produce the ci-
phertext bit ci = mi ⊕ Ki. If K is truly random and changes for each plaintext
m being encrypted, then the system is unconditionally secure. This ideal situ-
ation is, however, impractical for a real-world implementation. To resolve the
key management problem, a stream cipher is usually combined with a public-
key cryptosystem. Contrary to the obvious solution consisting in encrypting a
random session key with an asymmetric cryptosystem and then using that key
with a stream cipher, our hybrid scheme achieves provable security. Compared
to a purely asymmetric solution, our scheme presents the advantage to encrypt
long messages orders of magnitude faster thanks to the use of a symmetric cryp-
tosystem.

Another merit of our scheme resides in its generic nature. The set of possible
applications of the new conversion scheme is similar to that of react: it concerns
any asymmetric function that is OW-PCA under a conjectured intractability as-
sumption. A specificity of react is that it can operate “on the fly”. The session
key does not depend on the plaintext to be encrypted and can thus be computed
in advance. This property is particularly advantageous when the asymmetric
encryption is expensive, as is the case for discrete-log based cryptosystems. Re-
mark that our scheme does not allow “on-the-fly” encryption, that was the price
to pay for shortening the ciphertext.

In other cases such as for rsa (with a low encryption exponent, e.g., 3 or 216+
1) or Rabin cryptosystem, on-the-fly encryption is not an issue and our scheme
may be preferred because the resulting ciphertext is shorter. Furthermore, it is
worth noting that for a deterministic asymmetric encryption scheme Epk , the
notions of OW-PCA and OW-CPA are identical: the validity of a pair (m, c) of
plaintext/ciphertext can be publicly checked as c = Epk (m). So, our method
allows one to construct, for example, an efficient IND-CCA2 hybrid encryption
scheme whose security relies on the hardness of inverting the rsa function or
factoring large numbers.

In conclusion, our generic conversion may be seen as the best alternative to
react when the underlying asymmetric encryption is relatively fast or when
memory/bandwidth savings are a priority.
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Fig. 1. Description of gem in encryption mode.

Fig. 2. Description of gem in decryption mode.



Securing “Encryption + Proof of Knowledge”
in the Random Oracle Model

Masayuki Abe

NTT Information Sharing Platform Laboratories
Nippon Telegraph and Telephone Corporation

1-1 Hikari-no-oka, Yokosuka-shi, Kanagawa-ken, 239-0847 Japan
abe@isl.ntt.co.jp

Abstract. To create encryption schemes that offer security against
adaptive chosen ciphertext attacks, this paper shows how to securely
combine a simple encryption scheme with a proof of knowledge made non-
interactive with a hash function. A typical example would be combin-
ing the ElGamal encryption scheme with the Schnorr signature scheme.
While the straightforward combination will fail to provide security in
the random oracle model, we present a class of encryption schemes that
uses a proof of knowledge where the security can be proven based on the
random oracle assumption and the number theoretic assumptions. The
resulting schemes are useful as any casual party can be assured of the
(in)validity of the ciphertexts.

1 Introduction

Submitting ciphertexts to validity testing is crucial to achieve security against
adaptive chosen message attacks. So far, many validity testing methods have
been suggested in a variety of settings to strengthen weak encryption schemes
against such strong attacks, e.g., [22,3,5,9,4,13]. Their validity tests, however, can
be done only if the verifier knows the decryption key; hence they are privately
checkable. This type of validity testing is, in general, quite efficient. For instance,
just compute a hash function and compare the result with a known string. A
practical drawback, however, is that when a ciphertext is rejected, no one but
the owner of the decryption key can be convinced. Suppose that Alice sent a
ciphertext to Bob and it was rejected by private validity testing. Alice may
claim that the ciphertext is valid, while Bob claims the opposite. Alice does not
want to reveal the message to support herself and Bob does not want to reveal
the private key.

There are some encryption schemes where anyone can check the validity
of ciphertexts; hence publicly checkable schemes, e.g., [12,21,20,19]. In these
schemes, the validity test verifies a non-interactive zero-knowledge proof of know-
ledge/membership. So the overhead for encryption/checking is relatively large.
The schemes in [20], which are secure in the random oracle model [2], cost three
or four exponentiations for creating a zero-knowledge proof and two or three
exponentiations for checking it, though they have extra security for threshold
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decryption. The scheme in [5] is not publicly checkable but it can provide a proof
of legitimate rejection according to the technique of [4], though it is still costly.

The most efficient publicly checkable scheme is the combination of ElGamal
encryption [6] and Schnorr signature [18] formally discussed in [21,19]. This
scheme is at least twice as fast as other publicly checkable ones but its security is
proven only in the stronger model. In [21], an on-line knowledge extractor that
does not rewind the prover is assumed, and in [19], the attacker is restricted
to yield group elements via the group operation only and not to use the group
elements to compute any non-group value except for hashing them. The difficulty
posed by such schemes in proving the security, in which a proof of knowledge
is used rather than membership, is that the simulator has to rewind the prover
to extract the knowledge to answer to decryption queries, and this rewinding
simulation will not terminate in polynomial time as this rewinding causes another
rewinding which results in an avalanche.

This paper provides a way of securely combining a simple encryption scheme
and a proof of knowledge so that the resulting scheme features a publicly check-
able validity test and security against adaptive chosen message attacks can be
proven based on the underlying number theoretic assumptions and the ran-
dom oracle assumption. Among the many combinations possible, we show two
concrete schemes: ElGamal(Diffie-Hellman) + Schnorr and RSA [17] + Guillou-
Quisquater [11]. The latter is based on the higher order residuosity problem
and the former is based on the Gap-Diffie-Hellman problem [14]. Although all
examples in this paper use proof of knowledge made non-interactive by the Fiat-
Shamir technique [7], our generic scheme shows that the proof-part is not neces-
sarily a proof of knowledge but a signature scheme. This is a natural consequence
as our security proof does not attempt to extract the knowledge from the proof
part. In some cases, we may even be able to use somewhat weaker signature
schemes than the strongest ones.

The rest of this paper is organized as follows. Section 2 presents some con-
crete examples that belong to the class for which we prove security. A generic
description of the class and the security proof is given in Section 3. Section 4
concludes this paper with some discussion on the advantages and drawbacks of
the encryption schemes addressed here. It also states some open problems.

2 Concrete Examples

This section presents two concrete examples that belongs to the class of provably
secure publicly checkable secure encryption schemes we describe in Section 3.
Although we only present simple schemes, it is possible to derive variations or
adaptations of symmetric encryption as shown in the generic description.

2.1 ElGamal Encryption + Schnorr Signature

This scheme is secure assuming the intractability of the Gap-Diffie-Hellman prob-
lem (Gap-DH) [14]. Informally, Gap-DH is to compute gab from ga and gb having
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access to the decision Diffie-Hellman oracle that decides if given (ga, gb, gc) sat-
isfies ab = c. Let G be a probabilistic polynomial-time algorithm that generates
a description of a group, say (p, q, g), where Gap-DH is intractable. Here, g is
an element of the group defined by p and the order of g is q.

Key Generation: (p, q, g) ← G(1κ). Select private key x ∈U ZZ∗
q . Public key is

y(= gx mod p), p, q, g and hash functions, H : 〈g〉2 → {0, 1}�m , G : {0, 1}∗ → ZZq

where �m is the message length.

Encryption: Ciphertext C of message m ∈ {0, 1}�m is C = (h, c, u, s) such that

h = gr mod p, c = m ⊕ H(h, yr mod p), u = G(c, gw), s = w − ur mod q,

where r, w ∈U ZZq and ⊕ denotes bitwise XOR.

Validity Test: Given a ciphertext, check if u
?= G(c, gshu mod p).

Decryption: For a valid ciphertext that passes the above test, output c ⊕
H(h, hx mod p) as a plaintext.

2.2 RSA + GQ Signature

Since RSA is the most common encryption scheme in the current public-key
infrastructure it useful to provide an instantiation that suits RSA public-key
systems, though the resulting cost is higher than may be expected from the
previous section. The security of the following scheme is proven under the RSA
assumption.

Key Generation: Choose RSA public key (n, e) and private key d according
to security parameter k. Length of e must also be a polynomial in κ. Select a
hash function H : ZZ∗

n × ZZ∗
n → {0, 1}�m , G : {0, 1}∗ → {0, 1}� where � is also a

security parameter.

Encryption: Ciphertext C of message m ∈ {0, 1}�m is C = (h, c, u, s) such that

h = re mod n, c = m ⊕ H(h, r), u = G(c, we mod n), s = wru mod n,

where r, w ∈U ZZ∗
n.

Validity Test: Given a ciphertext, check if u
?= G(c, seh−u mod n).

Decryption: For a valid ciphertext that passes the above test, output c ⊕
H(h, hd mod n) as a plaintext.

2.3 Other Combinations

We can also create combinations of Paillier encryption [16] and a proof of know-
ledge from the Schnorr and Guillou-Quisquater schemes, and the Oakmoto-
Uchiyama encryption [15] and the statistical zero-knowledge proof by Fujisaki [8].
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3 Generic Description and Proof of Security

3.1 Notations

Here we describe, in general, public-key encryption, symmetric-key encryption,
and signature schemes. These follow standard definitions. We then define “bridge
functions” which is necessary to join the encryption and signature schemes. All
algorithms below are polynomial-time with regard to the security parameters.

Public-key encryption scheme Epub = (Gpub, Epub, Dpub):

Gpub(1κ) → (ek, dk) A probabilistic key-generation algorithm that takes se-
curity parameter κ and outputs private decryption key
dk and public encryption key ek. Public-key ek deter-
mines message space Mpub, randomness space Rpub and
ciphertext space Cpub.

Epub
ek (m; r) → h A (probabilistic) encryption algorithm that encrypts

message m ∈ Mpub into ciphertext h with regard to
public-key ek and randomness r ∈ Rpub.

Dpub
dk (h) → m A decryption algorithm that satisfies Dpub

dk (Epub
ek (m; r)) =

m for any (dk, ek) ∈ Gpub(1κ), r ∈ Rpub, and m ∈ Mpub.

To treat asymmetric session-key delivery schemes as encryption schemes, we
may allow Dpub

dk (Epub
ek (m; r)) = m′ when a function, K(m) → m′, is available. For

instance, in the Diffie-Hellman scheme, m′ = gi and m = i. The security notions
for encryption schemes also apply to such cases.

Symmetric-key encryption scheme Esym = (Ksym, Msym, E sym, Dsym):

Ksym Key space
Msym Message space

E sym
k (m) → c An encryption algorithm for message m ∈ Msym and

common key k ∈ Ksym.
Dsym

k (c) → m A decryption algorithm such that Dsym
k (E sym

k (m)) = m
for any k ∈ Ksym and m ∈ Msym.

Signature scheme S = (Gsig, Ssig, Vsig):

Gsig(1κ) → (sk, vk) A probabilistic key-generation algorithm that outputs
private signing key sk and public verification key vk.

Ssig
sk (m) → σ A (probabilistic) signature-generation algorithm that

outputs signature σ for message m with signing key sk.
Vsig

vk (m, σ) → 1/0 A signature verification algorithm that outputs 1 if σ is
in the domain of Ssig

sk (m), or outputs 0 otherwise.

To seamlessly joins the schemes, the following polynomial-time computable
functions must exist.
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Js(m, r, ek) → sk A function that generates a private signing key of sig-
nature scheme S from m, r, ek used in Epub

ek (m; r). It is
also necessary that output sk have the same distribution
as the signing keys generated by Gsig when m, r and ek
distribute uniformly in their respective spaces.

Jp(h, ek) → vk A function that, from the ciphertext h and the public
key ek where h = Epub

ek (m; r), generates the public key of
the signature scheme that corresponds to sk generated
by Js(m, r, ek).

Jd(vk, dk) → h A probabilistic function that generates h from signature
verification key vk and decryption key sk such that vk =
Jp(h, ek). (Decryption key dk is used only for generality.
It can be encryption key ek.)

Intuitively, Js and Jd together work as Gs to generate a temporary key-pair for
the signature scheme. Jd can be understood as the inversion function of Jp. It
is needed only for the security proof. These functions would be as simple as
outputting one of the input variables.

3.2 Generic Description

A publicly checkable encryption scheme; Epc = (G, E , V, D);

G(1κ) → (x, y) Execute Gp(1κ) → (dk, ek) and select a hash function,
H : Cpub ×Mpub → Ksym. Output private decryption key
x = (dk, H) and public encryption key y = (ek, H).

Ey(m; r) → C Divide r into two parts (z, w) ∈ Mpub × Rpub, and com-
pute h = Epub

ek (z; w). Compute session key k = H(h, z)
and encrypt m as c = E sym

k (m). Generate signing key
s = Js(z, w, ek) and sign c with s as σ = Ssig

sk (c). Output
ciphertext C = (h, c, σ).

Vy(C) → b Parse C into (h, c, σ). Generate signature verification key
v = Jp(h, e) and output the result of signature verifica-
tion, b := Vsig

vk (c, σ).
Dx(C) → m Parse C into (h, c, σ). Decrypt h as Dpub

dk (h) → z with
decryption key dk embedded in x. Compute session key
k = H(h, z) and retrieve message m = Dsym

k (c) if
Vy(C) = 1, otherwise m = ⊥.

3.3 Security Definitions

This section briefly reviews the security definitions and intractability assump-
tions. We use well-known notions and popular notations for encryption schemes
such as OW(one-way), IND(indistinguishable), CPA(chosen plaintext attack),
CCA2(adaptive chosen ciphertext attack) without definition by referring to [1].

The following set of problems is defined with regard to the encryption scheme.
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Definition 1. Let (dk, ek) ← Gpub(1κ) and h = Epub
ek (m; r) for m ∈U Mpub,

r ∈U Rpub. Let T be a set of all possible (m, h, ek) that satisfies m = Dpub
dk (h).

Let F be a set of all random (m, h, ek) taken from each domain.

– The computational problem (CP) is, given (h, ek), to output m such that
(m, h, ek) ∈ T .

– The decisional problem (DP) is, given (m, h, ek) taken randomly from T or
F with equal probability, to decide which set, T or F , the given instance
belongs to.

– The gap-problem (GP) is to solve CP having access to the decision oracle
for DP, which returns yes if the query is in T , otherwise no.

The gap-problem is a rather new class of problems and was introduced in [13].
From the definition, the following relations among those problems are derived
easily.

DP easy ⇔ GP = CP
GP easy ⇔ DP = CP

It follows that a gap-problem is hard if the corresponding computational prob-
lem is hard and strictly harder than the decisional problem. For instance, the
computational Diffie-Hellman problem seems to be hard and harder than the
decision Diffie-Hellman problem. It is clear that if Epub is deterministic, the de-
cision problem is easy (anyone can encrypt the message and see if it equals the
ciphertext) and the gap-problem is equivalent to the computational problem.

The gap-problems are related to the following attack model.

Definition 2. (PCA: plaintext checking attack) The adversary is given access
to a plaintext checking oracle that takes plaintext m, ciphertext h and public-
key ek and outputs 1 if m is produced by decrypting h with decryption key dk
corresponding to ek.

OW-PCA security is related to the gap-problems. For instance, the ElGamal
encryption scheme is OW-PCA under the Gap Diffie-Hellman assumption [14].
The RSA cryptosystem is also OW-PCA under the Gap-RSA assumption, which
is actually equivalent to the RSA assumption as RSA encryption is deterministic.

For signature schemes, we require EUF(existentially unforgeable) against
CMA(chosen message attacks). More precisely, we require the signature scheme
be EUF-CMA1 as defined below. This is a slightly weaker requirement than the
original EUF-CMA defined in [10], which allows polynomially many queries to
the signing oracle.

Definition 3. (EUF-CMA1) Consider that adversary (A1, A2) plays the follow-
ing game;

1. (sk, vk) ← Gsig(1κ)
2. (m, ω) ← A1(vk)
3. σ ← Ssig

sk (m)
4. (m̃, σ̃) ← A2(σ, ω)
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A signature scheme is EUF-CMA1 if, for any poly-time algorithm (A1, A2),
(m, σ) 	= (m̃, σ̃) and Vsig

vk (m̃, σ̃) = 1 hold only with negligible probability.

Note that m = m̃ is allowed in the above definition as is true in the original
definition of EUF-CMA in [10]. A similar notion EUF-RMA1 (existentially un-
forgeable against randomly chosen message attacks with 1 query) can be defined
by choosing m uniformly from the message space.

Furthermore, we need S to be simulatable in the random oracle model. That
is, S involves a hash function, say G, and there exists a polynomial-time algo-
rithm such that, given public verification key v and a polynomially bounded list
of input-output pairs for G, say LG , output message-signature pair (m, σ) and
a pair of input-output values, say io, which is consistent with LG and makes the
resulting signature valid. By (σ, io) = Ssim

v (m, LG) we denote such a simulation.
We say that S provides the property of SIMR if such a simulation is successful
with overwhelming probability. SIMR is featured in many practical EUF-CMA
signature schemes, especially in the ones made from the honest verifier zero-
knowledge proofs focused on in this paper.

3.4 Security Proof

Theorem 1. If Epub is OW-PCA, Esym is IND-CPA, and S is EUF-CMA1 and
SIMR, then Epc is IND-CCA2 in the random oracle model.

Proof. We assume that Epub is not IND-CCA2. That is, there exists polynomial-
time adversary Adv that succeeds in breaking the indistinguishability of Epub

with adaptive chosen ciphertext attacks. We show that if such Adv exists we can
construct a polynomial-time simulator that breaks either Epub or Esym or S using
Adv as a black-box. In the adaptive chosen ciphertext attacks, Adv accesses the
encryption oracle (EO), the random oracle (H) and the decryption oracle (DO).
EO is given two equal length messages m0 and m1 chosen from Msym, and
returns challenge ciphertext C = Ey(mb; r) for b ∈U {0, 1} and random r. H is
given query zi ∈ Mpub and returns ki ∈U Ksym. DO is given ciphertext Ci and
returns Dx(Ci). Adv also accesses random oracle G embedded in the signature
scheme, which does not explicitly appear in the following high level description.

We first construct S1 that breaks the OW-PCA property of Epub assuming
that Esym and S is secure in the above sense. Let (h, ek, CO) be a randomly
chosen OW-PCA instance where CO is a plaintext checking oracle for Epub .

Construction of S1:
Simulator S1 maintains a list, say LH , whose entry consists of four-tuples,
(msg, enc, key, ans), where msg stores messages in Mpub, enc stores encryption
of msg with Epub, key stores H(msg), and ans stores yes/no returned from check-
ing oracle CO in response to query (msg, enc, ek). LH is empty at the beginning.
S1 also maintains list LG for defining hash function G in S . LG is empty at
the beginning, too. By convention, “∗” matches any string and “−” denotes an
empty string in the lists. At initialization S1 runs G(1κ) → (x, y) and replace
ek in y with ek (accordingly, x is rendered useless). S1 then runs Adv by giving
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y and answers the queries from Adv in the following way. When Adv stops, it
outputs b′ ∈ {0, 1}.

[S1: Simulation of Oracles]

EO(m0, m1): Return challenge ciphertext C = (h, c, σ) where h = h,
c = E sym

k (mb) where k ∈U Ksym and b ∈U {0, 1}, and
(σ, io) = Ssim

vk (c, LG) where vk = Jp(h, ek). Ssim fails if
io is inconsistent with LG , or (∗, h, ∗, ∗) is already in LH .
Otherwise, append io to LG and (−, h, k, yes) to LH .

H(hi, zi): a1. If hi = h and CO(zi, h, ek) = yes, then output zi and
stop. (S1 wins.)

a2. If hi 	= h, CO(zi, hi, ek) = yes, and (−, hi, (ki), yes)
exists in LH , then return the ki in the entry and
replace ’−’ with zi.

a3. Return ki ∈U Ksym and append (zi, hi, ki, ans) to
LH where ans is the answer of CO(zi, hi, ek).

DO(Ci): Parse Ci into (hi, ci, σi).

b1. If Ci = C or Vy(Ci) = 0, return ⊥. (If G is not yet
defined with regard to the query needed for verifica-
tion, define it with a random value.)

b2. If Vy(Ci) = 1 and hi = h, simulation fails.
b3. Otherwise, search LH for (∗, hi, (ki), yes).

c1. If it exists, return mi = Dsym
ki

(ci) by using ki in
the entry.

c2. Otherwise, choose ki ∈U Ksym, append (−, hi, ki,
yes) to LH , and return mi = Dsym

ki
(ci).

Queries for hash function G are simulated with random values chosen from the
appropriate domain defined by Jp(h, ek). List LG maintains the input-output
correspondence of G.

Evaluation of S1: We first claim that the simulation of EO works unless Ssim

fails or there is (∗, h, ∗, ∗) in LH before the query is made to EO. The first case
occurs with negligible probability as we assume that S is SIMR. Since h = h
and h is in the randomly chosen instance, such a failure happens with negligible
probability if the size of h is polynomial against the security parameter. As
Epub is assumed to be one-way, the size of its ciphertext space must be at least
|Mpub| + |Rpub|, which is polynomial in κ. Thus, EO is simulated correctly with
overwhelming probability.

We next claim that event b2 happens only with negligible probability. Assume
that Adv sends valid ciphertext Ci = (hi, ci, σi) where hi = h. Since any query
to DO must not be identical to challenge ciphertext C, the remaining part of
the query must satisfy (ci, σi) 	= (c, σ). So b2 means that Adv outputs a forged
Schnorr signature with regard to public key vk = Jp(h, ek) by a chosen message
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attack1. Since S is assumed to be EUF-CMA1 and only one signature is issued
with regard to public-key vk, b2 happens only with negligible probability.

From the above observation we see that hi 	= h for all valid ciphertext asked
to DO with overwhelming probability. Now we claim that DO is simulated
successfully. Observe that when ciphertext Ci is asked to DO, there are two
cases; Adv has already asked H(hi, zi) with correct zi, i.e., the one such that
CO(zi, hi, ek) = yes, or such query has not asked yet. If such a query has been
already made, LH has an entry that contains correct ki that corresponds to zi.
Thus, mi returned from case c1 is the same as the one returned from the real
DO. (Although Adv may have created ci independently from such correct ki,
it does not matter since even the real DO decrypts ci with correct ki.) If such
query has not been asked, we can temporary choose ki as done in case c2 and
later detect the corresponding query to H and backpatch as in case a2 so that
the answer looks consistent. Thus mi from case c2 is also the same as the one
from the real DO.

Unless a1 happens, the simulation of H is perfect since all return values, ki,
are selected randomly from Ksym in a3 and c2.

What remains to prove is that b′ = b happens with negligible advantage
unless a1 happens. As we have already seen, hi 	= h for all valid ciphertexts
asked to DO with overwhelming probability. Hence all ki are independent of k
due to the randomness of H, and so are all mi and b. (This is the reason why hi

must be input to H. Otherwise, mi could be related to b.) Thus, interacting with
DO does not help Adv in guessing b. Next, assume that a1 does not happen.
One can then see that h is independent of c due to the ideal randomness of H.
Furthermore, σ is related to c only in a trivial way. Therefore, only c is relative
to b. However, since Esym is indistinguishable, b can be guessed solely from c
only with negligible advantage. Thus, if b = b′ happens with probability 1/2 + ε,
a4 happens and S1 wins with probability close to ε.

Construction of S2: We next construct S2 that breaks the IND-CPA property
of Esym assuming that Epub and S are secure. S2 sends (m0, m1) to the external
symmetric encryption oracle E sym that has a randomly chosen secret key k.
S2 finally decides which message corresponds to the ciphertext c returned from
E sym.

At initialization, S2 runs G(1κ) → (x, y). This time, x is used as it is. Queries
from Adv are answered as follows.

[S2: Simulation of Oracles]

EO(m0, m1): Pass (m0, m1) to the external symmetric encryption or-
acle E sym. The oracle selects b ∈U {0, 1} and creates
challenge ciphertext c = E sym

k (mb) with k ∈U Ksym. It

1 When E sym is a random permutation with regard to fixed length messages we allow
S to be EUF-RMA1 where the message is chosen uniformly from a fixed domain. In
general, however, EUF-CMA1 is needed as we do not see how c distributes over the
message space of S when the corresponding plaintext is chosen by the adversary.
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then returns C = (h, c, σ) where c = c, h = Epub
ek (z; w)

for z ∈U Mpub, w ∈U Rpub, and σ = Ssig
sk (c) where

sk = Js(z, w, ek). If (h, z) has been already asked to H,
simulation fails.

H(hi, zi): a0. If H is already defined for this input, return the
assigned value.

a1. If hi = h and zi = z, simulation fails.
a2. If hi 	= h or zi 	= z, return ki ∈U Ksym.

DO(Ci): Parse Ci into (hi, ci, σi).

b1. If C = Ci or Vy(Ci) = 0, return ⊥.
b2. If Vy(Ci) = 1 and hi = h, simulation fails.
b3. Otherwise, return mi = Dsym

ki
(ci) where ki =

H(hi, zi), zi = Dpub
dk (hi). (This is possible as S2 has

dk in x. Define H for input (hi, zi) if it has not been
asked yet.)

Simulation of G in S is done with using only random values from the appropriate
domain. When Adv outputs b′, S2 outputs it.

Evaluation of S2: The simulation of EO fails if (h, z) has been asked to H
before EO is invoked. As h is generated with random z and w, such a failure
happens with negligible probability.

We claim that case a1 happens with negligible probability if Epub is OW-
PCA. It suffices to show that the simulation of H and DO works just as the
plaintext checking oracle in PCA attacks and not more than that. Suppose that
Adv is given mi for ci in b3. Since ki in b3 is independent of zi due to the
randomness of H, Adv can get no information about zi from mi except for the
fact that H is defined as ki for input (hi, zi). Adv can now exploit this fact to
check whether some z′

i is the correct decryption of hi or not by examining if
decrypting ci with k′

i obtained by asking (hi, z′
i) to H results in mi or not. This

argument is irrelevant to whether valid σi can be made without knowing zi or
not.

Next, we claim that case b2 does not happen since Ci 	= C and hi = h implies
(ci, σi) 	= (c, σ) which contradicts the assumption that S is EUF-CMA1. Note
that each hi is used only once with overwhelming probability. Independence of
all returned mi in b3 from b determined by c can be argued in the same way as
done in the evaluation of S1 based on the fact that hi 	= h for all valid queries to
DO. Thus, the simulation works with overwhelming probability and all values
viewed by Adv are independent of b except for c. Therefore S2 wins if Adv wins.

Construction of S3:
Finally, we construct S3 that breaks S assuming that Epub and Esym are secure.
Let vk be a given randomly selected signature verification key for which S3 forges
a signature by accessing the external signing oracle that has sk corresponding
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to vk. At initialization, S3 runs G(1κ) → (x, y). Queries from Adv are answered
as follows.

[S3: Simulation of Oracles]

EO(m0, m1): Select b ∈U {0, 1}, and compute h = Jd(vk, dk) by using
dk in x. Then compute z = Dpub

dk (h), k = H(h, z), c =
E sym

k (mb). (H is defined with k for input (h, z). If H
has been already defined at this point, simulation fails.)
Then ask the external signing oracle to sign c with key
sk and get signature σ. Return C = (h, c, σ).

H(hi, zi): a0. If H is already defined for this input, return the
assigned value.

a1. If hi = h and zi = z, simulation fails.
a2. If hi 	= h or zi 	= z, return ki ∈U Ksym.

DO(Ci): Parse Ci into (hi, ci, σi).

b1. If C = Ci or Vy(Ci) = 0, return ⊥.
b2. Else if hi = h, output (ci, σi) and stop.
b3. Otherwise, return mi = Dsym

ki
(ci) where ki =

H(hi, zi), zi = Dpub
dk (hi), and dk in y.

Queries to G in S are passed to the corresponding external oracle. When Adv
outputs b′, S3 outputs it.

Evaluation of S3: The simulation of EO works if H has not been defined at
(h, z) before. Clearly, such a failure happens only with negligible probability.

We can claim that case a1 happens with negligible probability if Epub is
OW-PCA in the same way as was done for S2 .

We next claim that if case b2 and a1 do not happen and Esym is IND-CPA,
Adv can win only with negligible advantage over 1/2. The case for a1 has already
been made. It suffices to show that case b2 should happen if Adv is to win with
meaningful advantage. Observe that ki in case b3 is independent of k due to the
randomness of H. Hence, mi does not have more information about b than c has
regardless of the relation between c and ci. Therefore, if b2 does not happen,
issuing queries to DO does not help in guessing b. Thus, Adv can win only with
the same probability as breaking the IND-CPA property of Esym . Since this is
assumed to be infeasible, there is a contradiction. Thus, b2 must happen and
S3 gets a forged signature-message pair (ci, σi) with regard to Jp(h, ek) = vk.

4 Conclusion

This paper studied encryption schemes that use proof of knowledge but whose se-
curity can be proven in the random oracle model under the standard intractabil-
ity assumptions of number theoretic problems.
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A weakness of such schemes is the lack of homomorphism in the encryption
part. This is inevitable as it is essential for the security proofs that the message
be encrypted with a session key generated by a hash function. On the other
hand, such a hybrid structure allows long messages to be encrypted efficiently.

It should also be noted that public verifiability of ciphertexts does not imply
security in terms of threshold setting. The main reason is that, in threshold
setting, computation of H must be done in public (shown to all decryptors) so
the simulator has to extract correct zi given to H but the schemes addressed
here do not provide such a back door, unlike the schemes that combine signature
schemes derived from proofs of language [20].
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Abstract. In this paper, we show that curves which are defined over
a number field of small degree but have a large torsion group over the
number field have considerable cryptographic significance. If those curves
exist and the heights of torsions are small, they can serve as a bridge for
prime shifting, which results a nonuniform polynomial time algorithm to
solve DDH on finite fields and a nonuniform subexpontial time algorithm
to solve elliptic curve discrete logarithm problem. At this time we are
unable to prove the existence of those curves. To the best of our know-
ledge, this is the first attempt to apply the ideas related to the Uniform
Boundedness Theorem(UBT), formerly known as Uniform Boundedness
Conjecture, in cryptography.

1 Introduction

Since the proposal of the concept of public-key cryptography, certain kinds of
computational problems such as the integer factoring, the discrete logarithm
problem, the Diffie-Hellman problem [3] and the RSA problem [15] have been
much researched for the last two decades. So far, these computational prob-
lems are widely believed to be intractable. One of the most important topics in
cryptography is to propose a practical and provably-secure cryptographic scheme
under such a reasonable computational assumption. Here, we usually say a cryp-
tographic scheme is provably secure if it is proven to be as secure as such an
intractable computational problem. Besides, in order to prove the security of
a cryptographic scheme, we sometimes use some other kinds of computational
problems what we call decisional problems such as the Decisional Diffie-Hellman
problem, the DDH problem for short. This kind of decision problem was firstly
introduced in [6] to prove the semantical security of a public-key encryption
scheme from a cryptographic point of view. Since then, such a decisional prob-
lem has been typically employed to prove the semantical security of public-key
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encryption schemes such as the ElGamal and Cramer-Shoup encryption schemes
[4,17,2]. More precisely, the Cramer-Shoup encryption scheme is secure against
adaptive chosen ciphertext attack under the DDH and the universal one-way
hash assumptions. The DDH problem is especially useful and has a lot of ap-
plications, so it has been very attractive to cryptography. With respect to ap-
plications and a survey of the DDH problem, see the following excellent papers
[13,1].

Here, we briefly review the definitions, basic properties of the DDH and re-
lated problems. In the following, G denotes a multiplicative finite cyclic group
generated by an element g from G, and let l be the order of G. From a crypto-
graphic point of view, we may assume that l is prime.

· The Discrete Logarithm problem: Given two elements x and y, to find
an integer m so that y = xm.

· The Diffie-Hellman problem: Given two elements gx and gy, to find gxy.
· The Decisional Diffie-Hellman problem: Given two distributions (gx,

gy, gxy) and (gx, gy, gz), where x, y, z are randomly chosen from Z/lZ, to
distinguish between these two distributions. In other words, given three ele-
ments gx, gy and gz, where x, y, z are chosen at random from Z/lZ, to decide
whether xy ≡ z (mod l) or not.

Here, it is well-known that the Diffie-Hellman problem can be efficiently re-
duced to the Discrete Logarithm problem and the DDH problem can be efficiently
reduced to the Diffie-Hellman problem. When it comes to relationships between
these problems, Maurer and Wolf [10] showed that the Discrete Logarithm prob-
lem can be reduced to the Diffie-Hellman problem, if there exists some auxiliary
group defined over Fl and it has some nice properties. More precisely, the Mau-
rer and Wolf’s idea is given by the following. An auxiliary group can be taken as
the rational points on an elliptic curve defined over Fl whose order is sufficiently
smooth, then we can easily solve the Discrete Logarithm problem over this el-
liptic curve by using the Pohlig-Hellman algorithm. Furthermore, since we can
reduce the Discrete Logarithm problem over G to that over this elliptic curve by
employing the Diffie-Hellman oracle, the Discrete Logarithm problem over G can
be reduced to the Diffie-Hellman problem. Namely, in this case, we can say that
the Diffie-Hellman problem is as hard as the Discrete Logarithm problem. So far,
the best known algorithm for these problems over a general group, is a generic
algorithm such as the Baby-Step Giant-Step (BSGS) and Pholig-Hellman. Their
run time are given by O(

√
l), where l is the order of the base group G. Besides,

Shoup [16] showed that the lower bound on computation of the DDH problem is
the same as that of the Discrete Logarithm problem under the generic model, i.e.,
the lower bound is given by c

√
l, where c is some constant, for the DDH problem

as well as the Discrete Logarithm problem. More precisely, Shoup showed that
an algorithm such as the BSGS is the best possible generic algorithm for the
DDH, Diffie-Hellman and Discrete Logarithm problems.

On the other hand, very recently, Joux and Nguyen [8] presented very in-
teresting examples such that the DDH problem is easy while the Diffie-Hellman
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problem is as intractable as the Discrete Logarithm problem over certain groups
of the rational points on elliptic curves defined over finite fields. It is obvious
that the DDH problem over an elliptic curve defined over a finite field is very
easy if we can compute a pairing such as the Weil and Tate pairing. Actually,
we assume that 〈 , 〉l is the l-th Tate pairing, where l is prime and also the DDH
problem over the group generated by a point P whose order is prime l, then
we have 〈xP, yP 〉l = 〈P, P 〉xy

l and 〈zP, P 〉l = 〈P, P 〉z
l . So, in this case, deciding

whether xy ≡ z (mod l) or not is very easy unless 〈P, P 〉l = 1. Anyhow, in such
a case, the DDH problem can be solved in polynomial time on the size of the
input. Here we note that we are not able to evaluate the Tate pairing for all
elliptic curves but special classes of curves such as supersingular and trace 2
elliptic curves. Besides, as mentioned above, according to the result by Maurer
and Wolf, if we can generate some auxiliary group for these elliptic curves which
satisfy certain good properties, the Diffie-Hellman problem is as hard as the
Discrete Logarithm problem. That is, Joux and Nguyen presented supersingular
and trace 2 elliptic curves with such good auxiliary groups (see for details in
[8]).

Here, this observation raises the following question: Is there an efficient re-
duction from the DDH problem in a finite field to the DDH problem over some
special elliptic curve? This paper will explore the possibility.

More precisely, this paper proposes an attack against the DDH problem in
finite fields under some reasonable assumption. Suppose that our target field
is Fp. l is the largest prime factor of p − 1. The correctness of our algorithm
relies on a conjecture, which concerns about the number of K-rational torsion
points on an elliptic curve over number field K. Let [K : Q] = d and E an
elliptic curve defined over K. The celebrated Uniform Boundedness Theorem
asserts that the number of torsion points of E rational over K is bounded by
a constant Bd depending only on d. Effective version of UBT shows that the
bound Bd depends exponentially on d. We conjecture that for prime l, there exist
a number field K and an elliptic curve E/K such that [K : Q] ≤ logO(1) l and
E has non-trivial K-rational l-torsion points. In addition, we assume (1) E has
multiplicative reduction E′ at a place above p; (2) All the K-rational l-torsions
reduce to non-singular points on E′; (3) all the torsion points has reasonable
size. We can efficently map the elements in the l-part of the F

∗
p to the points

on E′. Suppose that p-adic representation of E of certain precision is given, we
then find the p-adic representations of the coresponding points on E upto to the
precision. Since the degree of K is low, we employ LLL-algorithm to get the
minimum polynomials of the coordinates of the points. There certainly exists
another prime r, such that l|r − 1 and E has good reduction E′′ at a place above
r. The coordinates of the coresponding points on E′′ will be computed. The
Tate-pairing on the l-part of E′(Fr) is non-trivial and is efficently computable.
Hence we have the reduction of DDH problem in finite fields to DDH problem
over special elliptic curves.

This paper is organized as follows. First, we introduce the reduction from
the multiplicative group of a finite field to the additive group on a singular cubic
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curve. In the section 4, we formulate the conjecture. In the section 5, we describe
an algorithm to lift the points over finite field to torsions over number field. In
the section 6, we discuss the idea of shifting prime and prove the main theorem.
In the section 7, we apply the idea to elliptic curve discrete logarithm problem.

2 Non-uniform algorithm

In this paper, when we talk about non-uniform polynomial time algorithm to
solve DDH problem, we mean that given a cyclic group G with generator g,
there exists a circuit CG, depending on G, such that if the input of the circuit
is gx, gy, gz, output 1 iff z ≡ xy (mod |G|), and the size of the circuit CG grows
polynomially with log |G|. If we know how to construct CG efficiently, then we
have a uniform polynomial time algorithm to solve DDH problem.

Perhaps the best known non-uniform algorithm in cryptography is the re-
duction from DH problem to DL problem, proposed by Maurer and Wolf[10].
Given an arbitrary finite field Fp, it is not known how to construct an elliptic
curve over Fp with sufficiently smooth order. Sometimes, even the existence of
such a curve is in question.

3 Reduction from Finite Field to Singular Cubic Curve

We first fix some notations. Suppose we are given a prime power q, g ∈ F∗
q

generate a subgroup S. Assume that l = |S| is a prime. a, b, c ∈ S. Certainly
there exist three integers x, y and z such that a = gx, b = gy, c = gz. We
want to determine whether xy ≡ z mod l. This is called the Decision Diffie-
Hellman(DDH) problem in a finite field.

There is an analogy problem in elliptic curve cryptography. Given a curve E
defined over Fq. W.l.o.g., assume that the order of E(Fq) is a prime l. Let G
be a generator of E(Fq). A, B, C ∈ E(Fq). There exist three integers x, y and
z such that A = xG, B = yG and C = zG. The DDH problem is to determine
whether xy ≡ z mod l.

It is believed that in general the DDH problem over an elliptic curve is harder
than the DDH problem in a finite field if the groups have the same size. However,
in some special case, most notably when the Tate-pairing is non-trivial and is
easy to compute, DDH problem over the elliptic curve admits polynomial time
algorithm.

In this paper, we study how to reduce the DDH problem in a finite field to the
DDH problem over some special elliptic curve. It turns out that the isomorphism
from the multiplicative group of a finite field to the additive group of a cubic
curve is well-known, and is efficiently computable, as shown in the following
proposition. It is not however scientifically interesting because the cubic curve
is singular, hence the Tate-pairing is trivial.

Proposition 1. Let K be a finite field and E/K be a curve given by

y2 + a1xy + a3y = x3 + a2x2 + a4 + a6
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with discriminant ∆ = 0. Suppose E has a node S, and let

y = α1x + β1 and y = α2x + β2

be the two distinct tangent lines to E at S. The the map φ

Ens → K̄∗

(x, y) → y − α1x − β1

y − α2x − β2

is an isomorphism of abelian groups, which can be computed efficiently. The
reverse map can also be computed efficiently.

4 Conjecture

We can imagine that there is a global elliptic curve, which has a multiplicative
reduction at p or a place above p. The Tate pairing on this global curve is non-
trivial. By lifting points from the singular cubic curve to the global curve, we
will reduce the DDH problem in finite field to the DDH problem over the global
elliptic curve.

The approach sounds appealing. But we are required to lift points over finite
field to torsion points over number field. The group order is usually very large in
cryptography application. One of the obstacles is to describe the global curve,
since the curve, as well as the torsions, may be defined over a number field of
very high degree. Fortunately, the current research seems to indicate that the
maximum possible number of torsions over a number field grows exponentially
with the degree of the number field.

Even if the curve and its torsions are defined over a number field with low
degree, the size of the curve is too large to even be written down. We can,
however, write down the p-adic version of this curve up to the certain precision.

The biggest obstacle is that some of its l-torsions may have huge size too.
Notice that if E is represented by Weiestrass equation y2 = x3+ax+b, a, b ∈ ZK ,
then the l-torsions have very large coordinates. But at least all the y-coordinates
share a lot of common factors. We could hope that the Weiestrass equation will
be birationally equivalent to an equation with all torsions in reasonable size.

Our expectation of the curve are summarized in the conjecture 1.

Definition 1. The height of an integer n is defined to be log |n|. The height of
a rational number n

m , n, m ∈ Z, (n, m) = 1, is defined to be log |n| + log |m|.

Conjecture 1. There is a constant c, such that for any given prime p, there exists
an elliptic curves E/K, [K : Q] ≤ (log p)c, K = Q[x]/(k(x)) = Q(α), and

1. The heights of all the coefficients of k(x) are bounded by (log p)c. k(x) ∈ Z[x]
is separable over Fp and it splits completely over Fp.
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2. There are l-torsion points P1, P2, ..., Pl = 0 ∈ E(K), where l is the largest
prime divisor of p − 1 (we assume that l2 � |p − 1). They form a group.
E has a multiplicative reduction at place v above p. all the Pi’s reduce to
non-singular points.

3. E can be represented by an equation

f(x, y) = 0

such that for any 1 ≤ i ≤ l, if Pi = (xi, yi), the minimum polynomials in
Q[x] for xi and yi are gi(x) and hi(x), then the height of all the coefficients
of gi and hi are bounded by (log p)c.

We would like to mention several very deep results proved by Mazur[11],
Kamienny[9], Merel[12], Parent[14], Hindry and Silverman[7] respectively about
the torsions on the elliptic curves. It is these results that motivate us to formulate
the conjecture.

Proposition 2. Let E be an elliptic curve over a number field K. We denote
the order of the torsion subgroup of E(K) by N . Let d = [K : Q]. Suppose that
p is a prime divisor of N , and pn the largest power of p dividing N

1. If d = 1, the torsion subgroup of E(Q), is isomorphic to one of the following
groups: Z/mZ for m ≤ 10, or Z/2Z × Z/2mZ for m ≤ 4.

2. If d = 2, there is a positive integer B such that N ≤ B. Moreover, p ∈
{2, 3, 5, 7, 11, 13}.

3. We have

p ≤ (1 + 3d/2)2

pn ≤ 65(3d − 1)(2d)6.

4. If the curve E has good reduction everywhere, then the number of K-rational
torsion points of E is bounded by 1 977 408d log d

5 Torsion-to-Torsion Lift

In this section, we describe an algorithm to lift the points over finite field (which
are certainly torsions) to torsion points over number field. We use the same
notation as in the conjecture section.

First we fix one embedding:

K → Qp,

by mapping α to one of p-adic roots of k(x). If a p-adic number a is an image
of x ∈ K by this embedding, then the minimum polynomial over Q of x can be
computed in polynomial time on log p and the size of the minimum polynomial.
In the computing, we only need know the first m digits of a, where m is also
bounded by polynomial on log p and the size of the minimum polynomial.
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Let
f̃(x, y) = 0

be p-adic representation of f(x, y) = 0 upto m digits, where m will be set later.
Let F (x, y) be the curve on f̃ mod p. F (x, y) = 0 is a singular cubic curve with
a node. Suppose we want to solve the DDH problem in subgroup S of F∗

p with
order l, where l|p − 1 is a prime. For any point Q = (a, b) = φ−1(x) on F ,

lQ = 0 mod p.

There is a l-torsion point P = (x, y) on f which will reduce to Q. We first
find out the p-adic representation of P .

Let P = (a + a1p + a2p2 + · · · , b + b1p + b2p2 + · · · ). From

l(a + a1p, b + b1p) = 0 mod p2,

by using squaring technique, combined with the curve equation,

f̃(a + a1p, b + b1p) = 0 (mod p2),

we can solve a1 and b1 efficiently. Note that a1 or b1 only occur in linear terms.
Similarly, from

{
l(a + a1p + a2p2, b + b1p + b2p2) = 0 (mod p3)
f̃(a + a1p + a2p2, b + b1p + b2p2) = 0 (mod p3)

we can get a2 and b2. Generalize this idea, we will obtain the p-adic representa-
tion up to m digital in time (m log p)O(1).

On the other hand, we know that the minimum polynomials of x and y have
coefficients whose sizes are bounded by (log p)c. Those polynomial, denoted by g
and h respectively, can be computed using LLL-algorithm when m is big enough.
By factoring g and h over K, we get the representation of x and y as elements
in K.

6 Shifting Prime

There certainly exists a prime r, satisfying

1. l|r − 1 and l2 � |r − 1.
2. There is a place u over r with degree 1 in K.
3. The reduction of f at place u is non-singular, hence it is an elliptic curve.

Fix an embedding:
K → Qr.

Let t(x, y) = 0 be the reduction of f at place u. All the l-torsion points will
reduce to a Fr-rational points on g. They form a subgroup in t(Fr). The key
observation here is that the calculate of Tate-pairing on this subgroup is non-
trivial and efficient. This concludes the whole reduction, which can be illustrated
by following picture.
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E(K)

↗ ↘
F (ns)(Fq) t(Fr)

↑
F∗

q

Theorem 1. Adopt the notation in the conjecture 1. Assume that the conjecture
is true. Given the p-adic representation of f upto to m digits and the reduction
of f modulo the place u, there is a polynomial time algorithm to solve DDH
problem in the l-subgroup of F∗

p.

The algorithm is summarized in the following:
Non-uniform information: p; The p-adic representation of E upto to m

digits; Prime r; The reduction of f at place u.
Input: a, b, c ∈ Fp.

1. From p-adic representation of E , compute E′ = E mod p. We get a singular
cubic curve with a node.

2. Compute A′ = φ−1(a), B′ = φ−1(b), C ′ = φ−1(c) on E′.
3. Fix K → Qp.
4. Lift A′, B′ and C ′ to A, B and C on E . We compute the p-adic repre-

sentations of A, B and C first. Then we use LLL-algorithm to compute
A, B, C ∈ K2.

5. Fix K → Qr. Compute the reduction of A, B and C on E′′. Denote them
by A′′, B′′ and C ′′.

6. Solve DDH problem of A′′, B′′ and C ′′. Output the answer.

Here we note that, since the prime l satisfies that l2 � |r−1, so we can evaluate
the l-th Tate-pairing 〈A′′, A′′〉l �= 1 (See [8,5]). That is, we can solve the DDH
problem A′′, B′′ and C ′′.

The algorithm is non-uniform, because for every p, we need the p-adic rep-
resentation of f , the special prime r and the reduction of f modulo the place u.
We don’t know how to compute these parameters at this time.

7 Application to the Elliptic Curve Discrete Logarithm

Let E be a curve defined over a number field K. Etor(K) has order l. For sim-
plicity, we assume that l is a prime. Assume that E has good reduction E′/Fq

at place v. W.l.o.g, we assume that |E′(Fq)| = l.

Corollary 1. The discrete logarithm on E′(Fq) has nonuniform subexpontial
algorithm if there is a constant c such that,

1. K = Q[x]/k(x) = Q[α], [K : Q] ≤ (log p)c. The heights of all the coeffi-
cients of k(x) are bounded by (log p)c. k(x) ∈ Z[x] is separable and it splits
completely over Fp.
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2. There are l-torsion points P1, P2, ..., Pl = 0 ∈ E(K). They form a group.
3. E can be represented by an equation

f(x, y) = 0

such that for any 1 ≤ i ≤ l, if Pi = (xi, yi), the minimum polynomials in
Q[x] for xi and y1 are gi(x) = and hi(x) = 0, then the height of all the
coefficients of gi and h1 are bounded by (log p)c.

Sketch of the proof: If the conditions in the corollary hold, then there
must exist a prime p such that r|p − 1 and the reduction of E , denoted by
E′′/Fp, at place u over p is non-singular. Because E has a torsion group over K,
E′′(Fp) has l-part subgroup and the Tate-pairing of elements in the subgroup
can be efficiently computed. We can apply FR-algorithm here [5]. Hence the
discrete logarithm over the r-part of E′(Fq) has non-uniform subexpontial time
solution.

8 Discussion

In conjecture 1, we don’t require that the size of curve E is small. In fact, it is
impossible. Since curve E has a large torsion group of prime order, it must have
bad reductions at a lot of small primes. The j-invariant of E will have very large
height, hence the plain representation of E will take huge amount of space.

The p-adic representation of E is not complete, in the sense that we only
have the representation up to the precision of polynomial bound (log p)O(1).
However, since the size of torsions are assumed to be small, we will get complete
information of torsions.
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Abstract. This paper addresses the security and efficiency of key-evol-
ving protocols. We identify forward-secrecy and backward-secrecy as the
security goals for key-evolving and present two protocols to achieve these
goals. The first protocol is operated in Z∗

p and is efficient for the secret-
key holder; the second one is operated in Z∗

n, and is efficient for the
public-key holder. For both protocols, we provide proofs and analysis for
correctness, security and efficiency.

Keywords: Key Management, Key-Evolving, Forward-Secrecy,
Backward-Secrecy.

1 Introduction

Over the past 20 years, public key cryptography has provided many signature
schemes and public key cryptosystems. However, if a signing key or decryption
key is compromised, it is regarded a total break of the system. To avoid this
undesirable situation, one common practice is assigning each key a certain usage
period and updating the key when entering a new period. Therefore, the security
and efficiency of key updating or key-evolving becomes an important topic for
key management [11].

Key-evolving is commonly employed for symmetric cryptosystems, where the
sender and the receiver of a message share a common master key. Instead of using
this shared key directly, they use it to derive a set of sub-keys and each sub-key
is valid for a certain period or for a specific application [1].

In this paper, we focus on the key-evolving of asymmetric key systems, where
the communication parties no longer possess the same master key. Instead, the
secret key holder (the decryptor or the signer) generates the public and secret key
base and the public key holder (the encryptor or the verifier) retrieves this public
key base. In the beginning, the public key base is first signed by a Certificate
Authority (CA). And then it is retrieved and verified by the public key holder.

Without a key-evolving protocol, the certificate retrieval and verification op-
erations must be performed periodically. With a key-evolving protocol, the cer-
tificate retrieval and verification operation is performed only once for the public
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key base. Thereafter, both parties update their corresponding public or secret
keys for the future periods.

The goal of secure key-evolving is to reduce the damage in case of a secret
key compromise. The corresponding security notions have been investigated in
papers of key management and key agreement [12,8,14]. There the properties
such as forward-secrecy, backward-secrecy, key-independence were defined. In-
formally, forward-secrecy refers to that the compromise of one or several secret
keys does not compromise previous secret keys. Likewise, backward-secrecy refers
to that the compromise of one or several secret keys does not compromise future
secret keys. Key-independence means the secret keys used in different periods
are basically independent. Thus, even if the attacker finds out the secret key of
a certain period, it gives him little advantage in finding the secret keys of other
periods.

One related concept of the forward-secrecy is the perfect forward-secrecy,
which assures that the “compromise of long-term keys does not compromise past
session keys” [7,11]. Also in recent papers of forward-secure signature, signatures
schemes with forward-secrecy properties were proposed [4,9]. The related concept
of the backward-secrecy is the resistance to the known-key attack, which assures
the compromise of past sessions keys will allow neither a passive adversary to
compromise future session keys nor an active adversary to impersonate in the
future [5,17,16,11]. Recently, Tzeng proposed two public key encryption schemes
which also enjoy the property of key-independence but they require the help of
the extra trusted agent (TA) in initial key distribution and at each key-evolving
[15].

The security notions for the key-evolving protocol have been little investi-
gated. Thus, we redefined the above security notions in the key-evolving setting.
Besides, we presented and analyzed two key-evolving protocols for discrete loga-
rithm schemes. The advantage of these key-evolving protocols is that no trusted
agent is needed and they are applicable for both public key encryption schemes
and signature schemes.

This paper is organized as follows. Section 2 describes the model and def-
initions. Section 3 presents the protocol based on the difficulty of computing
discrete logarithm in Z∗

p . Section 4 presents the protocol based on the difficulty
of factoring a large composite n. Section 5 discusses the possible extensions of
the protocols. Section 6 concludes this paper.

2 Model and Definitions

Let (PKB , SKB) denote the pair of the public/secret key base, which is used to
derive the key-pair in i − th period, (PK i, SK i).

Definition 1 A key-evolving protocol consists of three algorithms (KG , g, f):

1. Public/Secret Key Base Generation Algorithm KG(k)
Given a security parameter k, the secret key holder generates the public/
secret key base (PKB , SKB). SKB is kept secret at the secret key holder and
PKB is then distributed to the users in the form of public certificate.
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2. Public Key-Evolving Algorithm g()
Given the period i and PKB, the public key holder computesPK i =g(PKB , i).

3. Secret Key-Evolving Algorithm f()
Given the period i and SKB, the secret key holder computes SK i= f(SK i−1)
or f(SKB , i).
Next, some desirable properties of the key-evolving protocols are presented

as follows:

Definition 2 A key-evolving protocol is forward-secret if the compromise of SK i

will not compromise SK j for all j < i.

Definition 3 A key-evolving protocol is backward-secret if the compromise of
SK i will not compromise SK j for all j > i.

Definition 4 A key-evolving protocol is key-independent if it is forward-secret
and backward-secret.

Definition 5 A key-evolving protocol is t-bounded key-independent if

1. The compromise of a set of secret keys C and |C| > t will compromise all
the secret keys.

2. The compromise of a set of secret keys C and |C| ≤ t does not help to
compromise additional secret keys.

3 Protocol 1

The first protocol is based on the difficulty of computing discrete logarithm in
Z∗

p . It applies a technique of Feldman for the construction of a non-interactive
verifiable secret sharing scheme [6]. This technique uses the secret sharing scheme
of Shamir [13], where a polynomial f(x) of degree t is employed. Polynomials
have the following properties:

I. Given t + 1 distinct points on the polynomial f(x) degree t, namely (x0, y0),
(x1, y1), · · · , (xt, yt) and yi = f(xi), all the t + 1 coefficients can be deter-
mined. In other words, the polynomial can be uniquely determined.

II. Given t distinct points on the polynomial f(x) degree t, namely (x1, y1),
(x2, y2), · · · , (xt, yt) and yi = f(xi), the t + 1 coefficients cannot be uniquely
determined.

The Protocol is presented in Figure 1, consisting of three algorithms:
First, the secret key holder executes the key base generation algorithm and pub-
lishes the public key base PKB = (P0, P1, · · · Pt) = (ga0 , ga1 , · · · , gat), where
a0, a1, · · · , at are random. In contrast, SKB = (a0, a1, · · · at), the set of coeffi-
cients of f(x), is kept secret. Also he publishes a hash function h that works
as a simple randomizer and takes the index of the period to a number in Zq,
i.e. h(i) ∈ Zq. Depending on the application, this h(·) can be required to be
collision-free or be a permutation in Zq.
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1. Public/Secret Key Base Generation Algorithm KG(1n, t)
(1) The secret key holder chooses a n−bit prime p = 2q + 1 with that q is a
prime of at least 160-bits long, i.e. q > 2160. Let Gq denote the subgroup of the
quadratic residues modulo p and g the generator of Gq.
(2) The secret key holder chooses a t-degree polynomial f(x) with its coef-
ficients randomly chosen from Zq and f(x) =

∑t
j=0(ajxj) (mod q). SKB =

(a0, a1, · · · , at), the coefficients of f(x), will be kept secret and used to derive
the secret keys for later periods.
(3) The secret key holder publishes the public key base information and a hash
function, including:

PKB = (P0, P1, · · · Pt) = (ga0 , ga0 , · · · , gat ),

and h : N → Zq.

2. Public Key-Evolving Algorithm
Given the index i, the public key holder will update its public key of period i
as follows:

PK i =
t∏

j=0

(Pj)h(i)j

(mod p).

3. Secret Key-Evolving Algorithm
Given the index i, the secret key holder will update the key of period i as:

SK i = f(h(i)) (mod q).

Fig. 1. Key-evolving protocol using Feldman’s technique

The public key holder retrieves and verifies PKB and h(·). Suppose that he
needs the public key of the period i. He would then compute PK i =

∏t
j=0(Pj)h(i)j

(mod p).
SKB is the long-term system secret, protected separately from SK i at the

secret-key holder. Its protection follows the paper of Shamir secret-sharing
scheme [13]. At the beginning of the period i, the secret key holder evaluates the
secret key as SK i = f(h(i)) (mod q). The analysis of this protocol is as follows:

Correctness. The relation of PK i = gSK i is established because

PK i =
t∏

j=0

(Pj)h(i)j

(mod p) =
t∏

j=0

(gaj )h(i)j

(mod p)

= g
∑t

j=0 aj ·h(i)j (mod q) = gf(h(i)) (mod q) = gSK i .

Security. The following lemmas summarize the security property.

Lemma 1. The ability of the attacker, who is able to compute the corresponding
SK of a given PK , is equivalent to the solving of the Discrete Logarithm problem
in Z∗

p .
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Proof: (⇐) This is trivial because SK = logg PK .
(⇒) We can build a DL-oracle using this attacker. Suppose we want to find
x = logg y. We choose PK = yga and give it the attacker. If the attacker
outputs the secret key SK corresponding to PK , we can compute x = logg y =
logg (PK /ga) = logg PK − a = SK − a. Q.E.D.

Conjecture 1 The protocol in Figure 1 is t-bounded key-independent.

Remark:
Given t + 1 sets of keys of (SK i0 , i0), (SK i1 , i1), · · · , (SK it

, it), the attacker can
determine the coefficients of f(x) and thus the secret keys of all periods.

If less than t + 1 secrets keys are compromised, then the polynomial for the
secret key-evolving can not be unique determined, i.e. it has at least q ≥ 2160 free
choices for the coefficients. Therefore, the only way to compute one extra secret
key corresponding to a public key seems to compute the discrete logarithm in
Z∗

p , which is intractable.
The interesting problems include (1) building a DL oracle using the successful

attacker of breaking t-bounded key-independence property and (2) using the
successful attacker to construct the oracle for Diffie-Hellman (DH) or Decisional
Diffie-Hellman (DDH) problem.

Efficiency. For the secret key holder, this protocol is very efficient, requiring
only the evaluation of a t-degree polynomial over Zq. For the public key holder,
this protocol requires t modular exponentiations and t modular multiplications.
However, to reduce the on-line computation, the t modular exponentiations can
be pre-computed.

4 Protocol 2

This protocol is based on the difficulty of computing discrete logarithms in Z∗
n,

where n is the product of several large primes. It uses the same technique of
Maurer-Yacobi in the design of non-interactive public-key distribution system
[10]. Recently, this technique was also suggested by Anderson to build a forward-
secret signature scheme [2]. All operations are performed in Z∗

n, where factoring
n is hard and g is the element of the maximal order in Z∗

n. A lemma from Maurer
and Yacobi showed that every square modulo n has a discrete logarithm to the
base of g. And the knowledge of the factorization of n is the trapdoor for solving
the discrete logarithm problem; namely,

1. For the secret key holder, with the trapdoor knowledge of the factors of n,
he can compute SK i = logg(PK i).

2. For someone without this trapdoor knowledge, given PK i, the computation
of SK i is intractable.

This protocol is presented in Figure 2, consisting of three algorithms.
In the beginning, the secret key holder first executes the key base generation
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1. Public/Secret Key Base Generation Algorithm
The secret key holder chooses a k-bit composite n = p1p2 · · · pr where the
factorization of n is intractable and (p1 − 1)/2, (p2 − 1)/2, · · · , (pr − 1)/2 are
pairwise relatively prime. Next, he chooses an element g of the maximal order
in Z∗

n.
Then he broadcasts the public key base PKB = (n, g, H, PK 0), where the
following requirements are met.
(a) SKB = (p1, p2, · · · , pr), the set of factors of n, is kept secret to the secret

key holder,
(b) H(·) : {0, 1}∗ → Z∗

n is a cryptographic hash function,
(c) PK 0 is a random number.

2. Public Key-Evolving Algorithm
Given the period i, the public key holder evaluates for j = 1 to i,

PK j = (H(PK j−1))2 (mod n) ∈ QRn.

3. Secret Key-Evolving Algorithm
In the beginning of period i, the secret key holder first compute the public key
by one hash-and-square

PK i = (H(PK i−1))2 (mod n) ∈ QRn.

With the knowledge of the factors of n, the secret key holder computes

SK i = logg(PK i).

Fig. 2. Key-Evolving based on Maurer-Yacobi Scheme

algorithm and publishes the public key base PKB = (n, g, H, PK 0), where n
and g are defined as above, H is a cryptographic hash function, and PK 0 is a
random number. The secret key base SKB , consisting of the factors of n, is kept
secret.

The public key holder retrieves and verifies the public key base PKB . Sup-
pose that he needs the public key of the period i. He would then perform a
series of hash-and-square operations to get PK 1 = (H(PK 0))2 (mod n), PK 2 =
(H(PK 1))2 (mod n), · · · , PK i = (H(PK i−1))2 (mod n). If he could store some
of these intermediate values, he can reduce the hash-and-square computations.

SKB is the long-term system secret, protected separately from SK i at the
secret holder. Its protection follows the paper of Maurer and Yacobi [10]. At the
beginning of the period i, the secret key holder performs the hash-and-square
PK i = (H(PK i−1))2 (mod n) and then calculates the corresponding secret key
SK i = logg(PK i) with his trapdoor knowledge. The analysis of this protocol is
as follows:

Correctness. PK i = gSK i is established because SK i is computed by the secret
key holder using the factors of n (trapdoor information).
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Security. We will show that the security of this protocol depends on the follow-
ing relations between the computing discrete logarithm in Z∗

n and factoring n
[3,10,11].

I. If the discrete logarithm problem in Z∗
n can be solved efficiently, then n can

be factored efficiently.
II. If n can be factored efficiently and if the discrete logarithm in every Z∗

p , p|n
can be solved efficiently, then the discrete logarithm problem in Z∗

n can be
solved efficiently.

The following lemmas summarize the security property. First, we show that
successful attacker can be used to construct a DL oracle in Z∗

n. Next, we state a
lemma from Maurer and Yacobi about the factorization of n using a DL-oracle
[10]. For detailed algorithm, please refer to the original paper. Finally, we prove
the security in the random oracle model.

Lemma 2. The ability of the attacker, who is able to compute the corresponding
SK of a given PK , is equivalent to the solving of the Discrete Logarithm problem
over Z∗

n.

Proof: (⇐) This is trivial because SK = logg PK .
(⇒) We can build a DL-oracle using this attacker. Suppose we want to find
x = logg y. We choose PK = yga and give it the attacker. If the attacker
outputs the secret key SK corresponding to PK , we can compute x = logg y =
logg (PK /ga) = logg PK − a = SK − a. Q.E.D.

Lemma 3. [10] Let n be the product of distinct odd primes p1, · · · , pr and let g
be primitive in each of the prime fields GF(pi) for 1 ≤ i ≤ r. Then computing
discrete logarithms modulo n to the base of g is at least as difficult as factoring
n completely.

Theorem 1. In the random oracle model, the key-evolving protocol in Figure 2
is key-independent if factoring n is hard.

Proof: We will show how to factor n if the successful attacker breaks the
key-independent property. First, we will build a DL oracle using the successful
attacker. Next, we follow the algorithm of Maurer-Yacobi to factor n using this
DL oracle.

Given y in the maximal cyclic group of Z∗
n, we will use the successful attacker

to compute x = logg y. First, we will generate a set of random numbers {ri|i =
1, 2, · · · , T + 1}. And we control the random oracle to output {r1, r2, · · · , rk−1}
at the first k − 1 queries. Thus, the following relations hold.

r1 = H(PK 0), PK 1 = r2
1

r2 = H(PK 1), PK 2 = r2
2

...
...

rk−1 = H(PK k−2), PK k−1 = r2
k−1.
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At the beginning of the k periods, we force the random oracle to output yga,
i.e.

yga = H(PK k−1), PK k = y2g2a.

For periods from k + 1 to T + 1, the random oracle proceeds as usual.
Second, we give (PK i, SK i) and the above public key set to the attacker A.

If he successes to break forward-secrecy and forward-secrecy, A would return
(PK j , SK j) for some j �= i.

The probability that j = k is 1
T . If this happens, we have SK j = SK k =

logg PK k = logg y2g2a = 2 logg y + 2a = 2x + 2a. Because PK j = PK k is a
square in Z∗

n, SK j will be even. Though the order λ(n) is unknown, the discrete
logarithm of y can be computed as follows:

x =
1
2

SK j − a.

Given this DL oracle, we follow Maurer-Yacobi’s method to factor n. There-
fore, if factoring n is hard, this key-evolving protocol is key-independent in the
random oracle model. Q.E.D.

Efficiency. This protocol is especially efficient for the public key holder because
only i hash-and-square operations are needed and this can be pre-computed.
Also if the public key holder stores some intermediate values, the load of the
public key-evolving is further reduced. Thus it is suitable for public key holders
with low computation power such as mobile devices or smart cards. The load of
secret key holder is mainly the computation of discrete logarithm of Z∗

p , p|n. The
computation of discrete logarithm relies on the choices of p [10]; for example,
one can employ Pohlig-Hellman algorithm when p|n, (p − 1)/2 is chosen to be
the product of primes of moderate size.

5 Possible Extensions

The possible extensions of the protocols include: First, the immediate problem
is to prove the conjecture 1 using stronger assumption such as DH or DDH
assumption or using DL assumption in a restricted model.

Second, can we provide a public-key holder efficient protocol in Z∗
p instead

of in Z∗
n? And is it possible to use this key-evolving model for specific algebraic

structure or RSA related schemes?
Third, since each DL key pair is associated with a period, it will be desirable

to provide period-stamping or time-stamping service of the public key. Further-
more, applying these two party protocols to multi-party computation would be
an interesting task.

6 Conclusion

We first discussed about the importance of key-evolving and then identified
several security notions, namely forward-secrecy, backward-secrecy, and key in-
dependence. Next, two concrete constructions were proposed. One protocol is
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based on a technique of Feldman, and it is efficient for the secret-key holder;
the other one is a variant of the Maurer-Yacobi protocol, and it is efficient for
the public-key holder. Besides, we provide proofs and analysis for correctness,
security and efficiency. Finally, we pointed out the possible extensions for future
work.
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